About MonitorWare Console

1.0

Adiscon Monitor War e Console wor ks together with MonitorWare
Agent / WinSyslog to provide a centralized view of the system-gener ated
events data.

If you would like to contact Adiscon, please email us at
support@adiscon.comfor technical questions and info@adiscon.com for al
others.

Features

Customizable Views

Users can define their own views of the datain a system. MonitorWare
Agent logs the data to a central database and MonitorWare Console alows
usersto view that data in various combinations.

Flexible Reporting

MonitorWare Console ships with severa pre built great reporting options
and users can create and add their own custom reports. Reporting sub-system
is based on the industry standard Seagate’ s Crystal Reporting tools. Apart
from that, there are also some HTML reports that have been built using great
templates

Knowledge Base

Keep and track important notes and technical details or articlesregarding
your system in one centralized Knowledge Base. Search articles against
specific system events and specific devicesin your network.

Track System Devices

Keep track of al the machines and devicesin your network by creating a
profile for each. MonitorWare Console a so helps discovering new reporting
devicesin the system automatically.

Tools

MonitorWare Console comes with various tools that will help the network
administrator. Asauser, you have the option of using the following tools

1. Network Tools



a  PortScanner Tool

b. Ping Tool
c. TraceRoute Tool
2. Dedetion tool

3. ICMP Lookup tool

Job Manager

MonitorWare Console comes with a Window Service that is called Job
Manager. Job Manager is avery powerful feature that has the capability of
generating the reports according to your defined schedule. Y ou can also ask
the Job Manger to generate the reports at the specified time and then send
them to your specified recipients via email.

Time Zone Handling

MonitorWare Console provides transparent handling and conversion of time
zone related issuesin a geographically spread system. All system-generated
events are logged after converting to UTC time and are retrieved and
displayed to the usersin their configured time zones. Thus, users aways get
to view and analyze the datain their own time zones.

Database Support

MonitorWare Console supports both Microsoft Access and Microsoft

SQL Server databases. Support for SQL Server aso implies that MonitorWare
Console and MonitorWare Agent can be used with the free version of this
product, i.e. MSDE.

User Management

Y ou can created different user profiles and can select various time zones for
them. The data will be converted to the local time based on the specified
UTC Offset.

Localization Support

MonitorWare Console can be localized to any of the world languages,
including right-to-left scripts like Hebrew and Arabic. End users can request
Adiscon to provide support for a particular language or even trandate and
localize the product themselves — using step by step instructions provided by
Adiscon on request.

Components

MonitorWare Console

MonitorWare Consoleis an analysis tool that builds on top of the
MonitorWare Database that has been gathered either by MonitorWare Agent
or by WinSydlog. It ships with severd pre-built reports, pre-defined views
and a sample database for immediate testing after setup.



Job Manager

It isaWindow Service that runsin the background and generates the reports
according to user-defined schedule. It also has the capability of sending the
generated reports to specified recipients via email. The settings of this
service is done from the MonitorWare Console Client.

MonitorWare Agent / WinSyslog

Although they are not components of MonitorWare Console directly, but
MonitorWare Console will be useless without these. The reason is that the
MonitorWare Console performs all of its analysis on the data that has been
gathered by either MonitorWare Agent or WinSyslog and logged into
MonitorWare Central Database.

System Requirements

The client machine must be Microsoft .NET ready in order to run the
MonitorWare Console application. Thus, the machine must at least meet
the minimum hardware requirements for hosting .NET framework. The
setup program will install the .NET runtime files and other dependencies.

For alist of hardware and software requirements for .NET visit
http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/cpguide/html/cpconnetframeworksystemrequi rements.asp

MonitorWare Console requires around 20 MB of hard disk space when
installed. Thisincludes provision for sample Access database that
consists of around 45,000 records of sample event data.

Some modules of MonitorWare Console are quite memory and processor
intensive, like Reporting and the Views modules. A Pentium I11-class
processor and at least 128 MB of RAM are suggested for good
performance; however, MonitorWare Console will work with much less.

Getting Started

User Verification Dialog Box

Once MonitorWare Console is started, a dialog box similar to the one shown
in figure 1 would be displayed.



MonitorWare Console Login

Monitor
cohgote

Uzer Mame admin
Paszsword

MY Conszole is running in trial mode. 30 days left.

Edit Database Connection

o
Licenze Options

Figure 1 MonitorWare Console: Startup Dialog Box

The default user nameis“admin” and password is nothing (as shown above).
Once a user enters into the application, this password can be changed.

At the bottom left corner of this dialog box, there are two links “ Edit
Database Connection” and “License Options’ The latter oneis self-
explanatory. If you click on it alicense dialog appears where you can view
or change your license key and/license name. Thereisaso alink to order the
product directly viaour online ordering system.

License '
Click the hink below to purchase Monitor'w are Conzole

Order nioww

[Licenze name |
|

[Licerze Key |

kA Conzole iz running in tnal mode. 29 daps left.

OF. l [ Cancel ]

Figure 2: Licence options Dialogue Box

The other link in the login dialog, “ Edit Database Connection” is used if the
user wants to change the database connection. Currently MonitorWare
Console supports Microsoft Access and SQL Server. Once the above-
mentioned link is clicked, a dialog box, as shown in figure 3, will pop up.
Using this dialog box, the user can change the underlying database.
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Figure 3Dialog Box to change the underlying database

The link “Edit Database Sources’ opens the ODBC Data Source

Administrator window. On the System DSN tab the user can configure all

found DSNs.

Use the System DSN tab to select the data source. Press the “ Configure...”

button to setup the database path for the data source.

g] ODBC Data Source Administrator

)

Swyztemn Data Sources:

M arne | Ciriver
LocalSerser SOL Sermver

bl anitarsa are Microzoft Access Driver [*.mdb]
] | Microzoft Access Driver [*.mdb]
Microzoft Access Diriver [*.mdb)
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an thiz maching, including MT services.

An ODBC Spstem data source stores infarmation about how bo connect to
the indicated data provider. A Svstern data source i wigible to all uzers
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Add...
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Figure 4Dialog Box to create a DSN

Provider tab at the top left of the above screen is used to select the database.
Connection tab is used to select the database path. Once the provider and the
connection has been selected, Test Connection button can test whether the

connection with the specified database has been established or not.

If the didlog box, as shown in figure 5, is displayed, it means that the
connection with the specified database has been set up properly and the user

can proceed further by pressing the OK button




Microsoft Data Link x|

@ Test connection succeeded.

Figure 6 Connection Succeeded Dialog

On the other hand, if a dialog box, as shown in figure 7 is displayed, it
means that there is something wrong and the connection with the mentioned
database has not been established.

Microsoft Data Link Error

Test connection Failed because of an errar in initializing provider, [DENETLIB][ConnectionCpen
Server does not exist or access denied,

Figure 8 Connection Failure Dialog Box

After setting up the database, the OK button is figure 1 will take the user
inside the MonitorWare Console application.

MonitorWare Console’s Main Form

Once inside the main application, user will see aform similar to the one
shown in Figure 5
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Figure 9 MonitorWare Console: Main Form

Introduction to components of Main Form
Figure 7 shows the main components of the application.

Menu Bar: It contains sub menus, which will take the user to different
modules present in this application.

Tool Bar: Tool bar has anumber of different buttons on it and it also does
more or less the same thing as done by sub menu items in the menu bar.
Clicking on these buttons would take the user to another module of this
application.

Tree View: Theleft region of the application isthe Tree View, which
displays different Tree Nodesinit.

Tree Nodes: When the application starts, it displays 4 main tree nodes.
Clicking on any of them would take the user to the respective module.

Main Area: The gray region in the center is currently not showing any
thing. When any of the nodes from the tree view is clicked, or a button from
the tool bar isclicked, or user selects some sub menu item from the menu
bar, it displays the main form corresponding to the selected module

Status Bar: It informs the users about important messages through out the
application usage

Main Modules
Currently MonitorWare Console has 4 main modules
1. Views

2. Devices



3. Reports
4. Knowledge Base

For detailed information about these modules, refer to their individual
sectionsin this help document.

Setup

Setup is quick and easy. The MonitorWare Console uses a standard setup
wizard.

Theinstall set (the ZIP file you downloaded) contains a standard setup
program and it's necessary helper files. Please unzip the archive to any
directory you like. This can be alocal drive, aremovable one or aremote
share on afile server. A Win32 Unzip program can be found at
http://www.winzip.com.

After unzipping, simply double-click "setup.exe" and follow the onscreen
instructions.

There are also self extracting exe files available for download. If you
downloaded these versions, there is no need to separately unzip the program.
The self extracting version might also start the setup process automatically.

If you have Windows Installer already present on the target system, you can
also setup the product by simply double clicking the M Sl file. Windows
Installer is present on al Windows 2000 systems.

Since MonitorWare Console is developed in .NET, it leverages the “xcopy”
installation initiative. This means that if the client machine is .NET ready
then MonitorWare Console application can simply be copied to any folder
(along with all its required files) and it will run without problem.

Obtaining a Printable Manual

<Details not available for this section. Contact Adiscon for any problems or
assistance. Send your feedbacks at mwconsol e-feedback@adi scon.com>

Using MonitorWare Console

Managing Users

To create, update or delete auser for MonitorWare console application,
Manage Users form is used. This form can be opened in one of the following

ways.
1. Click on Options button the main tool bar and then select “Manager
Users’.

2. Goto File menu and select options. In options you will find “Manage
Users’ Menu.



After the user has selected one of the above-mentioned methods, the
following form will open up.

x

Users — User Information
admin
Dizplay Mame Ial:u:
Login Ial:u'_‘
Pazsward I*“*
Re-enter Paszword I
Uszer Type II_ISer LI
Language | Englizh LI
Last Login IEh:t 28, 2002 09:37: 53 Ak
Time Zone
IEniwetDk, Kamajalein j
Hew Srdd | Delete | pdate Hefrezh | Cloze

Figure 10 Manage Users Form

Notice that Login text field, User Type combo box, New, Add, Delete and
Refresh buttons are disabled. The reason is that this snap shot has been taken
when aregular user (not administrator) was logged on to this application. In
other words, if anormal user entersinto MonitorWare Console application
he can only update his status (except for login and user type). On the other
hand, if the user enters into this application as an administrator, then he has
the full control on all the users. He can create a new user, delete an existing
user or update an existing user.

Following is a brief summary of each component on this form

1. Display Name: Thetext written in it will be used as the display name
for the user

2. Login: Thetext written in it will be the actual login of the user that will
be used in the User Verification form when the application is started
(available for administrator only)

Passwor d: Contains the password of the user

Re-enter Password: When creating a new user, make sure that
Password and Re-enter Password text fields have the same contents

5. User Type: Can either be an administrator or asimple user (available
for administrator only)

Language: In the current version, only English can be selected
Last Login: Displaysthe last login date and time for the selected user.
Time Zone: Displays the time zone of the selected user.

© o N o

Users: Thelist box “Users’ displays all the users that can use this
application

10. New: This button is used to create anew user (Available for
administrator only)

11. Add: This button adds a new user (available for administrator only)



12.

13.
14.
15.

Delete: This button deletes selected user (available for administrator
only)

Update: This button updates an existing user
Refresh: Refreshesthelist of users from the database

Close: Closes this“Manage User” form

Time Zones

Time zones can be modified by one of the following ways.

1

Click on the Options button and then on Time Zones menu in the main
tool bar

In File menu, you will find Time Zones menu. Click on it to open up the
Time Zones form

After the user has selected one of the above-mentioned ways, a dialog box,
similar to the one shown in the figure 7 would be displayed

In the current version, only the “Name” and “ Offset UTC” field arein a
working condition. The other fields are related to Day Light Saving concept
but are yet to be implemented.

A brief summary of al of the components on this form is given below:

1
2.

5.
6.

Name: It displays the name of the currently selected time zone

Offset UTC: It tells the difference of the current time zone from GMT in
minutes.

New: This button is used for creating a new time zone

Add: This button is used for adding the newly created time zone to the
database

Delete: It deletes the selected time zone permanently from the database

Update: It updates an existing time zone

The changes made from this form will be visible in the Manage Usersform’'s
Time Zone combo box as well.
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Time Zones
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Figure 11 Time Zones

MonitorWare Console Tools

MonitorWare Console comes with lots of toolsin it that increasesits
flexibility and enhances its functionality to a great extent. Currently
MonitorWare Console supports the following tools:

1. ICMP Lookup
2. Deletion Tool
3. Network tools

ICMP Lookup

ICMP Lookup is afeature that helps to get information on the basis of ICMP
type and ICMP sub type.

Y ou can access thistool from the tools menu and then selecting ICMP look
up sub menu will show you a dialog box similar to the one shown below



ICMP look up

— Cluery Information

ICMP Tupe [

ICMP Sub type I

Clear | Look up I Cancel

Figure 12: ICMP Look up form

Y ou can specify the ICMP Type and ICMP Sub type in the given text fields.
Pressing the Look up button will use aweb service running on Adiscon
server to bring information about the specified ICMP and will display the
information in the text area.

Deletion Tool

With thistool you have the flexibility to delete the records from the database
to which MonitorWare Console is connected. To access thistool, go to the
tools menu in the main menu bar, and select Delete Records sub menu. Once
this has been done, the following dialog box will appear:

Deletion Form x|

Dielete records older than ||3|] ﬁ days
On the basis of IHEI:Ei\-'EI:I.-'-‘-.t j
Delete | Cancel |

Figure 13: Delete Records Form




Fill in the required information and press the delete button. It will show a
message box that will give you awarning that this will delete all the records
permanently. If you pressyesto it, the records would be deleted
permanently.

Network Tools:

These further include three sub categories
a) Ping Tool

b) TraceRoute Tool

¢) PortScan Tool

Ping Tool

Thistool can be used to ping a host over the ICMP Protocol. It can be
accessed either using the Tools->Network Tools menu or by right clicking a
devicein the left tree-view. It contains afew options that are similar to the
onesthat are in the system ping command. The Ping Dialog can be opened
multiple times, so you can run multiple pings at the same time. For details,
see the screenshot below:

E

IP / Hoztname

Court

BufferSize :I bytes
TirneCiut :I millisecon
Sleep between Pings |2|:||:| :I millizecon

Ping [Eanmel

IP /Hostname
The hostname or 1P Address which you wish to ping.



Count

The number of Pings you want to do. Enter O for continuous pinging.

BufferSize

The datasize, which is sent to the target. By default, thisis 32 bytes. This can
be up to 10240 bytes (10 Kbytes).

TimeOut

The value in milliseconds for which the ping waits for aresponse from the
target. Its maximum value can be 60000 milliseconds.

Sleep between Pings

Just like the real System Ping command, you can specify await time
between each ping. This can be maximum 60000 milliseconds.

Ping
Hit this button to start the ping operation. Once started, you will be able to
abort it by clicking the cancel button, or closing the window.

Cancel
Use this button to abort the ping operation.

TraceRoute Tool

The TraceRoute is similar to the tracert system command of Windows. It can
be access either using the Tools->Network Tools menu or by right clicking a
devicein the left tree-view. You can useit to trace back all hops between
your machine and a remote machine. The results are displayed in a Listview,
and you can see detailed output in alarge textbox at the bottom part of the
window. It contains afew options that are similar to the ones that are
provided in the System tracert command. The TraceRoute Dialog can be
opened multiple times, so you can run multiple tracerts at the same time. For
details, see the screenshot below:



E frmMetTraceRoute
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IP / Hostrarme |‘| 27.0.0.1
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TTL | DNS Mame | 1P

| Time

IP / Hostname

The hostname or IP you want to traceroute

Maximum hops

The maximum number of hops you want to trace. Default is 25, and it isvery
seldom that thisvalue is reached.

TimeOut

The value in milliseconds for which the traceroute waits for a response from
the hop. This can be maximum 60000 milliseconds.

Resolve hostnames

If enabled, the traceroute tries to resolve the DNS name of each hop.

TraceRoute

Hit this button to start the traceroute operation. Once it starts, you can abort
it with the cancel button, or by closing the window.

Cancel

Use this button to abort the traceroute operation.



PortScan Tool

The PortScan tool is avery powerful one to check open ports of atarget. It
can be access either using the Tools->Network Tools menu or by right
clicking a device in the left tree-view. The results of the PortScan are added
into a Listview with the port number, a description (if available), aresponse
(if thereis any) and the time that a particular scan took. Additionally, thereis
atextbox at the bottom of the window, which displays more detailed
information. The PortScan Diaog can be opened multiple times, so you can
run multiple PortScans at the same time. For details PortScan, see the
screenshot below:

E frmMetPortScanner

P/ Hostname |1 27.001 Reverse Lookup |
Connect TimeOut |2|:||:||:| ::I S
1+ Every Port in the Partlist Portiat Setup |
~ Selected Ports from the List
Al parts from |‘| = |65535 =
¥ Send Data to commaon ports [To receive response from them]
Portecan I Cance] |
Fort | Fort Description | Respohee
13 D aptirne 200:25 PH 7472003
17 Guate of the Day "The zecret of being miserable iz to have leisure to bother ..
19 Character Generator "HERE P+~ /01 23456789 <= 2B COEFGHIKLMMO...
21 File Trangfer Protocol [Control] 220 1zplwes02 Microgoft FTP Service [Wersion 501500 " c...
25 Simple kail Transfer 220 izplwz02. Imperialzoft. com. pk, Microgoft ESMTP MAIL 5.
a0 “Wwhorld 'wide web HTTP HTTP/.1 302 Object movedServer: Microzoft-15/5.00.
7 Echo
9 Digzard
135 DCE endpoint resolution
443 httpz MCom
445 Microzoft-05
1048 Sun's NED Object Request Broker
1027 ICH7?
Aborting Scanner 34
Refused connecting to 127.0.0.1 on Port 85000
Aborting Scanner 51
Refuged connecting to 127.0.0.1 on Port 54320
Aborting Scanner 44
Active Connections: |0 Ports to Scan; [1361 Portz Scanned:  |1361

IP / Hostname

The hosthame or I P you want to scan for open ports

Connect TimeOut

Thisvauein millisecondsis used for Send / Receive operations on open
ports. It is aso used for a Timeout when trying to connect to ports.
Every Port in the Portlist

When this option is selected, all ports from acommon list will be scanned.
To view / edit this List see the Portlist Setup button.

Selected Ports from the List

If this option is selected, only selected ports from the common Portlist will
be scanned. To view edit this list, see the Portlist Setup button.




All Ports from

This option is used to give a Range of ports to scan. This means to scan all
ports from a Start value and a End value. By default, thisis 1 to 65535,
which means every possible port will be scanned.

Send Data to common ports

If enabled, the PortScan tries to send messages to found open ports. For
example on Port 80, it tries to send a standard GET request.

Reverse Lookup
Use this function to get the DNS name of an IP (if possible).

Connections Slider

This dider will set the number of parallel connections that will be used for
the PortScan. By default, this value is set to 10, which is rather low. Y ou can
increase this number from 1 to 250. Be careful with the high connection-
scans (like with 250). Some DSL Routers, or slow dialup links can be
“killed” by such a high connection scan. Thisisincludes the Scanning side
aswell asthe side that is scanned!

However, more connections mean faster results, but also more data (traffic)
per second.

PortScan
Hit this button to start the PortScan operation. Once started, you can abort it
by clicking the Cancel button or closing the Window.

Cancel

Use this button to cancel a PortScan operation. Please be patient after you
have clicked this button. Depending on how many connections you are
using, it can take awhile until all scans are stopped.

Portlist Setup

Use this button to view or edit the common Portlist. In thislist, you will see
well known ports including a description, and a checkbox for each port. Use
the checkboxes to define which ports should be scanned during a“ Selected
Ports from the List” PortScan. See the screenshot below for more details:



PortScan ListEditor I

Selected | Port Dezcrption

O 1 TCP Port Service Multipleser
O 2 M anagernent Ltility

O 3 Compression Process

O 5 Remaote Job Entry

O 7 Echo

a g Discard

O 11 Active Users

O 13 D awtime
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21 File Transfer Protocal [Contral]
O 22 S5H Remoate Login Pratocol
O 23 Telnet

O 24 arny private mail spztem

25 Simple Mail Tranzfer

a 27 W5Ww User System FE

O 29 MSG ICP

O 31 MS5G Authentication

O 33 Dizplay Support Pratocol
O 35 any private prinker server
O 37 Time

Save I Cancel

Save
Hit the save button to save changes (If you selected or deselected any ports)
Cancel

Thiswill just do the same as if you close the window. Changes that were
made will be discarded and the window will be closed.

Job Manager (JM)

Job Manager is one of the most important features of MonitorWare Console.
It is actualy awindow service that runs in the background and gives the user
aflexible approach to generate complex and time-consuming reports at
specified time. Thistool not only helps to create the reports but aso can send
the report viaemail to the specified recipients.

To accessthe client of Job Manager that makes settings for different reports,
click on Options button on the main tool bar and then press “ Job Manager
Settings’. You will see adialog similar to the one shown below:



Job Manager Settings Form

Lizt of available reports

| Action I Filker I

Device Report

knowledge Baze Repaort Thiz report zhould run every day at |-|1:23:54 3y

System Surmmary

Users Repart Export Repart data a= I'W',:,,,j

Dictionam Attacks Report o

Ton LDQ}IDI"I Report 3 UTC Offzet in minukes |3|:||:|

Log On Log OFff Report [For b

Meede in Haystack Report

System Status Beport. ¥ Fun this report on zpecified time every day?
Cancel ¢ Back Hest >

Figure 14: Job Manager Form (General Tab)

JM form will show all the available reports on the left Sde of theformina
list view. Select the list from thislist box and use other tabs to specify
different settings

General Tab

In this tab, as you can see from the above figure, you can specify the time at
which this report would be executed daily. Y ou can also specify the format
of the report from the drop down menu shown above. Y ou would have to
specify the UTC offset of your locale in minutes in the third text field. If the
checkbox at the bottom of thistab is not checked, it will not generate this
report on the specified time. There are some reports that are only HTML
based. As such when you select those reports, the “ Export Report data as”
combo box will become disabled.



Action Tab

Job Manager Settings Form

Lizt of available reports

| Fiter |

Device Fepart

F-nowledge Baze Report File Prefix Idefault
System Surmmary

Ilzerz Report ; ;
Diictionany Attacks Report + Send az attachment in email

Last Log On Report —Email 5 ettings

Log On Log OFff Report [For b
Meede in Haystack Report SMTP Settings |

bd Setti
System Status Beport. S |

" Save azfile

—File Settings
File Sethinms |

Cancel < Back Hest >

Figure 15: Job Manager Form (Action Tab)

“File Prefix” isthe prefix that you want to append to the complete file name
(Complete file name also includes the current date and time on which the
report is generated. This is appended by the application)

Y ou can specify in this tab that whether you want to save the report that will
be generated on the specified time on the hard disk or you want to attach this
report as an attachment and send it to someone.

If you want to send this report as email, select the upper radio button and
press the SMTP settings button. It will ask for the server name. Write the
server name over there. Then press the Message Settings button. It will open
up another dialog box with information like To, CC, BCC, Subject, and
Message etc. Fill in the required information and press ok.

If you want to save this report on the hard disk locally, select the lower radio
button and press the File Settings button. Select the path on which you want
to save the file and press ok.



Filter Tab

Job Manager Settings Form

List of available reparts P i A Fllterl
Device Report ;
Knowledge Basze Report —Fur this repart an
System Surmmary
Hjseys Hepirt i " all the recards

ichonany Attacks Report
Last Log On Report *' records posted in the last 24 hours
Log On Log OFff Report [For b
Meedle in Haystack Report ™ records posted after the last generation of this report
System Status Beport.

O the basiz of Feceivedst j
Cancel < Back Hewt

Figure 16: Job Manager Form (Filter Tab)

In this tab, you can specify the filters that you want to apply on the generated
reports. The filters shown above in the diagram are self-explanatory.

If you now select some other report from the list shown on the left, these
settings would be saved temporarily. They will be saved permanently only
when the Save button is pressed. Once the save button is pressed and if the
JM Service isaready running at that time, it would give you a warning that
saving these records will cause the service to restart. If you say yesto this
message, your settings would be saved permanently and the service would be
started again. If the service was not running at the time when save button is
pressed, it will display you a message that you would have to manually start
the service from the Control Panel and would save the settings permanently.

The Reporting Module

Adiscon MonitorWare Console offers flexible and extendible reporting
features. In addition to severa useful reporting templates provided with the
application, users can order new reports exactly according to their own
requirements and these new reports will be incorporate in MonitorWare
Console application seamlessly.

The Reporting Engine of MonitorWare Console has been designed in such a
way that the reports can act as Plug and Play components. If you feel that
you need areport that is not present in MonitorWare Console, you can ask us
at support@adiscon.com and we will look into what it takes to generate the
report. We will then let you know if there is any cost associated for creating
thisreport. Even better, during the introductory phase of MonitorWare
Console, reports are free of charge!

Once you give us a go, we create the new report exactly according to your
requirements and will send you the plug in component. All that you haveto
do isto put the component in the proper place (which we will let you know
when we ship the component to you) and it will become fully integrated with



MonitorWare Console. You don't have to even install MonitorWare Console

again.

Any reports generated by Adiscon will become part of the standard product.
As such, you can be sure that your report will aways be adjusted to new
product versions - without any cost at all!

To avoid potential confusion in understanding this documentation, an
explanation of few termsisin order here:

Templates

Templates refer to the reports designed in the Crystal Report designer and

are saved and distributed as files with .rpt extension. These files define the

actua layout and the content (or data) that will fill up the layout when the
report isinvoked at runtime.

Custom Saved Reports

These are based on pre-registered templates and only add filtersto narrow
down data that will be displayed when areport isinvoked. Thisis further
discussed in Applying Filters section in this document.

The term report is used generically to refer to both the templates and the
custom saved reports.

Reporting Overview

The following screen shot describes the various parts and options available

in the reporting module. It is assumed here that at least some reports are
registered with the application. For registering and un-registering report
templates see the Template Registration section in this document.
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Figure 1: Overview of Reporting in Adiscon MonitorWare Console

Report Manager

Report Manager (RM) provides a centralized control over al Reporting
related functions. In Fig 1., RM is the screen visible on the right hand side —
visudlly it isidentified with title in alilac band on the top of the screen.
Report Manager provides following functions:

0 RM displaysthelist of al registered templates and saved custom
reports. In the Report Manager, you will see some reportsin Blue
color and somein Purple color. The reportsin Blue color are latest
reports and are generated in HTML format. Y ou can apply different
templates to them so as to see the report as you like. The reportsin
the Purple color are the Crystal Reports. The onesin the lighter
shade are Saved Reports that the user has saved after applying some
filters on that report

0 RM issynchronized with the Tree control present on the left hand
side of the main window. The same registered templates and saved
custom reports are shown hierarchically in the tree control as well.
Saved custom reports are shown as sub nodes to the corresponding
templates. In the above figure, a plus (+) sign with System
Summary template in the tree control tells that there are saved
custom reports available for thistemplate.

0 Refresh button in the RM toolbar fetches the fresh list of reports
from the database.

0 Deleting atemplate will result in deletion of its corresponding
saved reports as well. Note that, templates (being .rpt filesand .dll
files) are not physically deleted from the folder, they only get un-
registered from the application.

0 “Register” toolbar button allows users to register new templates to
the application. Thisisfurther explained in the Template
Registration section. Templates can only be registered once —
attempting to register the same templates again will have no affect.
However, if templates are un-registered (del eted) first then the users
can re-register the same templates again.

0 Therearefour columnsinthe RM list view — Report Type, Name,
Description and Filters. For templates these data come with xml
registration file (except for the Filters) while users can specify title
(or name), description and filters for custom saved reports.

Template Registration

Before reports can be used they must be properly registered. However,
registration only applies to the templates and not the user custom reports.
Saving custom reportsis discussed in the Apply Filters section.

Templates are reports designed in Crystal Report designer. Several templates
are provided with the application and user may design and add their own
templates as well.

Registering templatesis a very simple process. Refer to the following figure:



Report Registraktion Form

Report Registration Form

Regiztration File

| m

Save | Cancel |

Clicking the “Register” tool bar button in the Report Manager form invokes
thisdialog. Registration information is provided in an xml file. Select the
path of thisfile and press“ Save’ —that’siit.

Applying Filters

MonitorWare Console provides a powerful feature of letting users define and
apply filters on any of the available templates or saved custom reports.
Filters provide away to narrow down to specific set of data that needs to be
reported.

Whenever areport is clicked in the Report Manager or in the Tree control
the filter form is always displayed (Figure 2):

Select Column |<Selecl Colurnn M armes: - |<Selecr W aluies
Select Lower Walue -
Select Operator |<53|e.:1 Operatar: j | Jul 032003 12143
Add AND
Remouve |<Sslecr Walue:
Select Upper Walue

| Jul 03200212143

Sdd Filter

[Ielete Fiter

Select Template:

Advanced Filterz... | Idefault 'I Generate Report I

Figure 2: Filter Form

Thefilter form automatically picks up al the database fields being used in
the current report when the Refresh button is pressed.

In the “ Select Lower Vaue” combo box values corresponding to the selected
field are picked from the database for user’ s convenience. Note that only top
100 values corresponding to each field are picked for this purpose. However,
users can enter their own values if required.

Severa operators are provided for applying meaningful filters. These
operators generally correspond to the most common SQL operators that
maybe mentioned in the WHERE clause. In the above example, the currently
selected operator is“is one of” — operators are mentioned in the “ Select
Operator” combo box. The “is one of” operator is used, in this example, to
specify that only those devices should be included in the report where
DeviceReportedName “is one of” the values added to the list box below the
“Select Operator” combo box. For additional information on the use of
operators see Operators’ Reference



Clicking the “Add Filter” button, after specifying the filter, adds that filter to
be applied to the report. All added filters are displayed in the text box on the
filter form.

Any number of filters maybe added. However, only one operator maybe
applied on onefield at time. Trying to add another filter on the samefield
will simply result in over-writing the previousfilter for that field.

All filters, applied to several different fields, are ANDed together to form
one complete filter condition. This complete condition is aways updated in
the text box in the filter form for display.

There is another button called “ Advanced Filters’ in the above form. In
some of the reports, you will find this Advanced Filter Button on the Filter
Form. Thesefilters are those filters that are required specifically by the
current report and don’t have any thing to do with the underlying database.
For example for the System Status Report, clicking on “Advanced Filters’
button will open up aform similar to the one shown below:

ﬂgﬁlter Form

!2DDD :i IF pou want to select all the 100 :i

—Select Top Records Limit Detail Events
recaords, put 0 i the text box |7

If wou want to zels

recards, put 0 int

—Select Comprezsion Rules for Messages

Click onthe ? on the top right of thiz dialog box and then click on any check box to zee a zample mezsa

Femowve the number in brackets after the word
W “Information Store” and "'M5ExchangeSRS from all
events with EventSource = ESE

v Femove Microzoft link s v Femove Logon 1D from Event 1D = :
¥ R ki ft link: ¥ R L 10 from E ID = 538, 52F
v Herove Legacy Format v Hermove Days information from Event |D =
I R L F I R Diays information fram Evart 1D = 9
¥ Remove capacity information from Evert [D = 1221 ¥ Remove To addiess from Event ID = 2028

. R "Thi d 9423 ti i th
¥ Remove the size and the no. of pages from Event |D =10 v hl:?L:TE?:.Tine fr:;Sn?EiLg;TID o 146?3[3] L

Set Cancel

Figure 3: Advanced Filter Form

After defining and adding all the filters, areport can be viewed by clicking
the “Generate Report” button.

Optionally, al the defined and added filters can be saved as a custom saved
report - clicking the “ Save Report” button on the form doesthisjob. Thisis
especially useful if the underlying report is to be viewed later with the same
filters. Saving a custom report displays the following form:



Report Information

Enter Report Title

Enter Report Descrption

Ok LCancel

Figure 4: Saving Custom Reports (Filters)

Users must enter “Report Title” and optionally, some short description for
later reference. Thisinformation is later displayed in the Report Manager
form for quickly finding the desired report.

Important point to noteis that a custom report (that iswith applied filters)
can only be created against an existing template. However, any number of
custom reports maybe saved for each registered template.

If filters are not saved then users will need to define and apply the same
filtersagain if they ever wish to see the same report again.

“Delete Filter” button isonly required if the filter on the currently selected
field isto be removed. Thiswill update the text box displaying the complete
filter condition defined so far.

Some of the controls on the filter form are only enabled under special
conditions. For example, the date time picker controls are only enabled when
the selected field is of DateTime type. Controls in the section “ Select Upper
Value” areonly enabled if the selected operator requires a range of values
rather than asingle value. For example, “is between” operator requires a
lower and an upper value to be defined for its proper working.

Operators’ Reference

Asshown in figure 2, “ Select Operator” combo box is used to apply an
operator on the selected field. “ Select Operator” contains the following
operators:

1. isanyvalue: Thisfilter can be applied when no filter is to be applied on
afield

2. isequal to: Thiswill bring only those records that match the criteria
against “is equal to” e.g. ID isequal to 4 will bring only those records
where ID isequal to 4

3. isnot equal to: Thiswill bring only those records that match the
criteriaagainst “isnot equal to” e.g. ID is not equal to 4 will bring all
those records where ID is not equal to 4

4. isoneof: When“isone of” is selected, user has to press the add button
to add the valuesto the list. If any of the values matches, the record is
brought. e.g. ID isone of 4, 5, 6 will bring all those recordswhere ID is
equalto4orIDisequa to5or ID isequa to 6

5. isnot one of: Same as above but the differenceis that it will not bring
those records that have been added in the list

6. islessthan: Thiswill bring all the records that are less than the
specified value. E.g. ID islessthan 5 will bring al the records where ID
valueislessthan 5 in the database. Note that it will not bring arecord



with ID value equalsto 5. In other words, the specified valueis
exclusive

7. islessthan equal to: Same as above but with the difference that it will
bring the specified value aswell. E.g. ID isless than or equal to 5 will
bring al those records where ID is 5 or less. Note that in this case, the
specified valueisinclusive.

8. isgreater than: Thiswill bring all the records that are greater than the
specified value. E.g. ID is greater than 5 will bring all the records where
ID valueis greater than 5 in the database. Note that it will not bring a
record with ID value equals to 5. In other words, the specified valueis
exclusive

9. isgreater than equal to: Same as above but with the difference that it
will bring the specified value aswell. E.g. ID is greater than or equal to
5 will bring all those records where ID is5 or greater than 5. Note that
in this case, the specified valueisinclusive.

10. isbetween: Thiswill bring the records between the specified limits. E.g.
ID isbetween 5 and 7 will bring records where ID value is between 5
and 7. Note that in this operator, upper and lower values are inclusive. In
other words it will bring records for ID equalsto 5 and 7 aswell if they
exist in the database

11. isnot between: Same as above with the difference that it will bring all
the values that are not there in the specified range. This operator is
inclusive too.

12. islike & isnot like: These operators are only visiblein “Select
Operator” combo box if the user selects a column from “ Select Column”
combo box whose data type in the database is Text. These operators
work exactly like the SQL operators Like and Not Like, respectively —
note that the SQL version and dialect of the underlying provider affects
what syntax may be used for these operators. The operators allow users
to usewild cards in filters. Refer to the following table for simple wild
card characters that maybe used with Access and SQL Server databases.
Consult the SQL documentation for a more detailed list of possible wild
card options and their usage:

Operation SQL Server Access

Match any string % *

Match any character _ ?
(Underscore character)

The Knowledge Base Module

Knowledge Base Manager is avery useful component of MonitorWare
Console. It contains a collection of articles that are related either with one or
more devices or with one or more event rows. With the passage of time, user
can enhance the articles repository by adding articlesto it. This repository
will help the user during troubleshooting.

Knowledge Base Manager

When the Knowledge Base Node in the tree view is clicked, Knowledge
Base Manager would open up as shown in the figure.
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Figure 17 Knowledge Base Manager

Knowledge Base Manager displays the complete repository of Knowledge
Base articles that have been added by various users so far. For each article, it
displaysits code, title, category, created by, supplied by, created at, last
update and last updator.

Editing a Knowledge Base Article

To edit a Knowledge Base Article, A Knowledge Base Article can be opened
for editing in one of the following four ways:

1. Select a most one article at atime and then press the add button in the
tool bar of Knowledge Base Manager.

2. Whilethe focusis on some article, press Enter key.
3. Right click on any article, and click Update
4. Doubleclick on any article.

Once any of the above-mentioned steps has been performed, aform for that
Knowledge Base Article would open up as shown in the following figure.
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Figure 2 Knowledge Base Article Form

In this form user can make the changesin al the fields except for the KB
Code, Created At and Last Update field because adl of them are
automatically generated.

Following is the functionality of each component on thisform

Edit Link

If Category combo box isto be updated, edit link is pressed and it opensup a
small form, as shown in figure 3, which can be used to insert, update or
delete a category

EKnuwledge Base C =15 =]

Change Log

Trouble Ticket

External Knowledge Baze
Mew Trouble Ticket

| et | Llpdatel Delete |

Figure 18 Knowledge Base Category Form



New Button

When this button is pressed, a small form, as shown in figure 4, is displayed
in which the user can enter the URL and its description.

Enter the Details of the new URL _

Enter the URL [Stark url with approprate protocol header e.q; hittp: 4/, ftpedd ete. or
|

Enter the description of the url

Ok LCancel

Figure 19 URL Form

Note: Start URL with appropriate protocol header e.g. http://, ftp:// etc or
start the URL with www.

Edit Button

Select at most one URL and click the edit button. It will open up the same
form as displayed in figure 4. User can modify this URL using this button.
Delete Button

Select the check boxes adjacent to the URLs and press this button. This will
delete all selected URLs from this article

Refreshing Knowledge Base

Knowledge Base Manager can be refreshed in one of the following three
ways.

1. Click the refresh button in Knowledge Base' s tool bar.

2. PressF5 key from the keyboard.

3. Right click onlist view and click on refresh

This action will update the Knowledge Base Manager from the database. In
other words if another user has added some knowledge base articles, they
would also be visible after this action.

Deleting a Knowledge Base Article

An article can be deleted in one of the following three ways.

1. Select an article and press the Delete key on the keyboard.
2. Right click on an article and click delete.

3. Sdect an article and click on delete button in Knowledge Base
Manager’ stool bar.



Deleting all Knowledge Base Article

All the Knowledge Base Articles can be deleted by using one of the
following options:

1. Click the Delete All button in the tool bar.

2. Right click on thelist view in Knowledge Base Manager and click on
delete all

Closing Knowledge Base Manager

To close the Knowledge Base Manager, click on the close button in its tool
bar

The Devices Module

A Devicerefersto any piece of hardware or gadget that is hooked up to the
network and reports or logs events/messages using some well-defined
mechanisms like Syslog or NT Event log etc. MonitorWare Console
provides an easy and user-friendly way to track all such reporting devicesin
the system.

The Devices module allows users to add, update, delete or discover
device(s). Apart from these features, user can associate a knowledge base
article with a specific device/devices, which can later help in troubleshooting
or tracking device specific issues and information.

Device Manager
Device manager can be opened using one of the following ways.
1. Click on the Devices button in the main tool bar

2. Click the Managers Menu in the menu bar and then click on Device
Manager

3. Click the Devices node in the tree view

After the user has selected one of the above-mentioned ways, then aform
similar to the one shown in the next figure would be displayed
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Figure 1 Device Manager

Device Manager displays alist of al the registered devicesin thelist view.
On top of the Device Manager, there isatool bar having new, edit, refresh,
delete, delete all, discover and close button. Details of all of the Device
Manager’s features are given in the coming sub-sections.

Creating a New Device

Form for creating a new device can be displayed in one of the following
ways.
1. Click on the new button in Device Manager’ stool bar

2. Right click on the Device Manager’slist view and click on New sub
menu item

3. Right click on Devices Node in the tree view and click on add

After the user has selected one of the above-mentioned ways, aform similar
to the one shown in the next figure is displayed
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Figure 2 Device Information Form

Device Reported Name is the name of the device and Device Assigned
Name is some useful name that can also be associated with this device. Rest
of the fields on this form are self-explanatory

Thetool bar in this form contains New KB Article, Save, Clear , Search KB
and Close button. A brief description of all of them is given below

New KB Article: If the user clicks on this button, aform, as shown in figure
14 isdisplayed. Thisform will now be used to create a Knowledge Base
(KB) article that is related to this device. Note that the same KB article can
also be related with other devices as well
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Figure 3 New KB Article

For information about this form, refer to “ Editing a Knowledge Base
Article” sub section in “Knowledge Base Module”

Save; This button will save the information that the user has entered in the
form

Clear: Thisbutton isused to clear all the fields that are there on the form

Sear ch KB: This button will open up the Knowledge Base Manager that will
display al the articlesthat are associated with this device

Close: This button will simply close the form

Editing a Device
Form for editing a device can be opened up in one of the following ways:

1. Select the device that you want to edit and press the edit button in
Device Manager’ stool bar. If more than one devices have been selected,
then the last selected device would be opened for editing.

2. Right click on any devicein thelist view of Device Manager and click
on edit.

3. Select adevice from the list view and press enter key on the keyboard

After the user has selected one of the above-mentioned ways, aform as
shown in figure 13 will open up and al of the fields would have the values
that are associated with this opened device. If any of the value is changed
and the save button is pressed, the opened device is modified to the fresh
entries. Note that a new device would not be created in this way. For creating
anew device, refer to “ Creating a new device” sub section of this module



Refreshing Device Manager

Device manager can be refreshed in one of the following ways.

1. PressF5 key on the keyboard

2. Press Refresh button on Device Manager’ s tool bar

3. Right click on thelist view and select refresh

4. Right click on the Device Node in the tree view and click on refresh.

Once the user has selected one of the above-mentioned ways, the device
manager would be refreshed from the database and will display fresh entries

Deleting a Device or Devices
Device or Devices could be deleted in one of the following ways.
1. Select Device(s) to be deleted and press the DEL key on the keyboard

2. Select Device(s) to be deleted and press the Delete button in Device
Manager’ s tool bar

3. Sdect Device(s) to be deleted and right click on the selection. Select
Delete.

4. Select a specific device from the tree view. Right click on it and press
delete

Once the user has selected one of the above-mentioned ways, then the device
would be deleted from the device list. Note that you can discover this deleted
device once again using the Discover device button that is explained in the
coming sub sections.

Deleting all Devices

All of the devices can be deleted in one of the following ways:

1. Pressthe Delete All button in Device Manager’ s tool bar

2. Right click onthelist view and click Delete All

3. Right click on Devices node in the tree view and click Delete All

After the user has selected one of the above-mentioned ways, all the devices
would be deleted but you can discover them later using the Discover Devices
button, which is explained below

Discovering Devices

Form for discovering devices can be opened in one of the following ways.
1. Click on the Discover Devices button in Device Manager’ s tool bar
2. Right click on Device Manager’s list view and select Discover.

Once the user has selected one of the above-mentioned ways, aform similar
to the one shown below, would be opened
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Figure 4 Discover Devices Form

Thisform displays alist of al of the devices that are yet to be discovered.

Save All: This button will discover all the devices and after this action, all
the devices that were initially therein the list view of Discover Devices form
will now be shifted to the Device Manager’slist view. In other words, they
have been discovered

Save Selected: This button will discover only those devices that have been
selected from the list view in the Discover Devices form

Refresh: Simply refreshes thislist from the database. If a new device has
logged some data in the database after this form was opened, then pressing
the refresh button would also bring that devicein the list view of figure 15

Close: Closes the form shown in figure 15

Closing Device Manager
Device Manager can be closed in one of the following ways:
1. Click on the Close button in the Device Manager’ s tool bar

2. Click on the cross sign of Device Manager form (at the top right corner
of the form)

Running Network Tools on a Selected Device

As mentioned in the section of tools, there are 3 network toolsin
MonitorWare Console.

a) Ping Tool



b) TraceRoute Tool
¢) PortScan Tool

Y ou can right click on any device that is displayed in the tree view and select
the network tool that you want to run on that device.

The Views Module

Views module (Raw Log Analysis) is one of the most powerful features of
MonitorWare Console. Using this module, you can define your own views
according to your needs. This module also supports the concept of “Drill
Down”. Y ou can define various levels of field hierarchiesin view definition.
Asyou proceed towards the lower levels of hierarchies, the datais filtered
using the above hierarchy levels. In addition to that, you can also apply some
other filters on the data, which include: Time based filters, Device based
filters and Info Unit Based filters. The details are given in the coming
sections

Defining Global Filter

In this module, thereis a concept of a Global Filter. Global Filter isthat filter
that will be applied to all the newly created views by default, although you
have the flexibility to modify it for each view definition individually. To
initialize Global Filter or Common View Settings, go to the Options Button
in the Main Tool bar and click on “Common View Settings’. A dialog box
similar to the one shown in the following figure will open up:
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Page Size |1 25

b ax Modes |2|:||:|
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Cancel < Back M et =

Finizh

Figure 1: Common View Settings - General Tab

Thisdialog box has 5 tabs. The following sections will describe each tab in
detail

General Tab
On this Tab, you can specify Page size, Max Nodes and Data Sort Order

Page Size: Page size is the maximum number of records that user can see on
one page in the data grid. If the number of records brought by the query is
greater than the page size for that view, user has the option of pressing the
“Next” button (will be explained in the coming sections) to go to the next
page. In short, at one time user will not be able to see records greater than
“Page Size” specified in this tab.

A paging agorithm has been implemented in MonitorWare Console to
improve efficiency. Had there been no paging algorithm, then the data grid
had to display ALL the records that are returned from the database (imagine
1 million records being returned) and the user had to wait for avery long
interval of time to see the results. The paging algorithm only brings those
many records at one time that are specified in the page size. So greater the
page size, more will be the time for each page to be displayed because of



more number of records that are to be brought from the database but the total
number of pages would be less. On the other hand, if the page size is kept
small, then less time will be taken for each page to be displayed because of
less number of records are to be brought from the database but this will
increase the total number of pages. Depending upon your requirements, you
should make some compromise between these two things and set the page
size accordingly.

Max Nodes: “Max Nodes™ isthe max number of nodes that you will seein
the tree view on the left side of the application. If the number of nodes
brought by the query is more than the number of “Max Nodes’, a*“ See
More” node will be added to the tree view and once you press on it, you will
see the remaining nodes.

Data Sort Order: Thisis the sort order according to which the datawill be
brought in the data grid. Currently this sorting is applied on the ID column

Column Selection Tab

Pressing the “Next” button at the bottom of the dialog box, or pressing the
“Column Selection” Tab from the top, will take you to the next page as
shown below:

Common Yiew Setkings

I Device Filter | Infollnit Fiter | Time Filter |

Dauble click on anw raw to enter dizplay narme

Field Marme | Display Mame |
O SystemlD Syzteml D
O Receivedat Feceivadit
O DeviceReportedTime DeviceReportedTime
[ Facility Facility
[ Fricrity Priority
O FromHost FromHost
O Mezzage M ezzage
O MT 5 everity M TS everity
O Importance Irmpartance
O EvertSource EventSource
O Eventlzer Eventlzer !
[ E ventCategorny EventCategory .
C EventlD EventlD
O E ventBinarD ata EventBinamD ata
O CunlJzage Curl)zage
O MinUzage Minl zage
O taxUszage b axllzage
[ Maxsvailable b @ty ailable
O Infolinitl D Infollmitl D
O 5yslogTag SyzlogTag
[ EventLogT vpe EventLogTvpe
O GenericFilet ame GenencFileM ame
Cancel ¢ Back Mext »

Finizh

Figure 2: Common View Settings - Column Selection Tab

Thistab will allow you to select the columns that you want the application to

show in the data grid when aview is executed. Simply check the columns



that you want to see in aview. Thistab also gives you the flexibility of
changing the names of the columns. Double clicking on any itemin the list
view will open up ancther dialog box, in which you can specify the display
name for that column. Y ou also have an option of changing the order in
which the columns should appear on the grid by pressing the up and down
buttons present on the right side of the above form. The top most column
displayed in the above form will be the first column that will be displayed in
the data grid when the view is displayed and bottom most (Selected column)
will be the last column (on extreme right side) on the gird.

Device Filter Tab

Pressing the “Next” button at the bottom of the dialog box, or pressing the
“Device Filter” Tab from the top, will take you to the next page as shown
below:

Common Yiew Setktings

Generall Colurn Selection | Device Fiiter i |nfallnit FiIterI Tirne Filter|

¥ Do not apply this filker

—Device bazed filker

[ IsPLPROD
O isPLwsm
isPLwsoz
isPLwsaos

Cancel < Back M et =

Finizh

Figure 3: Common View Settings — Device Filter Tab

With this tab, you can specify afilter on the basis of devices. If you don't
want to apply thisfilter, smply check the check box. If you want to apply
thefilter, you would have to, first of all, uncheck the checkbox because
otherwise the list box would remain un-editable.



Select the device on which you want to apply the filters. All the devices that
you will select from the list box will be ORed together. E.g. If you have
selected WS01 and WS03 from the above list, then it will bring all the
records where device name is either WS01 or WS03

Info Unit Filter Tab

Pressing the “Next” button at the bottom of the dialog box, or pressing the
“Info Unit Filter” Tab from the top, will take you to the next page as shown
below:

Common Yiew Setktings

Generall Colurnt Selectiu:unl Dievice Filter | Tirne Filker |
¥ Do not apply this filker
—Infallnit bazed filter

1D I Description |

1 Svslog Reported Event

O3  windows Evert Report

5  File Monitor

10  windows Service Monitor

02 HeatBeat

&  PingProbe

05 PortProbe

11 Disk Space Monitar

Cancel ¢ Back Mext »

Finizh

Figure 4: Common View Settings — Info Unit Filter Tab

With this tab you can specify filter on the basis of Info Units. If you want to
apply the filter, you would have to uncheck the checkbox so that the list box
is enabled. As mentioned above in the Devices Tab, the Info Units that you
have selected from the above list will be ORed together.



Time Filter Tab

Pressing the “Next” button at the bottom of the dialog box, or pressing the
“Time Filter” Tab from the top, will take you to the next page as shown
below:

Common Yiew Setktings .

.............................

™ Do not apply thiz filker

—Time based filter

Apply the zelected filter on thiz field DeviceR eportedTime

*' &pply filker on this categony

Record: logged during last Howr j

™ &pply filker on this categony

From |y 03, 2003 12:34:38 PM |
To | Ju 03, 200312:34:38 PM |

Cancel < Back M et =

Finizh

Figure 5: Common View Settings — Time Filter Tab

Using thistab, you can specify filters on the basis of time. If you want to
apply time-based filters, you would have to uncheck the check box at the top
to enable the options below. Y ou have two options to apply filtersin this
case. Note that both of these options are mutualy exclusive. If you select the
above radio button, then the filter would be applied on the basis of “Records
logged during last” option and if the lower radio button is selected then the
filter would be applied on the range that you will specify in the from and to
date time picker combo boxes. But both of these filters cannot be applied
simultaneously.

Important Point

If you have applied filters on each of the three categories, i.e. Device Filter,
Info Unit Filter and Timefilter, then &l of these filters would be ANDed
together.



View Manager:

View Manager can be opened in one of the following ways:

1) Click onthe“Views’ button in the main Tool Bar.

2) Click on“Modules’ in the main Menu Bar and click on “Views’
3) Click the“Events View” Nodein the tree view.

Oncethe View Manager is opened, you will see the following screen:
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Figure 6: The View Manager

If you aready have made some views earlier, the list view on the right side
will show you those views. They will also be present in the form of Nodes
under the Events View Node. The following options are present in the View
Manger

Creating a New View:

A new view can be created in one of the following ways.

1) Click the new button in the View Manager Tool Bar

2) Right click onthelist view on the right side of the screen in the above
figure and click on new.

3) Right click on Events View node and click on New.

Once you have done this, the same screen as shown in figure 1 will open up
but with an additional tab of Field Hierarchy as shown below
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Figure 7: New View

As you can see from the above figure that apart from the Field Hierarch tab,

all of the other tabs are the same as explained in the Common View Settings
except for the General tab which now contains some additional information

that you need to enter as shown below:
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Figure 8: View Definition — General Tab

In this tab, the above group box is the same as that in the common view
settings. Thereis anew group box at the bottom, which is specific for each
view. In this group box, you can enter the title, description and file name of
the view. Note that File Name ismust in this case. If you don’'t specify afile
name, view cannot be saved. Title and Description are optional but it is
always a good idea to enter some descriptive sentence so that later on you
can identify the functionality of this view.

When anew view is opened for creation, thefirst five tabs will show the
settings that you saved in the Common View Settings (global Filters). You
can override these settings by defining new settings for the view that you are
currently creating.

The Field Hierarch tab alows you to define Levels of Hierarchies that you
want to see in the Tree view. Double clicking on any of the fields from the
above list will bring that field in the lower list asthe level 1 field. You can
also add afield to Selected Fieldslist by clicking on the “ Add” button after
selecting that field from the above list. If you add another field to the
Selected Fields list box, it will be added asthe level 2 field and so on. After
adding afield to Selected Fields list box, if you want to change the level of a
specific field, smply select that field and use the up or down arrow on the
right side to increment or decrement itsfield level respectively.



In order to change the maximum nodes or the sort order associated with a
specific field level, double click that field in the selected fields list view. A
dialog box will open up where you can enter thisinformation. Y ou can sort
based on four different things

Ascending on field values
Descending on field values

Ascending on volume

A W DN P

Descending on volume

The ascending and descending on volume can be used when you are
interested to see the events that have occurred very seldom or very frequent
respectively.

Editing a View

To edit aview, you can use one of the following ways:

1) Select aview and press the edit button in the View Manager’s Tool bar

2) Right click on any view in the View Manager’s List view and click on
edit.

3) Right click on any view in the tree view and click on edit.

4) While the view is open, you can also edit it by pressing the edit button
on that view form. Any changes that you will make while looking at the
view will be reflected as soon as you close the edit dialog box.

Once you select any method mentioned above, the same screen as that
shown in the new view is opened but thistime all the fields will show the
settings that were saved with this view when it was created. Y ou can change
any of the values and press finish. Thiswill update the view.
Refreshing the list of views

To refresh the list of views, you can use any of the following methods:

1) Pressthe Refresh button in the View Manager’s Tool bar

2) Right click onthelist view of View Manager and click on Refresh

3) Right click on the Events View node and click on Refresh

Once any of the above-mentioned ways has been selected, the list of viewsin
the Tree view aswell asin thelist view would be updated from the views
folder.

Deleting a View

A view can be deleted in one of the following way:

1) Select view(s) and press Delete button in View Manager’s Tool bar

2) Right click on aview in thelist view and press delete

3) Right click onaview in thetree view and press delete.

After pressing delete that view will be permanently deleted and you will not
be able to access it again.

Deleting All Views

In order to delete all the views permanently, use one of the following ways:
1) Pressthe Delete All button in the View Manager’'s Tool Bar

2) Right click on the Events View nodein the Tree View and click on
Delete All



Opening a View

A view can be opened in one of the following ways.

1)
Bar

2)
3)

Once aview is opened, you will see the following screen
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Figure 9: Event View Form (An open view)
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The above figure shows you an opened view. Theright side of the figureisa
data grid, which will display you the records according to the query that was
constructed according to the filters that you applied while creating this view.
The columns displayed are those that you selected while creating aview.
They are also displayed in the order in which you have placed them while
creating the view. The header text is that text that you assigned as the display

name.

When you open up aview, it will display the columns with default width
values. If you want to change the column width, simply drag the column and
make the width according to your choice. This width would now be saved
permanently for you so that even if you close the application and open it
once again on the next day, you will see the new widths of the column so
that you don’t have to adjust them every time.

When aview is opened, there are two aspects that need to be explained: First
isthe Event View form and second isthe Tree View itsalf. Letsfirst discuss
the options that are present in the Event View form



Editing the View

When the edit button is pressed, form shown in figure 7 above would pop up.
Y ou can make any changes that you want and then pressing the finish button
on that form will reflect al the new changes in this currently open view.

Saving the Records

Select the records that you want to save and click on the “Save As’ button in
the Event View Form’stool bar.

Refresh
Simply refreshes the records

Auto Refresh

This feature will refresh the view automatically from the database after
specified interval of time. When this button is pressed a dialog box similar to
the one shown below will open up

Auto Refresh Dialog x|

[ Auto refresh after |2|:| 3: secands
Ok I Cancel |

Check the check box in the above figure if you want to have the auto refresh
feature. When the checkbox is checked, you can also specify the number of
seconds after which your view would be refreshed.

One thing that must be kept in mind regarding the Auto Refresh featureis
that if you have set avery large value of the page size and avery small time
interval after which the page should refresh, then the performance of the
Auto Refresh feature might not be good. The reason is that the previous
records will not be brought yet from the database when the time for the next
refresh comes and then it goes back to the database to fetch the fresh records
once again.

We strongly recommend using small page values for the view for which you
intend to use Auto Refresh feature so that the above mentioned problem is
not encountered.

Select All
Selects all the rows that are present in the data grid

Row View

If you want to see the details of any row, simply select that row and press the
Row view button in the Event View’ s tool bar. The second option is that you
double click on that row whose details are required. Another from will open
up which will show you the details. The form is shown in the figure below
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Figure 10: Event Row View Form

New KB Article: You can create anew KB Article associated with this
event view row by pressing the “New KB Article Button”. Refer to Device
module for more details

Search KB Article: You can search the Knowledge base for the articles
associated with this Event Row View. Refer to Devices module for more
details

Web Search: You can search the net for some articles for this event view
row. When you press the down arrow on this button, you would see that
there are some searches aready defined. Lets say you select “ Google search
on Event 1d”, then it will open up a browser and will search for Event ID = x
where x isthe event id that is currently displayed on the Row View Form. If
you would like to define your own query strings, you can click on Web
Search Button down arrow and select “Web Search Urls’ or alternatively,
you can open it up from the Options button of the main tool bar and then
selecting “Web Search Urls’. After selecting any of the above mentioned
ways, you will see the following dialog box:



Edit Search Urls

Lirl List http: £ Avia. google. comdzearch?g= $EventSource
http: /v, google. comdzearch = Eventld = $EventlD
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Inzert |Jpdate Delete Refrezh

Figure 11: Web Search Urls

The Url isthe actual url value that you want to send to the browser. Note that
the $ signswill be replaced by the values from the event row view form (the
form from where you will initiate this search)

If you want to insert anew url, make sure that the base string
(http://www.google.com/search?g=) stays the same. Y ou then have an option
of selecting from the list that is displayed on the right side. Simply double
click on any value and it will be added to your url string. Once done, press
the“Insert” button and it will add a new search url string at the top most list.

Additional Info: This button would normally be disabled, however if the
message field contains some information regarding ICMP, then this button
would be enabled. Clicking on this button would pop up ancther dialog box
in which some additional details regarding the message can be seen.

Generate Report

Views Module is one of the most powerful modules of MonitorWare
Console and you can use it to create very powerful views exactly according
to your requirements. If you click on this button “ Generate Report”, it will
generate an HTML based report for the current view. With this approach,
you can generate the reports that suit your requirements. This feature gives
you agreat power in defining your customized reports

Next

If the number of records is more than the Page Size that you specified for
this view, then pressing the Next button will take you to the next page.
Previous

Pressing the Previous Button will take you to the previous page of this view

Changing the Sort Order

You can aso change the sort order of an open view. Simply use the “Change
Sort Order to” combo box to change the sort order of the currently displayed
view. As mentioned above, this sort order is based on the Id.

Tree view

Now lets discuss the other part that is associated with opening a view and
that isthe Tree View.



When you click on any view, it will display you all the distinct level 1 fields
values (along with their counts). If the number of nodes brought by the query
for thisfirst level is greater than the maximum nodes that you defined for
thisfirst level field while creating the view, then a new node “ See More’

will be created in blue color. Clicking on this hode will bring the remaining
nodes. Note that it will bring the nodes in chunks of Max Nodes that you
defined for this field.

Onceyou click on any level 1 field, ared light as shown in figure 9 will be
displayed along with that node meaning that user has expanded this node.
Now if you had defined any level 2 field in the field hierarchy of this view,
then al the distinct values of that field would be displayed under the clicked
node. Secondly, the Data grid on the right side would a so be updated
according to new query. E.g., take acloser look at figure 9. When you click
on ISPLPROD from the tree view, the data grid will show you al those
records where the Machine nameis ISPLPROD. Now, asin the figure, if you
click on “Application” node in the tree view (under the ISPLPROD node),
the grid will display you al those records where Machine name is
ISPLPROD and EventLogType is Application. Similarly this where clause
keeps on increasing as you move deeper into the field hierarchies.

License Options

At the bottom left corner of start up dialog box of MonitorWare Console, a
link says “License Options’. If you click on it alicense dialog appears where
you can view or change your license key and/license name. Thereisaso a
link to order the product directly via our online ordering system.

License '
Click the hink below to purchase Monitor'w are Conzole

Order nioww

[Licenze name |
|

[Licerze Key |

kA Conzole iz running in tnal mode. 29 daps left.

OF. l [ Cancel ]

Figure: Licence options Dialogue Box



Getting Help

In the event you experience problems, find here how to solve them.

Please note that al options (except priority support) are aso open to
evaluating customers. So do not hesitate to try them. Help is availablein
English and German language. Our local resellers may provide local
language support. Please check with them.

Frequently asked Questions

1

10.

11.

How can | generate a particular report more than once in aday with Job
Manager?

When the Job Manager Serviceis started, it logs an error about ODBC
in the Windows Event Log and no report is generated.

How can | pass advanced filters to the reports (the filters that are
displayed on the filter form) that are generated by Job Manager Service?

When | generated Logon / Log off report and Last Log on report, they
don't show any data. What's wrong?

Why do | see some empty columns in some reports that are generated by
MonitorWare Console?

Why do | see so many log off entriesin the logon / logoff report?

What is page size for aview and what is the importance of it?

When | turn on the Auto Refresh feature, it seems that MonitorWare
Console has hung up. What's the problem?

How can | schedule a saved report that | have saved by applying some
filters with the Job Manager Service?

| see wrong date and time values in the views and in the reports
generated by MonitorWare Console. What iswrong?

Can | order new reports according to my reguirements?

MonitorWare Console Web Site

Y ou can visit the MonitorWare Console site at:

www.monitorware.com/en/console

If for any reason that URL will ever become invalid, please visit
www.adiscon.com for general information.

Support Forums

Share questions and answers with your peers! Thisforum isalso monitored
by Adiscon support staff.

Y ou can reach them at:
http://forum.adiscon.com/viewforum.php?f=2




Email
Please address al support requests to

suppor t@adiscon.com

An appropriate subject lineis highly appreciated.

Online Seminars

Adiscon offers a selection of online seminars. This selection is continuously
being expanded. All available seminars can be found at:

http://www.adi scon.com/Common/SeminarsOnline/

Please note: Windows Media Player is required to view the seminars.

Phone

+49-2235-985004 (with "+" being the international dialing prefix, for
example 011 in the US).

Phone technical support islimited to Upgradel nsurance customers.

Please note that we are in the Central European Time zone (CET). That is 1
hour east of Greenwich Time. If it is 12pm in New York, it is 9pm at our
office location. Our office hours are from 9am to 4pm. Therefore, we
generaly advise US customersto call in early mornings and Asian
customersto cal in late afternoon.

For best customer service, we highly recommend limiting phone calls to
emergencies. We are checking our other support options regularly. Email
support is available also during non-office hours, typically until 20pm CET.

Fax

Please direct your faxes to
+49-9349-928820

with "+" being the international dialing prefix, e.g. 011intheUSand 00in
most other countries.

Software Maintenance

Adiscon’s software maintenance plan is called Upgradel nsurance. It offers
unlimited free upgrades and priority support during its duration. It can be
purchased for a period between 1 and 5 years.

To learn more about Upgradel nsurance, please visit

http://www.adiscon.com/Common/en/products/upgrade-insurance-
details.asp

Non-Technical Questions

Please address all non-technical questions to

info@adiscon.com

This email aliaswill answer &l non-technical questions like pricing,
licensing or volume orders.



Product Updates

Purchasing MonitorWare
Console

All MonitorWare Console features can be used for 30 days after installation
without alicense. However, after this period avalid license must be
purchased. The processis easy and straightforward.

The License

Please see license.txt for full license information. Thisfile can be found in
the ZIP file and is displayed during installation.

Pricing
The license fee is US$ 159 per machine MonitorWare Console isinstalled

on. There are volume discounts for customers who would like to install
MonitorWare Console on multiple machines.

For customersin the “Euro Zon€e” (European countries using the EURO as
officia currency), the license fee is EURO 189 per server This price includes
16% VAT, which can be waived if aproper VAT ID number is specified
(almost all corporations and organizations inside the EURO zone do have a
VAT ID. If in doubt, check with your financial department).

All European Community orders will be processed in EURO. US$ payment
is available for international customers, only.

Please email Adiscon at sales@adiscon.com if you are interested in avolume
order.

How to order
The most convenient way is via our online order processing system found at
https.//secure.adiscon.com/MW Con/en/

If you do not like to order online, registration is still as simple as 1-2-3:

1. Print out the registration form on the order web site

2. Pleasefill it in. Remember to include number of licenses
requested and payment information as well as your email id.

3. Mail or fax the registration form to Adiscon.

We accept all mgjor credit cards. If you would like to place a purchase order,
please see



http://www.adi scon.com/Common/en/OrderByPO.asp
for details.

If you need any additional payment options, please contact us at
Info@Adiscon.com or the below given addresses.

Direct your ordersto:

Adiscon GmbH
Franz-Marc-Strasse 144
50374 Erftstadt
Germany

Insdethe US:
Toll-Free Fax: 1-888-
Toll-Free Phone 1-888-3183395

All other Countries;
Fax: +49-9349-9283820
Phone +49-2235-985004

email: sales@Adiscon.com

All credit card orders need to be processed in Euro. US$ payments will be
converted to Euro according to current exchange rate. There might be a
dlight difference in the converted value due to exchange rate differences.

Order Form

Y our order can be placed using the following form. The most current online
order formisavailable at

https://secure.adiscon.com/MWCon/en/

If you would like to order by mail or fax, please print out the order form and
signit.

Version History

2003-07-15
First public final release of the product.

Copyrights

Adiscon GmbH, Germany copyrights this documentation as well as the
actual MonitorWare Console product. To learn more about other Adiscon
products, please visit www.adiscon.com/en/products/. To obtain information
on the complete MonitorWare line of products, please visit
www.MonitorWare.com.

Please note that MonitorWare Console is part of the MonitorWare line of
products. Please visit the MonitorWare site (www.MonitorWare.com) to
receive updates and information on all members of the family. The site also
does have information on combining the individual components to build a
complex distributed configuration.

Microsoft, Windows, and the Windows logo are trademarks, or registered
trademarks of Microsoft Corporation in the United States and/or other
countries.

Other mentioned trademarks are for reference only. They belong to their
respective owners.






