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About Adiscon WinSyslog 4.2

WinSyslog is an integrated, modular and distributed solution for system
management. Network administrators can continuously monitor their systems and
receive alarms as soon as important events occur.

Sysdlog is astandard protocol for centralized reporting of system events. Its roots are
in the UNIX environment, but most modern devices (e. g. Cisco routers) use the
syslog protocol. They report important events, operating parameters and even debug
messages via syslog. Unfortunately Microsoft Windows does not include a syslog
server (asyslog server is called "syslog daemon" or - short - syslogd under UNIX).

Adiscon's WinSydlog fills this gap. Prior to version 3.0, WinSyslog was known
under the name of "NTSLog". WinSyslog isthe first and original syslog server
available on the Windows platform. Itsinitial version was created in 1996 just to
receive Cisco router status messages. The product has been continuously developed
during the past years. Version 3 represented a major stepping stone. That was the
main reason we decided to rename the product.

WinSyslog can also be used in conjunction with Adiscon's MonitorWare Agent,
EventReporter and Activel ogger products to build atotally centralized Windows
event log monitoring tool. More information on centrally monitoring Windows
NT/2000/X P/2002 can be found at www.monitorware.com.

Most customers use WinSyslog to gather events reported from syslog enabled
devices (routers, switches, firewalls and printers to name a view) and store them
persistently on their Windows system. WinSyslog can display syslog messages
interactively on-screen but also store them in flat ASCI| files, ODBC databases or
the Windows event log. The product runs as a reliable background service and needs
no operator intervention onceit is configured and running. As a service, it can start
up automatically during Windows boot.

Theimprovide servcies and rule introduced in version 4 allows very flexible
configuration of WinSyslog. WinSyslog detects conditions like string matches in the
incoming messages and can actively act on them. For example, an email message can
be send if a high priority message is detected. There can also multiple syslog servers
running at the same time, each one listening to different ports.
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Features

Centralized Logging

Thisisthe key feature. WinSyslog gathers all syslog messages send from different
sources and stores them locally on the Windows system. Event source can be any
syslog enabled device. Today, virtualy al devices can use syslog. Prominent
examples are Cisco routers.

Ease of Use

Using the new WinSyslog client interface, the product is very easy to setup and
customize. We also support full documentation and support for large-scale
unattended installations.

Powerful Actions

Each message received is processed by WinSyslog's powerful and extremely flexible
rule engine. Each rule defines which actionsto carry out (e. g. email message or
store to a database) when the message matches the rule€'s filter condition. Among
others, filter conditions are string matches inside the message or syslog facility or
priority. There are an unlimited number of filter conditions and actions per rule
available.

Interactive Server

Use the Interactive Syslog Server to interactively display messages as they arrive.
Message buffer size is configurable and only limited by the amount of memory
installed in the machine.

Freeware Mode

We care for the home user! WinSyslog can operate as freeware in so-called
"freeware mode" without avalid license. It supports a scrolling interactive display of
the 60 most current messages for an unlimited time. This feature is most commonly
requested for home environments. And: even our free copies come with Adiscon's
great support!

Standards Compatible

WinSyslog is compatible with the syslog RFC 3164. It operates as aoriginal sender
(device), server and relay. All specified operation modes are supported. Non-RFC
compliance can be configured by the administrator to fine-tune WinSyslog to the
local environment (e.g. timestamps can be taken from the local system instead of the
reporting device in case the device clocks are unreliable).

WinSyslog Web Access

Never need to look at plain text files! WinSyslog comes with afully functional ASP
application that will display the contents of WinSyslog generated database entries.

The ASP pages are in full source code and can easily be customized.

WinSyslog 4.2 User Manual
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Syslog Hierarchy

WinSyslog supports cascaded configurations most commonly found in larger
organizations. In a cascaded configuration, there are local WinSyslog instances
running at department or site level which report important events to a central
WinSyslog in the headquarter. There is no limit on the number of levelsin a
cascaded system.

Email Notifications

WinSyslog emails received events based on the user defined rule set. Email
notifications can be sent to any standard Internet email address, which allows
forwarding not only to typical email clients but also pager and cellular phones. The
email subject lineisfully customizable and can be set to include the original
message. That way, pagers can receive full event information.

Store Messages Persistently

The WinSyslog server process stores all messages persistently. So later auditing and
review of important system events is possible without effort. Messages can be
written to flat ASCII files, ODBC data sources and the Windows event log.

Multiple Instances

WinSyslog supports running multiple syslog servers on the same machine. Each
instance can listen to adifferent syslog port, either via TCP or UDP and be bound to
adifferent rule set for execution.

Full Logging

WinSyslog logs the received syslog message together with it's priority and facility
code as well as the sender's system | P address and date. It is also able to log
abnormally formatted packages (without or with invalid priority/facility), so no
message will belost.

Full Windows 2000 and XP Support

We have full Windows 2000 support since Windows 2000 ships! WinSyslog
versions 3.6 and above are specifically designed for Windows X P and support
advanced features like the new themes and fast user switching.

Robustness

WinSyslog is written to perform robust even under unusua circumstances. Its
reliability has been proven at customers sites since 1996.

Minimal Resource Usage

WinSyslog has no noticeable impact on system resources. It was specifically written
with minimal resource usage in mind. In typical scenarios, it's footprint is barely
traceable. This ensuresit can also be installed on heavily loaded servers.
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Firewall Support

Does your security policy enforce you to use a non-standard syslog port? WinSyslog
can be configured to listen on any TCP/IP port for syslog messages.

NT Service

The WinSyslog service isimplemented as a native multithreaded Windows NT
service. It can be controlled via the control panel services applet or the computer
management MM C (Windows 2000).

Runs on large Variety of NT Systems

NT 3.5(1), 4.0 or 2000; Workstation or Server - WinSyslog does run on all of them.
We also have Compaq (Digital) ALPHA processor versions on platforms supporting
this processor (service only, available on request).

Multi-Language Client

The WinSyslog client comes with multiple languages ready to go. Out of the box,
English, French , and German are supported. Languages can be switched instantly.
Language settings are specific to a user.

Additional languages can be easily integrated using Adiscon's XML based
localization technology. We ask customers interested in an additional language for a
little help with the trand ation work (roughly 1 hour of work). Adiscon will than
happily create anew version. This serviceisfreel

Components

WinSyslog Configuration Client

The WinSyslog Configuration Client — called “the client” - is used to configure al
components and features of the WinSyslog Service. The client can also be used to
create a configuration profile on a base system. That profile can later be distributed
to alarge number of target systems.

WinSyslog Service

The WinSyslog Service — called “the service” - runs as a Windows service and
carries out the actual work.

The serviceis the only component that needs to be installed on a monitored system.
The WinSyslog service is called the product "engine". As such, we call systems with
only the service installed "engine-only" installations.

The service runsin the background without any user intervention. It can be
controlled via the control panel "services' applet or the "Computer Management"
MMC under Windows 2000 or XP. The client can also be used to control service
instances.

WinSyslog 4.2 User Manual
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Interactive Syslog Server

The Interactive Syslog Server is a Windows GUI application receiving and
displaying syslog events. It isasyslog server init'sown right. Typicaly, itisused in
conjunction with the WinSyslog service, but it can also be used as a stand-alone
syslog server.

The Interactive Syslog Server replaces the Interactive display from the pre 4.0
release WinSyslog client. It was brought into a separate program because there was
some confusion about the interactive display in the past.

WinSyslog Web Access

WinSyslog Web Access allows to access the WinSyslog database over the web.
Syslog data can be filtered and viewed in any browser. Web access is an optional
component that can be installed at any time. It can also be used to view real-time
dataif the Interactive Syslog Server should not be used.

How these components work together

All four components work closely together. The core component is the WinSyslog
Service, continuously running in the background. The service configuration is
created by the WinSyslog Configuration Client. Thisisthe only task performed with
the Configuration Client. Consequently, the Configuration Client does not need to be
run continuously.

Once the serviceis configured, it operates in the background and performs the
configured duties. Most importantly, this includes receiving syslog messages,
processing them via the rule base and storing them e.g. to a database, text file or
creating alerts.

The WinSyslog serviceitself does not have any interactive component. If syslog
messages should be displayed with a Windows GUI, the Interactive Syslog Server is
needed. That server isimplemented as alightweight syslog server. So itself isafull
syslog server with limited capabilities but interactive message display. It performs
it'swork only whileit isrunning. To view syslog messages interactively, the
WinSyslog service forwar ds them to the Interactive server. By default, thisis done
viathe non-standard port 10514 over UDP. As such, both sydlog servers (the service
aswell asthe interactive one) can run on a single machine without conflicts.

The message flow can be seen in this diagram:
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Devices sending
syslog messages,
E.Q. routers

Send standard messages
via al4fudp

WinSyslog Service
Listening on UDF/A14
Driven by Rulebase

.

Wiltite to Wiltite to
database text file

Forward messages to
interactiv e server (Using
nonstandard port 10514)

. l Interactive Syslog
[
Server
L/J_H Listening on LIDP/FO574

In atypical configuration, the syslog devices (for example routers or switches) send
standard syslog messages via port 514 to the WinSyslog service. The service
receives these messages and processes them as configured in the rule base. In our
example, there are three actions configured for al incoming messages: writing them
to adatabase, to atext file aswell asforwarding them to the Interactive Syslog
Server. By default, messages are forwarded to the local (127.0.0.1) Interactive Server
viaport 10514. The Interactive Server in turn listens to that port and receives the
forwarded syslog messages from the server.

In UNIX-speak, the WinSyslog Service acts as areceiver aswell as asyslog relay.
The Interactive Syslog Server isjust areceiver (and can never relay).

So in fact, we have a cascaded syslog server configuration here. Please note that the
Interactive Server is able to display the original message origin's address as the
message source because it honors a custom extension to the syslog protocol that
enables this functionality.

The Configuration Client is only needed to create the service configuration. Once
thisis done, it need not to be used and as such is not part of the message flow.

WinSyslog Web Access is only needed if accessing syslog messages over the web is
desired. Thusit is an optional component and is not installed by default. For Web
Access to operate correctly, the service must be configured to store incoming
messages into a database. Thisis not done by default and needs to be configured in

WinSyslog 4.2 User Manual
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the service configuration client. Web Accessis fully optional, so thereisno need to
install it. No other component is depending on the presence of Web Access.

Please keep in mind that the above exampleis just an example — there are numerous
ways to configure WinSyslog and its components to suit every specific need. But we
hope this sample clarifies how the WinSyslog components work together.

System Requirements

The WinSyslog Service has minimal system requirements. The actual minimum
requirements depend on the type of installation. If the client isinstalled, they are
higher. The service has very minimal requirements, enabling it to run on alarge
variety of machines— even highly utilized ones.

The client and Interactive Syslog Server can be installed on Windows NT 4.0 SP6
and above. This includes Windows 2000, Windows XP and the .NET servers. The
operating system variant (Workstation, Server ...) isirrelevant. The client uses XML
technology. Unfortunately, operating system XML support isonly available if at
least Internet Explorer 4.01 SP1 isinstalled. The client requires roughly 6 MB RAM
in addition to the operating system minimum requirements. It also needs around 10
MB of disk space. The client is available for Intel based systems, only.

The service has fewer requirements. Most importantly, it does not need Internet
Explorer to be installed on the system. It works under the same operating system
versions. Additionally, it should perform well under NT 3.51, but as we have not yet
received any request for supporting this operating system version, no tests have been
conducted yet. Thiswill be done upon request. The service also by design supports
the Compag/Digital APHA processor, but again has not been ported yet due to
missing demand. If you arein need of such aversion, please contact Adiscon at
support@adiscon.com.

At runtime, the base service requires 4 MB of main memory and less than 1 MB of
disk space. However, the actual resources used by the service largely depend on the
services configured.

If the service shall just receive afew syslog messages per second, a performance
impact is barely noticeable, if at all visible. If the WinSyslog service isreceiving
hundreds of messages per second, it will need much more resources. Even then, the
actual load is depending on the actions carried out. Storing the messagesto text files
is much less performance intense than writing them to a database table — especialy if
the database engine is located on the same machine. As such, thereisno single
guideline for hardware sizing. It needs to be adapted to the expected workload.

Please note, however, that the service is specifically optimized to handle high
throughput including message bursts (for example received via syslog). If you expect
high volume burst and carry out time consuming actions (for exampl e database
writes), we highly recommend adding additional memory to the machine™.
WinSyslog is capable of storing such bursts temporarily in memory even if the
machine would otherwise be too slow to process the messages.

WinSyslog Web Access requires Microsoft Internet Information Server (11S) version
3 or higher to be present on the machine where WinSyslog Web Accessisto be
installed. Please note that Web Access can be installed on a machine different from
the service as long as that machine can access the syslog message database.

! Even 64 MB additional memory will do nicely. A typical syslog message (including overhead) will take roughly 1,5
KB. With 64 MB, you can buffer up to 50,000 messagesin 64 MB.
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Getting Started

Setup

Setup is quick and easy. The WinSyslog Service uses a standard setup wizard.

Installing WinSyslog is simply and easy. A standard setup program installs the
application.

Theinstall set (the ZIP file you downloaded) contains a standard setup program and
its necessary helper files. Please unzip the archive to any directory you like. This can
be alocal drive, aremovable one or aremote share on afile server. A Win32 Unzip
program can be found at http://www.winzip.com.

After unzipping, ssmply double-click "setup.exe” (thisisthe setup program) and
follow the onscreen instructions.

Please note that you might have downloaded the setup.exe file directly. Thisis
depending from where you download the install set. In this case simply run it to
setup the product.

Creating an Initial Configuration

Once WinSydog isinstalled, aworking configuration needs to be created. The
reason is that WinSyslog does not perform any work without being instructed to do
s0. To create some basic work, the following needs to be done:

e createasimpleruleset

The most basic rule set includes no critaria, which means all incoming
messages will match. To get started, we recommend using just asingle
“writeto file” action which will write the incoming messages to the
local disk.

e createat least one syslog listener
Be sure to associate the created rule set with that syslog listener
e start the WinSydog service

Y our system is now ready to acced and store incoming messages. To unleash the full
power of WinSyslog, be sure to read “WinSyslog Concepts’ on page 50.
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Installing WinSyslog Web Access

WinSyslog Web Accessisinstalled if Microsoft [1Sis present on the target machine.
In that case, aweb “WinSyslogWebAccess' is created.

After setup, Web Accessis present, but needs to be configured. With this release,
configuration is done by editing the ConfigSettings.asp file inside the Web Access
directory. This can be done with any plain text editor like notepad (do not use Word
or any other text processor!). ConfigSettings.A SP contains comments on which
parameters can and need to be changed. Most notable, the database connection needs
to be updated.

In future releases, WinSyslog Web Accesswill be enhanced to support web based
configuration. Visit www.winsyslog.com to learn if anew version is already
available.

10 e Getting Started
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Step-by-Step Guides

The step-by-step guides are meant to get you started quickly. They provide
information on how to configure the product in common scenarios. Each section
includes the information necessary to complete a specific task.

Theinformation is presented in an easy to follow “step by step” way (hence the
name). Each section begins with the intended result and then explains the steps to
achieve it in the correct order. They are documented together with hardcopies, so
they should be easy to follow. For best results, please be sure to follow the exact
order of the steps.

The step-by-step guides do not include all information that might be relevant to the
situation. For details on the configuration properties, please see “ Configuring
WinSyslog” on page 26.

In the step-by-step guides, we assume the product is already successfully installed
but no configuration has been done. If it isnot installed, please do so first.
Information on installing can be found in “Setup” on page 7.

All step-by-step guides assume that the client is running. Thisiskind of astep O for
all the guides.

Creating a simple Syslog Server

In this scenario, a simple syslog server will be created. No other services are
configured. The syslog server will operate as a standard syslog server on the default
port of 514/UDP. All incoming datawill be written to a single text file.

Step 1 — Defining a Rule Set for File Logging

Therule set specifies what action to carry out. Y ou might be tempted to define the
service first, but starting with the rule set makes things easier as it already is present
when the service will be defined later and needs to be bound to arule set.

To define anew rule set, right click “Rules’. A pop up menu will appear. Select
“Add Rule Set” from this menu. On screen, it looks as follows:
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I3 WinSyslog Configuration Client

File Computer Help

RGN BN » = =
ﬁMyComputer

= %] General / Defaults
% License

- Service Defaults
[+ - Action Defaults

; '%}.', Services

Delete Ruleset
Rename RuleZet

Rules

Connected to: | My Computer | Iclle él

Then, awizard starts. Change the name of the rule set to whatever name you like.
Wewill use “Write Syslog Log File€” in this example. The screen looks as follows:

WinSyslog RuleSet Wizarnd

Rule Wizard (Step1/3
elcome, click next to generate a new RuleSet,

Mame of RuleSet IWrite Syzlog Log File

Cancel | ¢ Back | MHext > Firish |

Click “Next”. A new wizard page appears:
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WinSyslog RuleSet Wizard

Rule Wizard “Step 243 §
Flease specify which actions you want to generate...

Create a Fule for each of the following actions
Create one Rule for all the following actions

R

~

['o not create any Rule

<]

tie Logang

2

['atabaze Logging
Send Email

Forward Syzlog
Wiite into *indows Event Log

StartProgram
NetSend
Famward wia SETP

- —
L AN U U G G |

Cancel < Back MHext > |

There, select file logging. Do not select any other options for this sample. Also, leave
the “Create a Rule for each of the following actions” setting selected. Click “Next”.

WinSyslog RuleSet Wizand

Rule Wizard “Stepd/3 :
The fallowing FuleSet will generated...

2

Cancel ¢ Back
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Thisisjust aconfirmation page. Click “Finish” to create the rule set.

The wizard closes and the client shows a newly created rule set.

I3 WinSyslog Configuration Client

File Computer Help

GHOy B0 » = o

Eg by Computer
=) 4] General / Defaults
----- % License

-4 Service Defaults
- (- @k Action Defaults
‘%&} Services
Elﬁ

[+-wq ‘Wiite Syslog Log Flle

Z

Connected to: |M\,r' Computer |Idle

in the tree view until you have the following screen contents:

I3 WinSyslog Configuration Client
File Computer Help

GHOy B0 » = o

Asyou can see, the “Write Syslog Log File” rule set is now present. Please expand it

Eg by Computer

EIJ General / Defaults

— % License

o Service Defaults
-Gk Action Defaults
ol Services

E|¢ Rules
Elgﬁ ‘wiite Spzlog Log Flle
= ! File: Logging
“o gl Filber Conditions

E& Actions
‘@ File Logging
Connected to: My Computer Icle él

14 e Step-by-Step Guides

WinSyslog 4.2 User Manual



Asyou can see, we have a“File Logging” action configured. We will review the
settings just for your information. Click on “Filter Conditions’:

I0 WinSyslog Configuration Client

File Computer Help

=CRE TR
= Q My Computer T A s ndition
I 4] General / Defaults
% License _ ‘ ‘
+ @ Savice Defaults | Seftings are saved.
+- Gk Action Defaults SyzlogPriority
@L‘, Services [~ Enable l—_|
= ‘; Fules S valoaF acilt
—l-wf] Write Syslog Log Flle yelogracilty
= ! File Logging [ Enatie
2% Filter Conditions: InformationUnitT ype
|-k Actions [~ Enable l—_|
File Loggi
(ﬂ! s MezzageContent
[~ Enable
Character numbers to search from
Start End
Time SourceSystem
[~ Enable I~ Enable
Start time | Minimum * aitTime
[ Enable Take action at most any
End time - seconds
‘weekdaps
v Monday v Tuesday W Wednesday v Thursday
[v Friday [v Saturday W Sunday
Ocourences
[~ Fire only if Event occurs
Connected to: My Computer Iclle:

Asyou can see, none of thefilter conditions are enabled. In addition, all weekdays
are selected. This means that the all information units (incoming messages) will be
matched by these filter conditions. As such, the rules for the “File Logging” action

will always be carried out.

Please note that this also means that all syslog priorities and facilities will be written

to the samefile.
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Now let us check the “File Logging” action itself. Please select it in the tree view:

I WinSyslog Configuration Client

File Computer Help

GHROY 3 4

-] QMyEomDuter e Svelos Los Flle e Lossine > File Logging
|- 4| General / Defaults
Licenze _ —‘
4@ Sevice Dafauls | Settings are saved.
+- e Action Defaults X §
@ Services v Create unique flenames
=45 Rulss ™ Use UTC in Filename
—1-w i wiite Spslog Log Flle File: Path Mame: |C; “temp Browse
= ! Filz Lagaing . ) -
% Fiter Condtions || T B35 Name: (winSysiog
-4k Actions File Extension: |Iog
File Loggin
@ File: format |Adiscon j
[ Use ML to Report
[ Use UTC for Timestamps
I Include Date and Time
v Include Date and Time reported by Device
v Include Syslog Facility
v Include Syslog Pricrity
v Include Source

Connected to: My Compter ledle:

Asyou can seg, it has been created with the default parameters. Each day, afile will
be created in the C:\temp directory and its base name will be WinSyslog. It will
include al information itemsin the file.

If you would like to store it into a separate directory or change the file name, hereis
the place to do it. Important: please make sure the directory you specify exists! If it
does not yet exist, please create it before you start the service. If the directory does
not exist, the service is not able to store any files.

In our example, we would like to saveit to “c:\logfiles” with a base name of
“Sydlog”. Therefore, we change these properties:

I8 WinSyslog Configuration, Client

File Computer Help

GHReN 3 4

—QMyComputer . ol oo - 5 | poping a | ooging

|- %] General / Defaults —
License
& % Service Defadls |Yuu have changed but not saved the settings. ‘ S5 [Reeed ‘ a2 el Elas
- Action Defaults . N
By Sendces v Create uniqus filenames
= 4% Pules [~ Use UTC in Filename
= v Wiite Syslog Log File File: Path Name: |C:\\ogfi|es Browse
= ! File Logging File Base Name:
%k Filter Conditions & base Name: |55'3|°Q
-G Actions File Extensian: |Ing

File farmat |Ad|scon j
™ Use =ML to Report
[~ Use UTL for Timestamps
Iv Include Date and Time
v Include Date and Time reported by Device
v Include Svslog Facility
¥ Include Syslog Priority
v Include Source

Connected ta: My Computer Changes made: 1
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After doing so, you will notice the yellow text on top of the window. It tells you that
the configuration changes have not yet been applied. To do so, press “save’.

I8 WinSyslog Configuration, Client

File Computer Help

GHoN 3 4

—iMyEnmputer S A = et =1 A=

=1 21| General / Defaults —
License ‘ ‘
4 @ Service Defaults | Seftings are saved.
- Action Defaults . N
"t’l‘: CEices v Create unique filenames
= ¢ Rules [~ Use UTC in Filename
= !ﬂ “wiite Syslog Log File File Path Mame: |[;:\\ogﬁ|eS Browse
= ! File Logging Fils Bass Name:
% Fiker Concitions Ve Biase Name: [3¢slog
- B Actions File Extension: |Iog

File format |Adiscon j
[~ Use zML to Report
[~ Use UTL for Timestamps
¥ Include Date and Time
v Include Date and Time reported by Device
¥ Include Syslog Facility
Iv Include Syslog Priority
Iv Include Source

Connected to: My Computer Changes made: 0

Now you have aworkable rule set for logging incoming messages to atext file.

Step 2 — Create a Syslog Server Service

Now we need to define a syslog server service. A syslog server is also sometimes
called a*“syslog daemon”, “syslogd” or “syslog listener”. It is the process that
receives incoming messages.

To defineit, right click on “ Services’, then select “Add Service” and the “ Syslog
Server”:

IQ WinSyslog Configuration Client |_||E| [z|
File Computer Help
GHOoYy = ’
= EM}IEomputer ST . T I asirs
-1 ] General / Defaults
% License -
o Semvice Defaults | Settings are saved.
+ -k Action Defaults ol et
) r W _Lreate nnique Nlenames
B % ice Syslog Server (RN
+ File Fath M ame: |C:Memp Erowse
File B ase Mame: |Syslog
File E stension: |Iog
File: format |Adisc:0n ﬂ
[ Use %ML to Report
[ Usge UTC for Timestamps
[v Include Date and Time
[v Include Date and Time reported by Device
Iv Include Syslog Facility
Iv Include Syslog Priority
[v Include Source
Connected to: iy Computer Changes made: 0
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Once you have done so, a new wizard starts:

WinSyslog Services Wizard

Services Wizard Step1/3

elcome, click nest to generate a Syslog Server

N

MName of Service My Spslog Served

Flease zelect an option

¢ Usge default zettings

" Advanced - let me customize

Cancel

Mext > |

Again, you can use either the default name or any one you like. We will use “My
Syslog Server” in this sample. Leave the “ Use default settings’ selected and press
“Next”:

WinSyslog Services Wizard

Services Wizard Step 3/ 3-
Click on Finigh to create the newSpzlog Server

¥

Cancel < Back
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Aswe have used the default, the wizard will immediately proceed with step 3, the
confirmation page. Press “Finish” to create the service. The wizard completes and
returns to the configuration client. There, you will see the newly created service
beneath the “ Services’ part of the tree view:

I3 WinSyslog Configuration Client
File Computer Help

ROy EN » = =
ﬁmffvjytomputel

1= zi] General / Defaults

'ty Licenze
+ -4y Service Defaultz

; B Action Defaults

ﬂ My Spelog Server

EI¢ Rulex

F+-wd Wiite Syslog Log Flle

Connected ta: |My Computer |Changes made: 0 A

To check its parameters, select it:

I3 WinSyslog Configuration Client

File Computer Help

ROy EN|[» = =

Bﬂ kA Compuiter
a _qﬂ General / Defaults
License
B 5 Service Defaults |
-G Action Defaults

Services > My Syslog Server
¥ Enable:My Svzlog 5 erver
Settings are zaved.

Save
| S a

E.l %} e e Protocol Tope IUDP ;I
L T Listerer Part |5‘| 4
Elﬁ Rules

g Wiite Syslog Log File [~ Use original message timestamp [RFC 3164)

I Take zource system from Syslog meszage
I~ Resalve Host names

~Rule Set to Uze

IWrite Syzlog Log File _:_l Refrezh |

Connected to: |My Computer |Changes macle: 0 | E |

Asyou can see, the service has been created with the default parameters. As such, it
operates as a non-RFC compliant syslog server. Our experience shows that many

WinSyslog 4.2 User Manual Step-by-Step Guides o 19



devices are not yet RFC compliant. As such, checking the “User original message
timestamp” and “take source system form syslog message” often causesinvalid
timestamp and source system information. We strongly recommend keeping these
boxes unchecked if you do not definitely know the reporting devices are syslog RFC
compliant. Even compliant devices work very well with the default settings.

Please note that the “Write Syslog Log File’ has been automatically assigned as the
rule set to use. Thisisthe case because we already created it and it isthe only rule
set. By default, the wizard will always assign the first rule set visible in the tree view
to new services. If another oneisto be used, you need to change it to the correct one

here in the service definition.

Also, please note that the wizard uses the default properties from the “ Service
Defaults’. Obvioudly, if these are changed, the default properties for new services

will differ.

This procedure completes the configuration of the syslog server.

Step 3 — (Re-) Start the WinSyslog Service

WinSyslog cannot dynamically read changed configurations. As such, it needs to be
restarted after such changes. In our sample, the service was not yet started, so we
simply need to start it. If it already runs, you need to restart it.

Service control can be done with both the respective operating system capabilities
(like service manager MMC) or with the configuration client. These are shown in the
red surrounded area in the following screen shot:

o WinSyslog Configuration Client
Flle Computer Help

oron suG -

o=)E

=1 %] General / Defaults

License
+-%y Service Defaults

- E; My Computer -li

i v Enable:My Syslog Server

Settings are saved. | ‘

+ -Gy Action Defaults
- %, Services

tdy Swslog Server

- {; Rulez

+-wg Write Syslog Log File

Connected to: Wy Computer

Protocol Type | UDP

Listerer Paort 514
[ Usze onginal message timestamp [RFC 3164]

[~ Take zource spstem from Syslog message
[~ Resolve Hozt namez

Fiule Setto Uze

|Write Syzlog Log File

Changes made: 0

j Refresh

The buttons resemble Windows service manager — start, stop and restart. In this

sample, stop and restart are grayed out because the service is not running.

After servicerestart, the new definitions are active and WinSyslog is ready to accept

and store incoming messages.
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Step 4 — Configure your Syslog-Enabled Devices

Even though WinSyslog is now ready, it can only receive message if some device
send them. Remember, syslog is a protocol where the server is passively waiting for
incoming messages. As long as no device sends message, the syslog server will not
log anything.

Asthereisalarge variety of devices, we unfortunately cannot provide device
specific instructions. However, almost all devices need to be configured with their
specific configuration tool. Typically, only two settings need to be made: one to
activate syslog messages at all and one with the syslog server 1P address or name.

For some devices, we have step-by-step guides. Please read “ Sample Syslog Device
Configurations’ on page 17 for further details.

Remember: the computer WinSyslog runs on now acts as a syslog server. As such,
you need to find out its | P address or name and supply it to the device as the syslog
server. Please note that not all devices can operate with computer names. Use the IP
address, if in doubt.

Sample Syslog Device Configurations

WinSyslog can receive vital network status information from a variety of devices. As
these devices are from many different vendors and have many different applications,
it isimpossible to provide detailled confiugration information for al of them.

We provide configuration information for some well known devices. Hopefully, the
samples will provide some idea of how other devices might be configured.

NetGear RT314 Syslog Configuration

The RT314 supports syslog. Unfortunately, syslog messages can not be enabled via
the web interface. It must be done viatelnet, a command line interface.

To the best of our knowledge, the NetGear RT314 is compatible to ZyXEL Prestige
314. Asfar aswe know, both of them operate with aversion of the ZyNOS operating
system that supports a menu system viatelnet. As such, the description here does
also apply to the ZyXEL product. There might be other routers available that base on
the same operating system. If in doubt, start atelnet session to your router and check
if this step-by-step guide appliesto your device.

In our example, we assume the router has address 172.16.0.100. The syslog server
has the address 172.16.0.4.
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First, open a command prompt (“DOS box”). Then, type “telnet 172.16.0.100" as
shown in this sample:

Command Prompt

C:-“Documents and Settings“\RGer>telnet 172_.16.8.1080

The router will prompt your for the password. Enter it and the following and the
main menu will appear:

Telnet 172.16.0.100

RT314 Main Menu

Getting Started Advanced Management
1. General Setup 21. Filter Set Configuration
2. UAN Setup
3. LAN Setup 23. System Password
4. Internet Access Setup 24. System Maintenance

Advanced Applications

11. Remote Mode Setup
12. Static Routing Setup
15. SUA Server Setup

Enter Menu Selection Mumber: _

The syslog server’ s address can be configured under “ System Maintenance”. As
such, enter 24 and press enter. The system maintenance menu appears:
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There, enter 3 (as shown below) and press enter:

v Telnet 172.16.0.100

Menu 24 — System Maintenance

System Status

System Information and Console Port Speed
Log and Trace

Diagnostic

Backup Configuration

Restore Configuration

Upload Firmuare

Command Interpreter Mode

Call Control

1.
2.
3.
4.
5.
6.
2.
g.
7.

jury
[

. Remote Management Setup

Enter Menu Selection Mumber: 3

Now enter 2 and press enter. The syslog properties appear:

e Telnet 172.16.0.100

Menu 24.3.2 — System Maintenance — UNIX Syslog

Suyslog:

Active= Yes

Syslog IP Address= 172.16.8.4_
Log Facility= Local 1

Types:
CDR= Yes
Packet triggered= Yes

Filter log= Yes
PFF log= Yes

Press ENTER to Confirm or EEC to Cancel:

The screen shot displays the correct configuration for maximum logging. To change
the properties, press enter. Each time you press enter, you will move from field to
field. Once you are at the beginning of afield, you can simply type the value you
would like to change. Follow the instructions on the lower |eft to change the
configuration.

Make sure that you set “Active’ to “Yes’. Otherwise the RT314 will not generate
syslog messages. Under “Syslog |P Address’ type the |P Address of the WinSyslog
machine. Please note that you must use an |P address — the computer name will not
work. Under “Log Facility” select the facility the messages will be sent with. The
RT314 does support only LOCAL_1to LOCAL_7 — other facilities are not
supported. If in doubt, leave this setting at “Local 1”.

Under types, select which events will be sent viasyslog. All those with “Yes’
configured will be sent.
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Please see the RT314 manual for details.

Finally, press enter to confirm your configuration choice. Thiswill store and active
the new configuration and return you to the “Log and Trace” menu. There, press,
ESC to return to the “ System Maintenance” menu and ESC once again to return to
the main menu. There type “99” and enter to exit the RT314 configuration utility.

Please note that telnet will display a“ Connection to host lost” message — thisisno
error but the expected behaviour.

This procedure concludes the configuration of the RT314. It will now generate syslog
messages that can be received by WinSyslog.

HP JetDirect Interfaces

JetDirect interfaces are network print server. They are used intrnally in printerslike
the successful HP LaserJet series. They JetDirect is also available as external boxe to
connect any brand of printer to the nework.

The HP JetDirect interfaces support syslog protocol. To the best of our knowledge,
they send status as well as print job information via syslog protocol. Status
notifications include things like toner low or out of paper. Print job information
includes data on completed an aborted print jobs.

The JetDirect Interface can be configured via the so-called HP JetAdmin program. In
our sample, we use the web-based JetAdmin tool (HP is actively promoting the web
version today).

In our sample, we have avery basic configuration. The HP Web JetAdminis
installed on a server with the surprising name “SERVER”. The printer we are
configuring has the also surprising name “HP LaserJet 4000”. The syslog server
service is running on a machine with IP 10.0.0.1. In the sample, we configure the
JetDirect interface to send syslog messages to this central server. We assume that
you are already familiar with the HP Web JetAdmin program. Please note that the
menues shown below can be dlightly different depending on the HP Web JetAdmin
version and the actual printer or JetDirect Interface model.

First. start the HP Web JetAdmin by pointing your browser to http://server:8000.
Thisisthe default address for Web JetAdmin. Thiswill bring up the HP web
interface.
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A HP Web Jetadmin Framework - Microsoft Internet Explorar

Fle Lt Wiew Favortes  Jook  |elp

O © BB G P frroens @wer @ 2- 55U E BB

agdress i) Mg lserver:8000 v B RE
Google - | | fphsachwe @& Slssarcharoups | PRk g IR 4

Welcome to the HP Web JetAdmin Application Framework
D} e
F web jetadmin
invent

Click on the jetadmin logo and click the continue button that pops up. Please note
that depending on your browser settings a number of Java security warnings pop up.
Y ou need to allow execution of the applets, otherwise JetAdmin does not work.

Continue until you reach the main menu:

3 HP Web Jethdmin Framework - Microsolt Internet Explorer

B Ede Wew Fovortes Took el ]
Qui- Q[ [A @ Pwwe ferwone @t @ -5 B-LJED BB
Addrecs |38 Wb o e B0 v B

Google « v | fhseschwer & Ssanth Groups

1. Choose: 2. Filter: 3. Criteria (Optional):

PageRurk ) _-J
Quirk Device Find:

Devices Configuration Update Views
-
Device Mosel | Hardware Address | pon | 1P Asdress | 1P Hostname | 9X Name Device List 1
g HPLaserfel 4000 0D10S3293834 1 17218015 npi203034  NPIZ0I834 Device Controls:
View: Default View v
Show Status: [
Show Teons: [+

["Find Device | i

,.

[ Reresh Dovee ] 21

__c:eaneGewn zl
| oo i

Digphaing 1 of 1 possible dinices. Print. | Faport
Filter Tool: 7|

All Devicas L4 Add New Advanced.. I
-

3: # 1 M, { Devices Profile: Aduan Change

Last Di: ey O

¥
Wed Mar 06, 2002 at 11,17 #0 Cribical Dewces

© 0 Camon Devices
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Double-click the printer. A screen like to following appears:

2 HP Web romesirh - Eriel (=13
Fin Edk Yew Fgwoetes Jook  Help ’
Q- O W@ G P Lrron @ @ 3-5% 8- TGS

PET - Te——— VB s ®

1. Choase:

T}

Create Chaeise Dragnostics Alents Frnt Jobs

@Mmht HF LaserJet 4000
TP Hosmame: npi293h34

IP Address: 172.16.0.15
Hardware Address: 001083293834

System Contact:
Drescription:

Erwblopn Fenger
Ingut Tray 2
Irgut Triy 3

Charge

Wed Mar 06, 2002 at 11:17 #0 Crisical Devices
0 Caution Devices

2 HP Web, JetAdmin Framework - Microsoft Internet Explorer

fle Edt View Favorites Tools Help

@Back ) @ @ ;;j psaarch \j\?Favnrltas @ i £2) Df{- ,:\; - J EI 3
Address @ hikp:fiserver: 20004 V| Go | Links

Google - ’—L| % Search Web S¥Search Groups | FagEnien

1. Choose: 2. Filter: 3. Criteria (Optional): Quick Device Find: H

R | Status ‘ Configuration Create Queve ‘ Diagnostics ‘ Alerts ‘ Print Jobs ‘ ‘

INEPEAL JELIELU I Ao WULL,

[EEmmm———_ ]
Current JetSend Password (required): l:|

TetSend Proxy IP Address/Subnet Mask 21 l:l

@ IF Address
O Subnet Mask

Current JetSend Password (recquired): I:l

& Last Configured By: Manual/Telnet/SHhE
Obtain TCPTP Configuration ia 2k O BOOTP Server
© DHCP Server

Systemn Log Server 21 100.0.1
Systern Mame 21 MPI293B34

JetSend Proxy Access Type

»

Last Discovery C leted: # 1 IMonitored Dievices

p

Wed Mar 06, 2002 at 11:17 #0 Critical Dewices
€0 Caution Devices

Find the “ System Log Server” entry. Here, you must enter the | P address of the
system the syslog server serviceis running on.

26 e Step-by-Step Guides

WinSyslog 4.2 User Manual




After doing so, press “Apply”. You will be directed to a*“ success’ page:

I HP Web Jethdmin Framework - Microsolt Internet Explorer
B [t Yow Fgesdes Ioch Hep "

Qo= - - [¥] B @b O 5w Fovorkes @Meds ) C3- 05 B - w3

SisearchGroups | THARL )

Last Discovery Completed: ® | Morstored Devces Profile: Admin Change
Wed Mar 06, 2002 at 11:17 #0 Critical Devsces

0 Caution Devices

The syslog server address is now set and syslog message logging activated. Y ou can
now either return to the configuration menu or select any option in the menu
available.

This procedure concludes the configuration of the HP JetDirect Interface. It will now
generate syslog messages that can be received by the syslog server service.

Cisco PIX

Cisco'sPIX isawell known firewall appliance. It is highly scalable, from asmall
office or home environment up until an enterprise environment. PIX isvery widely
used.

Cisco's PIX supports syslog both over TCP and UDP. While WinSyslog supports
both of these protocols, we will focus on UDP in our step-by-step guide asthisisthe
standard protocol. So if you would like to consolidate logs from multiple devices and
one of themisaPIX, you will probably take the syslog over UDP route.

PIX can be configured either viaa command line interface or the so-called PIX
Device Manager (PDM), an HTML configuration application that comes with the
PIX. Typically, PDM isused and as such we focus on it in our step-by-step guide.

First, start PDM by pointing your Java-Enabled web browser to the PIX. Important:
UseaHTTPSURL. Thisis badly documented by Cisco. Using http instead of https
will cause your connection to fail! If, for example you PIX hastheinternal IP
address of 172.16.0.1, use the following URL :

https://172.16.0.1

Once thisis done, the PDM opens. Most probably, a number of Java security and
certificate related questions open. Please allow the product to proceed. Also, a
number of browser windows open. Finally, you should see awindow similar to the
following:
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co PDX Device Manager 1.1 - 172.19.0.1
File Rules Search Options Tools Help

Applyto PIX

PDM Sart Screen

Now, switch to the system properties tab:

sco PIX Device Manager 1.1 - 172.19.0.1

File Fules Search Options Tools Help

Enabled Hardware || Speed  |nterface Name [Security Level IP Address Metmask
Yes ethernet! 10full ingide 100 172.19.01 255.255.00

Next, expand “Logging” in the treeview and then select “Logging Setup”. A screen
similar to this one appears:

28 e Step-by-Step Guides WinSyslog 4.2 User Manual



& Cisco PIx Device Manager 1.1 - 172.19.0.1
File Options  Toaols  Help

Cisto SrsTems

HuE (X | 3e%E 5 H .

Access Rules 1 Translation Rules ] Hosts/Metwarks ] System Properties ] Monitaring
Categaories
— Logging Setup
—Intetfaces
B ¥ Routing og and aptionally suppress selected message |Ds
—DHCP Server
B ¥ P Administration
B4 Logging [ Enahle logging on the failover Standby unit ifyou have one

POM Logaing
Syslog All syslog messages are permitted unless explicitly disallowed. Suppress a message by
Others adding its |D to the following table

—URL Filtering

IDs of Suppressed Messages

E- ¥ Infrusion Detection

E ¥ Advanced
—Histary Metrics

Reset

Make sure the “Enable Logging” box is checked as in the screenshot. Then, select
“Syslog” in the treeview. This brings you to the page where syslog servers can be

configured:

& Cisco PIX Device Manager 1.1 - 172.19.0.1 E@El

File Options Tools Help
Cisco Svstems

muE (X | 98FE |5 B2 .

Access Rules ] Translation Rules ] HostsiMetworks ] System Properties ] Muonitoring
Categories
— Swslog
—Interfaces
=¥ Routing Specify your syslog server(s) and logging pararmeters. Make sure logaing is enabled in
_DHCP Server Logging=Logging Setup under the Systern Propeties tab.
E-¥ P Administration log Servers
& Logging Facility:
e e Interface IP Address ProtocoliPort
PDM Logging
Others Level: Informational A
—URL Filtering

E-¥ Intrugion Detection
B Advanced
—Histary Metrics

[ Include Timestamp

Murnber of messages that are
allowed to be gueued when
syslog serveris husy (0 means
unlimited)

512

Add

Apply to PR | Reset ‘

In the above example, no server is configured so far. Thisis the default setting for a
freshly installed PIX. We will now configure asyslog server at |P 172.19.0.2. Press
“Add” and the following dialog appears:
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& Add Syslog Server E|

inside -

Interface

IP Addrass |1?2.19.n.2|

Protacal LTCP

+ LIDP
Fart 514
(0] ‘ Cancel | Help |

Typically, your syslog server will reside on the internal network. As such, leave the
interface at “inside”. Then enter the P Address of your syslog server into the field
“IP Adress’. In the screenshot, this has already been done. Next, make sure UDPis
selected as protocol. The port value of 514 is the default and also the standard. There
should be little need to modify it. If you do, make sure you fully understand the
implications as awrong port can disrupt traffic.

Of course, if you would like to use TCP logging, you can do so. However, in this
case MonitorWare Agent must be configured to have at least one syslog listener
running at the specified TCP port. Also please note that other products do typically
not support syslog over TCP and as such messages from these devices can not be
received by a syslog over TCP receiver.

After configuring the syslog settings, be sure to press OK to return to the PDM main
screen:

£ Cisco PIX Device Manager 1.1 - 172.19.0.1 @@@l

File Options  Toals  Help
oW _— = Cisco Svsvems
HeE (X | 9swE |d Bl
Arcess Rules ] Translation Rules ] Hostsihetwarks ] System Properties ] Manitaring
Categories
— Swslog
—Intetfaces
=¥ Routing Specify your syslog server(s) and logging parameters. Make sure logaing is enabled in
_DHCP Sarver Logging=Logging Setup under the System Properties tah.
E ¥ P Administration ——8yslog Servers
Er4 Logging Facility: LOCALA(20) >
Logging Setup Interface IP Address ProtocaliPort
(o LT i) inside 17219.02 UDPIE14
Others Level Infarmational -
—URL Filtering
B+ Intrusion Detection
B ¥ Advanced [ Include Timestamp
—Histary Metrics
Murnber of messages that are
allowed to be gueued when
syslog server is busy (0 means
unlimitec)
512
T Edit ‘ Dalate ‘
Apnly to P | Reset ‘

Here, you can modify the syslog facility and level aswell asinclulde aPIX
timestamp — see settings on the right.
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Important: the configuration you have created has not been saved sofar! To
saveit, you must press the “Apply to PIX” button. Depending on your configuration
and PIX model, the “ Apply” can take some time.

Once the “Apply” isfinished, you see the following screen:

& Cisco PIX Device Manager 1.1 - 172.19.0.1

File Options  Toaols  Help
| 8aveto Flash Necded Cisco SysTens
= = el kP
HusE (X | #EsE g ulm
Access Rules 1 Translation Rules ] Hosts/Metwarks ] System Properties ] Monitaring
Categories
— Syslog
—Interfaces
= ¥ Routing Specify your syslog server(s) and logaing parameters. Make sure [ogaing is enshled in

_DHCP Server Logging=Logaing Setup under the System Properties tah.

E ¥ PIX Administration ——Syslog Servers

&« Logging Facilty, |LOCAL4ZD)
Logaing Selup Interface IP Address Protocal/Port
EDU Logging nside 172.19.0.2 UDPi514
Level Infarmational hd

Others
—URL Filtering
=¥ Infrusion Detection
B ¥ Advanced
—Histary Metrics

[ Include Timestamp

Mumber of messages that are
allowed to be gueued when
syslog server s husy (0 means
unlimited)

812

A Edit | Delats |

Reset

Please note the new “ Save to Flash Needed” button. This one can easily be
overlooked. When it is present, anew PIX configuration has been created but not
permanently saved on the PIX. So you need to press“ Safe to Flash Needed” in
order to complete your configuration! If you forget the step, the PIX will either
not forward syslog messages at al or stop doing so after the next PIX reboot.

Make sure that you see the following dial og before continuing:

Save successful! El

@ Configuration saved to flash memoary

This concludes the basic configuration of your PIX. Y ou should now receive syslog
messages on the configured syslog server. Y ou can now close Cisco’'s PDM. Of
course, you can return at any time to change configuration settings or enable syslog
messages to additional syslog servers you have created.

Other Cisco Products

All Cisco products we know support logging via syslog. This article covers all
devicesthat use 10S (e. g. routers and switches). Unfortunately, thisis not afull
step-by-step guide as the others are. We are working to create a more verbose
version of the Cisco guide — but we still decided to leaveit in here, asit possibleis

useful for many users.
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Syslog logging needs both to be configured aswell asturned on. To configure,
you must be in enable mode (see your Cisco documentation on how to enter enable
mode). Then switch to configuration mode (the command is "configure terminal” or
"conf t" as abbreviation). First of all, you need to specify the syslog host that the
messages should be send to. Thisis the name or IP address of the system WinSyslog
isrunning on. Though a DNS-resolvable name can be used, we strongly recommend
using the | P address directly. If your machine has the address "195.123.45.6" then
the command is "logging 195.123.45.6". Next, logging needs to be turned on. This
command is "logging on". Then exit from configuration mode and save the new
configuration.

This setting enables syslog logging for common messages (e. g. router
configuration and startup). If you would like to have traffic-related logging activated,
you need to create traffic filter rules that specify the "log" option and apply them to
the interface you are interested in.

More and detailed infor mation can be found at Cisco's web site under the
"logging" command. Please note: thislink isto one of Cisco's product documentation
areas. Y ou might want to search the Cisco site to find information specific to the
product (router, switch, firewall, etc.) you are using
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Using Interactive Syslog Server

With interactive Syslog Server is easy to immediately display syslog messages.

In this chapter, you will learn how to work and configure the Interactive Syslog
Server.

The Interactive Syslog Server replaces the Realtime Display from older WinSyslog
Client version. It isavery helpful application to verify that the WinSyslog Serviceis
running and working correctly. WinSyslog is configured by default with one
Forward Syslog Action that forwards Syslog messages to the local machine on port
10514. The Interactive Server is configured to run on port 10514 by default. That
means that after installing WinSyslog,, you will directly be able using the Interactive

Syslog Server to display Syslog messages.

Launching the WinSyslog Interactive Server

To run the Interactive Syslog Server, click the" Interactive Syslog Server" icon
present in the WinSyslog program folder located in the Start menu.

It can aso be launched from the command prompt:
e  Open a Command Prompt window

e Change to the drive and directory where the WinSyslog software is
installed (default: "\Program Files\WinSyslog")

e Type" InteractiveSyslogServer.exe " and hit enter.

The Interactive Logging

Interactive Logging enables the client to log syslog messages itself. So it can work
without the service. However, by default the service isrequired to run. Thisis done
to prevent conflicts between the interactive server and the background service. If you
do not have a good reason to do so, we strongly recommend using this default setup.

Interactive syslog is also supported under Windows 9x and Windows Me systems.
The service does not work on these platforms.
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I8 Interactive Syslog Server g@@
Eile Help
[]'wite Lagfile Fesalve Host names

Facility Fricrity Source FealSource Logged Meszage -
MNOTICE '

20| 08.02.2002 16:04:35|LOCALD localhost wiZkandre.intemn (Mar 8 16:04:38

13| 08.02.2002 16:04:35|LOCALD localhost wiZkandre.intemn (Mar 8 16:04:38

18| 08.02.2002 16:04:35|LOCALD localhost wiZkandre.intemn [Mar 3 16:04:38

17| 08.03.2002 16:04:37 |LOCALO localhost wekandre.intemn [Mar 816:04:37

16| 08.03.2002 16:04:37 |LOCALO localhost wzkandre.intemn [Mar 816:04:37

15| 08.03.2002 16:04:35|LOCALO localhost wzkandre.intern [Mar 816:04:35

14| 08.03.2002 16:04:34|LOCALO localhost wzkandre.intern [Mar 816:04:34

13| 08.03.2002 16:04:33|LOCALO [CRIT localhost wzkandre.intern [Mar 816:04:33

12| 08.03.2002 16:04:32 |LOCALO [INFO localhost wzkandre.intern [Mar 816:04:32

11 08.03.2002 16:04:31 [LOCALD [INFD localhost wzkandre.intern [Mar 816:04:31

10| 08.03.2002 16:04:31 |LOCALD [INFO localhost wizkandre.intern [Mar 816:04:31

9| 08.03.2002 16:04:31 |[LOCALD [INFO localhost wizkandre.intern [Mar 816:04:31

8 08.03.200216:04:31 |LOCALD [INFO localhost wikandre.inter [Mar 816:04:31

7 08.03.2002 16:04:31 |LOCALD [INFO localhost wikandre.inter [Mar 816:04:31

6| 08.03.200216:04:30|LOCALD |INFO localhost w2k andre.intern (Mar 3 16:04:30

5| 08032002 16:04:30|LOCALD |INFO localhost wiZkandre.intemn (Mar 8 16:04:30 -

[ Save All l [ Save Selection l [ Clear Al

Interactive Swslog Server is Ready- Registered Yerzsion

Start / Stop Logging Buttons

These buttons start and stop Interactive logging. Once started, the client will log all
incoming messages until logging is stopped by the user. Messages are written to a
circular buffer. That means if the maximum buffer size is reached, new messages
will be stored, but older messages will be removed from the buffer. This allows the
client to run for extended periods of time without taking up to much system memory.
The buffer sizeis configurable. New messages are always displayed on top of the
list. Older ones are towards the bottom.

Write Logfile

If checked, all messages are written to alog file in addition to the interactive display.
Please note that this option influences the client only. If you would like to provide a
reliable long term log, we strongly suggest to use the service. It' sfile logging
parameters are customized under the “file tab”.

Resolve Host Names

If checked, the sender is displayed as a host name instead of the IP address. Thisis
often useful to quickly see the system that sent the message. Please keep in mind,
though, that the host name resolution takes a little bit of time (especially if ahost can
not be resolved) and as such should not be used on a loaded system.

Save All

Used to save the current buffer contents to a comma-delimited file (so called CSV
format). All entries displayed in the grid are written.
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Save Selection

Also saves a comma-delimited file. However, only messages selected (highlighted)
will be written to thefile.

Clear All
Erases all messages from real-time display.

Interactive Syslog Server Options

This screenshot shows you the available options in the Interactive Server..

m Options

You can zet all options for the Interactive disgplay

|nteractive Dizplay
Meszsage Buffersize G0

Interactive Syslog Port 10514

Rezalve RealSource from Syslog meszage if available

Fil= B azenarme Browse Svslag

File E =tenzian bk

[] Create unique filenames

Chooze your language

Deutzch
Francaiz

Ok l ’ Cancel

Message Buffersize

The message buffer size (in number of messages) to be used for real-time display.
This is the maximum number of messages to be stored in memory. If this number is
reached and a new message arrives, the oldest one is deleted from memory.

Interactive Syslog Port

The UDP port the real-time display listens to. 0 is default from system services
database. Most installations can leave it at 10514.

File Basename

The File Basename al so includes the file path. An example could be
“C:\temp\WinSyslog”.
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File Extension

The File Extension is“txt” by default. Thiswill open the files automatically in the
default text viewer. .

Create unique filenames

If enabled, the Interactive Server will build a unique filename each day containing
the year, month and day. An example would be “ Syslog-2002-01-01.txt".1

Language
The Interactive Syslog Server is multilingual by desing. Select the user interface
language here.

Languages are set on a per user basis. They can be switched instantly without the
need to restart.

Additional languages might be made available. Please check www.winsyslog.com
from time to time. If you are interested in other languages and volunteer to provide
tranglation services, please email info@adiscon.com. We will gladly help.
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Configuring WinSyslog

WinSyslog is easy to use and powerful.
In this chapter, you will learn how to configure the WinSyslog Service.

The most important part of WinSyslog — the service — runs in the background once it
is configured. Thereis no manual intervention needed to operate it. As such, this
chapter focuses on the WinSyslog configuration client application. It isused to
configure the service settings.

To run the WinSyslog Configuration client, simply click itsicon present in the
WinSyslog program folder located in the Start menu. Once started, a Window similar
to the following one appears:

(o} WinSyslog Configuration Client

File  Computer  Help

GHROoN 3 4

] ﬂ My Computer 'm
= %] General / Defaults =
Licerse V¥ Enable: S_l,lglog Server 1 [UDP] ‘ ‘ —.‘
+ % Service Defaults | Settings are saved. |
- Action Defaults
@ File Pratozal Type |UDF' j
@ Database Listener Port |514
&) Eventlog
G Mail [ Use original message timestamp [FFC 3164)

@ Forward Syslog
@ Start Program
G Met Send
& Forward SETP
= '3;%, Services
54 Syzlog Server 1 (UDF)
&b Svslog Server 2[TCF)
= Q Rules
-1-w¥ RuleSet1
= ! General Fule
ok Filker Conditions
SR 7 ctions|
& File Logging
& Database Logging
@ Send Email
(ﬂl Forward Spzlog

[~ Take zource system from Spzlog message
[ Resolve Host names

Rule Set to Use
|Ruleset 1

j Refresh

Connected to: My Computer Idle

WinSyslog Configuration Client

The configuration client (“the client”) has two elements. On the left hand sideisa
tree view that allows you to select the various elements of the WinSyslog system. On
the right hand side are parameters specific to the element selected in the tree view. In
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o WinSyslog Configuration Client

File Computer Help

GHROY 3

the sample above, the right hand side displays the specific parameters for arule

The tree view has three top level elements: General, Services and Rules.

Under General, basic operational parameters aswell as defaults for actions and
services are defined. The default themselves do not activate anything. However, the
parameters in here are used each time an actual service or action needs a
configuration parameter and none is defined in that specific instance. We highly
recommend putting the most common parameters into the defaults. That will reduce
the amount of data entry in the specific elements dramatically. Please note that each
default can be overwritten in a specific service or action.

Thetreeview's Services arealists al configured services as well as their parameters.
There is exactly one service entry for each service created. Please note that there can
be as many instances of a specific service type as your application requires. In the
above example, there are two instances of the syslog listener, each one listening to a
separate port. Theoretically, you can run afew hundred servicesin asingle service
instance. However, both from a usage scenario point of view aswell asin regard to
operating system resources, we recommend limiting the services to a maximum of 20
to 30. Of course, there are some applications where more than this limit is useful.
WinSyslog does not restrict this number. If thereis aneed for alarge number of
services and the hardware is capable of managing all this tasks, thereis nothing in
WinSyslog that limits from doing so.

The service definition looks like this:

= ﬁ My Canmputer
= J General / Defaults

- Action Defaults

i X
™ Enable:Syslog Server 1 [UDP)
| Settings are saved. |
Frotocol Type | uopP j
Listener Port 514

[ Use original mezgage timestamp (RFC 3164
[~ Take zource syztem from Syzlog meszage
[~ Resolve Host names

Fule Set ta Usze

RuleSet 1 ﬂ Refresh

WinSyslog Configuration Client - Service Definition View

The actua parameters depend on the service type. Common to all servicesisthe
capability to enable or disable a service. A serviceis started only if it is enabled.
Otherwise it will be not be run, but the configuration data can still be present. That
way, it is easy to temporarily disable a service without deleting it.

Also common to all service typesisthe association to arule set seen at the bottom of
the right hand configuration dialog. This specifies which of the rule sets will be
applied to information units generated by this service.

To create anew service, right click on “ Services’. Then select “Add Service” and the
respective service type from the pop up menu. Then follow the wizard. To delete an
existing service, right click it and select “ Delete Service”. Thiswill remove the
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service and its configuration irrecoverable. To temporarily “remove”’ a service,
simply disableit in the property sheet.

Thetree view’s last main element is Rules. Here, all rule sets are configured.
Directly beneath “Rules’ are the individua rule sets. Each set is completely
independent from each other. They are just centrally stored so they can be associated
with services (see above for an explanation).

Beneath each rule set are the individual rules. Asdescribed in “Rules’ on page 54, a
rule’ s position in thelist is vitally important. Rules at the top of the rule set are
executed before those further down. To move arule up or down, simply right click it
and select “move up” or “move down” from the pop up menu.

In the tree view, filter conditions and actions are beneath the rule they are associated
with. Finally, beneath actions are all actionsto carry out.

The following sections describe each element’ s properties.

License Options

Thistab can be used to enter the WinSyslog license after purchase. It activates the
professional version’s advanced features.

Settings are zaved.

Licenze
Regiztration Mame

Regiztration Mumber

Adiscon More Information at

IT-Solutions Gmt
www winsyslog.com

License Option Parameters

Registration Name

The registration name is chosen by the user. It should correspond to your
organization name, e.g. acompany called "AA Carpenters, Inc." should not choose
"AA" asregistration name. This can easily be mistaken and most probably will be
rejected by Adiscon for that reason. With the above scenario, we recommend using
the full company name "AA Carpenters, Inc.".
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Please note: the registration name is case sensitive. It must be entered exactly as
given. Leading and trailing spaces are also part of the registration name, so be sure to
enter none.

Registration Number

This number is provided by Adiscon. It isvalid for a specific registration name. Be
sure to enter the correct registration number. The client will detect invalid
registration numbers and report and corresponding error.

Debug Options

Thistab can be used to debug rule bases. Especially with complex bases, it might be
necessary to learn what WinSyslog isinternally doing whileit is processing them.
With the debug log, WinSyslog will tell you some of thisinternal workings.

Other than for rule basis testing, the debug log is also helpful when contacting
Adiscon support. An Adiscon support engineer might ask you to set the debug log to
a specific level while doing troubleshooting.

Important: Debug logging requires considerable system resources. The higher the
log level, the more resources are needed. But even the lowest level considerable
slows down WinSyslog. As such, we highly recommend tur ning debug logging off
for normal operations.

Debug options

| Settings are saved. |

[ Enable Debug output inta file

File and path name |E:HWinSysIDgDebug.t:-:t Browsze

Debug Level | Minimurn D ebugoutput ﬂ

Debug OptionsParameters

Enable Debug output into file

If checked, the debug log is enabled and written as the service operates. If
unchecked, no debug log is written.

For performance reasons, it is highly recommended that this box is unchecked during
normal operations.

File and path name

The full name of the log file to be written. Please be sure to specify afull path name
including the driver letter.

If just the file and/or path name is specified, that information islocal to the service
default directory. Asthis depends on a number of parameters, it might be hard to find
the actual log file. So for consistency purposes, be sure the specify afully qualified
file name including the drive
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Debug Level

This controls the amount of debug information being written. We highly recommend
only selecting “Minimum Debugoutput” unless otherwise instructed by Adiscon
support.

Services

The WinSyslog product does support syslog listener services, only. Additional
services are avail able with the other members of the Adiscon MonitorWare line of
products.

Syslog Server

Configures a syslog server service.

Services > Syslog Server

Iv Enable:Syzlog Server
| Settings are saved. |

Pratocol Type | LDE ﬂ
Listerer Faort |51 4

[ Usze onginal meszage timestamp [FFC 3164)
[ Take zource syztem fram Syzlog message
v Resolye Host names

Rule Set to Uze

| Syslog Buleset ﬂ Refresh

Protocol Type

Syslog messages can be received via either UDP or TCP. One listener can only listen
to one of the protocols. Typically, syslog messages are received via UDP protocol,
which isthe default.

Listener Port

The port the sydog server listens on. Thetypica (standard) valueis 514. This should
be changed only if there is adefinite need for it. Such a need typically arises from
security concerns. If the port is changed, all reporting devices (routers, printers ...)
must also be configured to use the non-standard port.

Use Original Message Timestamp

If this box is checked, the timestamp is retrieved from the syslog message itself
(according to RFC 3164). If left unchecked, the timestamp is generated based on the
local system time. The syslog message timestamp does not contain time zone
information. Thus, we strongly recommend unchecking this box if messages from
devicesin multiple time zones are to be received.

WinSyslog 4.2 User Manual

Configuring WinSyslog e 41



Take source system from Syslog message

If this box is checked, the name or IP address of the source system isretrieved from
the syslog message itself (according to RFC 3164). If left unchecked, it is generated
based on the address the message was received from.

Please note that there are many devices out that do NOT generate RFC 3164
compliant messages. If you check this option here, you might seeatotally
strange value as the event sour ce!

Resolve Hostnames

If this box is checked, the name of the source system isretrieved via DNS reverse
name resolution. If unchecked, the IP addressitself is used as the name.

Please note that this setting does have no effect if the “ Take source system from
Syslog message” setting is checked. In this case, the message is aways taken from
the syslog message itself.

Default Rule set Name

Name of the rule set to be used for syslog server services. The rule set name must be
valid.

Heartbeat

The heartbeat process can be used to continuously check if the MonitorWare Agent
isrunning. It generates an information unit every specified timeinterval. That
information unit can be forward to a different system. If it does not receive additional
packets within the configured interval, it can doubt that the Agent is either in trouble
or aready stopped running.

Service Defaults > Heartbeat E

Enable;

| Seftings are saved. |

Mezsage that is send | am shll running
during each heartbeat

Heartbeat clock, GO000

[5leepTime]

General Yalues

Syzlog Facility LOCALO 18] b
Sweelog Priority IMFD [5) w
Resource D

Syzlog TagValue tMiw'Heartbeat

Default BuleSett ame

o [Foiest]
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Message to Send

Thisisthe message that is used as text inside the information unit. Use whatever
value is appropriate. Thereisno check inside MonitorWare for a specific value.

Sleep Time

Thisistheinterval, in milliseconds, that the heartbeat service generates information
units in. Please note that the receiving site should be tolerant. The interval specified
here is the minimum time between packets. Under heavy load, the interval might be
dightly longer. It is good practice to alow twice thisinterval before the Agent is
considered suspect by the system monitoring the agent’ s health.

Syslog Facility

The syslog facility to be assigned to events created by the heartbeat service. Most
useful if the message shall be forwarded to a syslog server.

Syslog Priority

The syslog priority to be assigned to events created by the heartbeat process. Most
useful if the message shall be forwarded to a syslog server.

Syslog Tag Value

The syslog tag value to be assigned to events created by the heartbeat process. Most
useful if the message shall be forwarded to a syslog server.

Resource ID

Theresource id to be assigned to events created by the heartbeat process. Most
useful if the message shall be forwarded to a syslog daemon.

Default Ruleset Name

Name of the rule set to be used for this service. The rule set name must be valid.

Filter conditions

The filter conditions dialog box contains all conditions for a given rule. For details
on how filter conditions are evaluated, please see “Filter Conditions’ on page 51.
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RuleSet 1 = General Rule = Filter Conditions

| Settings are saved. |

SyzlogPriority
[]Enable

SyzlogF acility
[]Enable

Informationl nitT ype
[]Enable

MezzageContent
[JEnable

Character numberz to zearch from
Start End

Time SaourceSystem

[]Enable [JEnatble
Start time = Finirmurn " ait Time

[]Enable T ake action at most any
Tuezday

End time seconds
Saturday

Wweekdaps

bonday
Friday

Oezcunences

Wednesday
Sunday

T hurzday

[ Fire anly if Event acours

In general, afilter condition needs to be enabled first. This happens when the
respective “enable” checkbox is checked. If left unchecked, the filter condition is not
evaluated by the rule engine. Thusif no conditions enabled, the rule always matches.

Syslog Priority

The information unit must have the specified syslog priority value. For syslog type
information units, it is the actual syslog priority code, for al othersitisavaue
mapped on a best effort basis.

Thefirst list box allows to set a matching mode. The operations “less than” (<),
“greater than” (>) and “equal” (=) can be selected. The match is made depending on
these oprations, so a“less than” operation means that all priorities below the
specified priority math. Please note that the specified prority is not amatch. If you
would like to include it, be sure to specify the next higher one.

Syslog Facility

Theinformation unit must have the specified syslog facility value. For syslog type
information units, it is the actual syslog priority code, for al othersitisavaue
mapped on a best effort basis.
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Information Unit Type

Select the specific information if arule should just be processed for some
information unit types. Thisis especialy useful of a specific type needs non-standard
processing.

Message Content

The message content filter condition is very powerful. It evaluatesto trueif the
specified content is found anywhere within the message. Asthereisimplicit
wildcarding, there is no need for extra wildcards to be specified.

The content search can be limited to aregion within the message. To do so, select a
starting and ending position within the string. This can be done via the start and end
list boxes. Please note that you can enter the character position you desire in these
fields. The default “ Start” and “End” or only there as shortcuts. If you would like to
search for a string just between positions 10 and 50, specify these values as start and
end values, respectively.

Time

Thisfilter condition is used to check the time frame in which an event occurred. For
example, a syslog message from a Cisco router saying that it dialed up isnormal if it
occurs during office hours. If it occurs at night, so, it isan alerting signal and an
administrator might receive notification of this event (while he might otherwise
decide to discard it). This can be done with the time setting.

Source System

Thisfilter condition checks the system that generated the information unit. For
example, in case of the syslog listener, thisis the syslog device sending a syslog
message.

Minimum Wait Time

Thisfilter condition can be used to prevent rules from firing to often. For example, a
rule might be created to check the status of a port probe event. The port probe probes
an SMTP server. If the event isfired and the rule detects it, it will spawn a process
that tries to restart the service. This process will take some time. Maybe the SMTP
gateway need some more time to fully start up so that the port probe might fail again
while the problem is already taken care of. The port probe as such will generate an
additional event. Setting a minimum wait time will prevent this second port probe
event to fireagain if it is—let’s say — within 5 minutes from the original one. In this
case, the minimum wait time is not yet reached and as such the rule will not match.
If, however, the same event is generated 5 hours later (with the mail gateway failing
again), the rule will once again fire and corrective action taken.

Weekdays

Thisis closely equivalent to the time filter condition, except that it is applied on a
per-day basis. So it can be used to detect for example events occurring on weekends
and act differently on them.
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Occurrences

Thisiskind of the opposite of the “Minimum Wait Time". Here, multiple events
must come in before arule fires. Take another example. Thistime, we use aping
probe. Ping is not avery reliable protocol, so a single ping might be lost. Thus, it
may not be the best idea to restart some processes just because a single ping failed. It
would be much better to wait for repetitive pings to fail before doing so.

Exactly this the Occurrences filter condition is made for. It waits until a configured
amount of the same events occur within atime frame. Only if the count is reached,
the condition matches and the rule can fire.

Actions

Actions are carried out when the filter conditions of a given rule match.

File Options

This configuration dialog is available both in the defaults section aswell aswith file
logging actions.

File logging is used to write text files of received messages. Onefile per day is
written. New entries are appended to the end of thefile.

File locks are released when currently no datais written. Therefore, other
applications can access the files while the service is running. However, please be
sure that the other applications do not place a file-lock onto it. Popular WordPad
does so. In this case, the service will not be able to log any further messages (an error
event iswritten to the NT event log in this case). We recommend copying the file
when accessing it at runtime - or use notepad.exe, which does not place file-locks on
thefilesit opens.

Thefilenameis build asfollows:
<FilePathName><FileBaseName>-year-month-day.<FileExtension>
with the parameters in brackets being configured via the dial og.
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Action Defaults = File g

| Settings are saved. |

Create unigue filenames
[ 1Usze UTC in Filename

File Path M ame: C:\temp

File Baze Mame: WinSpslog
File Ex=tengion: log
File: formnat Adizcon 4

[]Include Source in Filename
[JUse ML ta Report
[JUse UTC for Timestamps

Include Date and Time

Inzlude Date and Time reported by Device
Include Syelog Facility

Include Syelog Pricrity

Include Source

*lhciude Message
[]#Inciude Raw Meszage

File Logging Options

Create unique Filenames

If checked, WinSyslog will create a unique file name for each day. Thisis done by
adding the current date to the base name (as can be seen above).

If left unchecked, the date is not added and as such, there will be asinglefile,
consistent file name. Thisis used by some customers that have custom scripts to look
at the file name.

Use UTC in Filename

This works together with the “ Create unique Filenames” setting. If unique names are
to be created, the “Use UTC in Filename” selectsif the file name is generated based
on universal coordinated time (UTC) or on local time. UTC was formerly referred to
as“GMT” and isthe basis of the time zone system. For example, New York, USA is
5 hours behind UTC. Therefore, if itis 12 noonin New York, the UTC timeis 5pm.

When it comes to log file creation, it means that the date is computed on UTC.
Taking the same example, if the“Use UTC in Filename” is checked, thelog file
name would roll over to the next date at 7pm New Y ork time. If it were unchecked,
the rollover would occur exactly at midnight New Y ork time (5am UTC).

Using UTC for file name creation can be helpful if log files are written among
different time zones and later consolidated. Using UTC ensures a consistent time
notation across al log files.

Please note that this setting does affect the file name creation only. The dates
recorded inside the file are controlled by a different setting.
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File Path Name

The base path (directory) of the file. Please see above for exact placement. Default is
"c:\temp”.

File Base Name

The base name of the file. Thisisthe part before the date specific information. Please
see above for exact placement. Default is"WinSyslog".

File Extension

The extension to be used when writing the file. Please see above for exact placement.
Defaultis".log".

File Format

This controls the format that the log file iswritten in. The default is“ Adiscon”,
which offers most options. Other formats are available to increase log file
compatibility to third party applications.

The “Raw syslog message”’ formats writes raw syslog format to the log file. That is,
each line contains the syslog message as of RFC3164. No specific field processing or
information adding is done. Some third party applications require that format.

The “WebTrends syslog compatible’” mimics the format that WebTrends applications
expect. Please note that we only mimic the log file format. It is till the job of the
reporting device (most notable firewall) to generate the correct WebTrends WELF
format. The “WebTrends’ format is supported because many customers would like
to use WinSyslog enhanced features while still having the ability to work with
WebTrends.

Please note that any other format besides “ Adiscon Default” isafixed format. As
such, if it is selected, all other formatting options do not apply and consequently are
turned off.

Include Source in Filename

If checked, the file name generation explained above is modified. The source of the
syslog message will be automatically added to the file name.

This feature has been introduced because many customers would like to have
separate log files for each device. While this can be achieved with multiplerules, itis
much more straightforward with this single checkbox. If it is checked, the messages
are automatically written to separate files and the file name includes the originating
device information.

Use XML to Report

If checked, the message part includes a complete XML -formatted information
record. It includes additional information like timestamps, syslog facility and priority
and othersin an easy to parse format. If XML output format is selected, you might
consider turning all other information fields off, as they are already included in the
XML stream. However, thisis not arequirement.

Use UTC for Timestamps

Please see the definition of UTC above at “Use UTC in Filename”. This setting is
very similar. If checked, all time stamps will be written in UTC. If unchecked, local
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time will be used instead. Again, UTC isuseful if logs written in multiple time zones
are to be consolidated.

Include <Fieldname>

The various “include” settings control which fields are written to the log file. All
fields except the message part itself are optional. If afield is checked, it will be
written to the log file. If unchecked, it will not be written. All fields are comma-
delimited.

Please note the difference between the “Date and Time” and “Date and Time
reported by Device’. Both are timestamps. Either both are written in local time or
UTC based on the “Use UTC for Timestamps’ check box. However, “Date and
Time” isthe time the message was received by WinSyslog. Therefore, it dwaysisa
consistent value.

In contrast, the “ Date and Time Reported by Device” is atimestamp taken from the
actual message. Assuch, it is dependent on the reporting device clock, which might
be off. In addition, in the case of syslog messages, thereis no time zone information
within the device reported timestamp. As such, if devices from multiple time zones
are reporting, the timestamp information is not consistent. Thisis dueto syslog
design as of RFC 3164. The syslog server can be configured to ignore the RFC in
this case and provide a consistent time stamp. However, from the view of the log file
writer, the “Date and Time Reported by Device” might not be as trustworthy as the
“Dateand Time” field. Nevertheless, it might also be more useful than the former
one. Thisisthe reason both timestamps are present and can individually be selected.

The “Include Message” and “Include RAW Messge” fields allow to customize the
message part that is being written. The raw message is the message as it was
received by WinSyslog —totally unmodified. This might be useful if athird party
application is expecting raw syslog entries. The message itself isjust that part of the
syslog message that is being parsed as message, that is without e.g. host information
or atag value. Please note that we recommend selecting only one of these options, as
otherwise two message fields will be written. Similarily, if non is selected no
message is written at all. Please note that we support these configurations, too —there
might be alegitimate need for them.
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Database Options

Database logging allows persisting all incoming messages to a database. Once they
are stored inside the database, they can easily be browsed by different message
viewers aswell as custom applications.

Action Defaults = General ODBC Options E

| Settings are saved. |

DSH [ Data Sources [ODEBC) ]
zer-lD Pazzwiord
T able Name SystemEvents [ Enable Encryption

Cutput Encoding

T able Field M ames
General Fields

Systemn Default w

Device Reported Time

DeviceReportedTime | |UTC bl
Recervedat

Recervedit uTc hd
FromH ozt FrormHost
Meszage Meszzage
Importance Impartance
CugtormerlD CusztarnerlD
Infallnit D Infal)mitlD

Syzlog Specific Fieldz

Facility Facility
Friority Priarity
SyzlogTag SpsLogTag

Database logging allows writing incoming events directly to any ODBC-compliant
database (virtually any database system currently available for the Windows
operating system supports ODBC). Adiscon directly supports Microsoft JET
databases (as used by Microsoft Access) and Microsoft SQL Server. We also know
of many customers who run it successfully with Oracle and Sybase aswell asa
variety of other systems.

DSN

Thisisthe name of the system data source (DSN - data source name) to be used
when connecting to the database. Create thisin ODBC manager (can be found in
control panel under Windows NT). Press the “ Data Sources (ODBC)” button to start
the operating system ODBC Administrator where data sources can be added, edited
and removed.
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Important: The DSN must be asystem DSN, not auser or file DSN. The DSN must
be configured to have the correct connection parameters (for example database type
and name, server name, authentication mode, etc.).

User-ID

The user id used to connect to the database. It is dependant on the database system
used if it must be specified (e.g. Microsoft Access does not need one, while
Microsoft SQL Server can force you to use one). If in doubt, please see your
database administrator.

Password

The password used to connect to the database. It must match the "User ID". Like the
user id, it is dependant on the database system if a password is needed. Passwords
can be stored either encrypted or unencrypted. We highly recommend storing them
encrypted.

Enable Encryption

Check to store the ODBC password encrypted. If left unchecked, the password is
stored unencrypted. We strongly recommend checking this box.

If you store the password unencrypted for some reason, please be aware of the
security implications. In this case, we recommend using an account with limited
access privileges, only. Even when stored encrypted, we recommend using limited
privileges accounts. We are not applying very strong cryptography here.

Table

The name of the table to log to. This name is used to create the SQL insert statement
and must match the database definition. Default is " SystemEvents”.

Output Encoding

This setting is most important for Asian languages. A good ruleisto leaveit at
“System Default” unless you definintely know you need a separate encoding.
“System Default” works perfect in the far majority of cases, even on Asian (e.g.
Japanese) Windows versions.

Click here for a sample screen-shot.

Table Field Names

These settings alow overriding the default field names to be used when storing data
into the system eventstable. The field names can be changed to any name aslong as
that nameis avalid database field (column) name. However, al fields need to be
present. Otherwise, the ODBC writer will fail.

Important

The default name for the message field - "Message" is areserved name on Sybase
database systems. If you would like to log to a Sybase database, you must change
that field name. Otherwise, you will receive an ODBC error (visiblein NT Event
Viewer). We are unfortunately not able to change the default, as this would break
many existing logging environments that use previous versions of WinSyslog.

The database conforms to the Common MonitorWare Database Format

For a specification of the database format and samples provided, please see
“Database Format” on page 59.

WinSyslog 4.2 User Manual

Configuring WinSyslog e 51



Event Log Options

Thistab is used to configure the logging to the Windows NT / 2000 or XP event log.
It is primarily included for legacy purposes. There are many better ways of logging
eventsin WinSyslog.

Action Defaults = General Eventlog Options

| Settings are saved. |

[ ] Replace Event Log Source

EventType AUDIT_SUCCESS v
EventlD 1

Replace Event Log Source

If checked, a specia mapping mechanism is activated. In this mode, the Windows
event source is set to the | P address of the system sending the syslog message. In
addition, the ID is set to syslog facility. This mode helps to quickly gather
information about the system state in Windows event viewer.

However, this mode hasits drawbacks. Effectively, we are writing invalid event
source information to the event log. This does not harm any application, but
Windows event viewer will try to locate the matching message libraries. Of course,
thisisimpossible. As such, event viewer will warn the user that the message library
could not be found. Nevertheless, it will display the complete logged message. This
happens only in detail view.

Users should fully understand the implications of this mapping mechanism for their
environment before turning this option on.

Click here for a sample screen-shot.

EventType

The type — or severity —thislog entry is written with. Select from the available
Windows system values.

EventID

The ID to be used when writing to the event log. Different IDs can be used to
provide other processes with a consistent interface to specific messages. WinSyslog
does not restrict the IDs that can be used. However, if an ID iswritten that is not
registered with the operating system, Windows Event Viewer places an error
message pointing this out before the actual message text. To avoid this text, event
IDs 10,000 to 10,100 have been registered with the OS. We highly recommend that
these IDs be used for all custom messages. |Ds below 10,000 should not be used as
they might potentially interfere with events generated by WinSyslog itself.
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Mail Options

Thistab is used to configure mail (SMTP) parameters. These here are the basic
parameters for email forwarding. They need to be configured correctly if mail
message should be sent by the service

Action Defaults = General Mail Options

| Settings are saved. |

b ailzerver |‘| 27.0.01

Paort |257

Sender |Win5yslcug@l:u:uunu:e.adisu:u:un.n:u:um
Recipient |sdmin@hounce. adiscon. com
Subject |Syslu:ug Ewent from Zp: Zm

Sezszion Timeout [0 - 4000 mz]

4000

|S_I,Istem Drefault ﬂ

Cutput Encoding

[v Use SMTP Authentication
SKMTP Uzemame

|h-1aiIL| zerh ame

SMTP Paszward

EEREEEEEY

[w Include meszage £ event in email body
[~ Use =ML to Report

Mailserver

Thisisthe Name or IP address of the mail server to be used for forwarding
messages. Please note that this server must be able to relay messagesiif the recipient
isnot hosted at this server. Be sure to contact your mail server's administrator if in
doubt on thisissue.

The service expectsto talk to a standard SMTP mail server. Message relaying to the
final destination must be permitted.
Port

Port the mail server isto be contacted at. Usually, thisis 25. It might, however, be
changed by in your system. Then, specify the port your mail server uses. If in doubt,
try the default of 25 - or contact your mail server administrator.

Sender

Email address used as the sender address for outgoing messages. In order for your
SMTP server to accept it, it probably must be avalid address.
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Recipient

The recipient emails are addressed to. If multiple recipients are to receive an email
viaasingle “Send EMail" action, a server distribution list must be supported.
Alternatively, multiple “ Send EMail" actions can be defined, each one with another
recipient.

Subject

Subject line to be used for outgoing emails. The subject line being is used for each
message sent. It can contain replacement characters to customize it with event
details. Thisis especially useful when sending email to cellular phones or pagers,
which often display only the subject line and not the actual message body. The
subject line — after expansion of the replacement characters — can hold a maximum
of 255 characters. Characters beyond this will be truncated. Please note that some
email systems do impose a stricter limit and truncation as such might occur before
the 255-character limit.

The following replacement characters can be used inside the subject line:

%s | P address or name (depending on the “resolve hostnames”
setting) of the source system that sent the message.

%f numeric facility code of the received message

%p numeric priority code of the received message

%m the message itself. Please note: this is the complete message text

and can be rather lengthy. As such, it is most probably subject to
truncation. If that occurs, al other information after the %m
replacement character is also truncated. As such, we strongly
recommend using the %m replacement at the end of the subject
line only.

% % represents a single % sign.

In the example above, replacement characters are being used. If amessage “Thisisa
test” were received from “172.16.0.1", the resulting email subject would read:

Syslog from 172.16.0.1: Thisisatest

The mail body will also include full event information, including the source system,
facility, priority and actual message text. Asthere is no size limitation for message
bodies, the body always contains the full message received (except otherwise
configured — see below).

There will be one email for each received message. Email delivery is meant for
urgent notifications and actions (e. g. calling pagers and such). It is not meant to
provide an email report.

Session Timeout

This option controls if multiple rapidly incoming messages should be combined to a
single email message. The SMTP session with the server is held open for the
specified timeout period. Please note that the period is specified in milliseconds, not
seconds.

If anew event arrives within the specified timeout period, that event will be included
in the same email message as the previous one. Then, the timeout is re-started. As

54 e Configuring WinSyslog

WinSyslog 4.2 User Manual



such, any events coming in within successive timeout periods will be combined in a
single mail.

Thisis most appropriate when large burst of messages are expected and these should
be combined in few mail messages. Otherwise, multiple mail messages can easily
overflow the administrator’ s mail box.

The session timeout is user configurable between 0 and 4000 milliseconds. Larger
values are not supported as they probably affect the SMTP server performance and
can lead to unpredictable results.

The session timeout of zero milliseconds has a special meaning: if it is selected,
every event will be sent in a separate message, no matter how fast two messages
occur after each other.

Use SMTP Authentication

Check this box if your server requires SMTP authentication. To fight SPAM, more
and more server operators allow relaying only for authenticated users. It might even
happen that an existing account does no longer work because the server has been
reconfigured to disallow anonymous posting.

If your server requires (or supports) SMTP authentication, check this box and enter
your userid and password in the boxes below. The exact values will be provided by
your server operator —if in doubt, please ask the mail server support.

If the mail server does not support authentication, leave this box unchecked.

We recommend using authentication if it is available. Even when the current server
configuration allows unauthenticated relay, this potentially will change in the future
(asthe SPAM problem grows). If you already use authentication, such a server
configuration change will not affect you. Otherwise, it will disrupt mail service.

Click here for a sample screen-shot.

Include message / event in email body

This checkbox controls whether the syslog message will be included in the message
body or not. If left unchecked, it will not be included in the body. If checked, it will
be sent.

Thisoption is useful for pagers and mobile phones, especially those with WML
support. These devices are often capable of displaying only limited amounts of data.
Some do not display the message body at all. As such, it makes limited sense to send
amessage body. As such, it can be turned off with this option. With these devices,
use a subject line with the proper replacement characters.

Even if your WML enabled phone supports receiving message bodies, it might be a
good idea to turn them off. WML and WAP are relatively expensive. Generated
messages can become lengthy (depending on the message source). As such, it might
be appropriate to disable the message body in such a scenario.

Use XML to Report

If checked, the received event will beincluded in XML format in the mail. If so, the
event will include all information, like the original timestamp, the facility, priority
etc. XML format is especialy useful if the mail is sent to an automated system,
which will then parse the message.

If unchecked, just the plain text message will be included in the mail. Thisformat is
more readable for a human reader.
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Forward Syslog Options

This dialog controls syslog forwarding options.

Action Defaults = Fonward Syslog E

| Settings are saved. |

Supzlog Server

Syslog Port A14

Frotocol Type UDF

Output Encoding Spstern D efault

Add Syelog Source when forwarding to other Syzlog servers
[]Usze =ML to Repart

Forward Syslog Properties

Syslog Server
Thisisthe name or IP address of the systems syslog messages should be sent to.

Syslog Port

The remote port on the syslog server to report to. If in doubt, please leave it at the
default of 514, which istypically the syslog port. Different values are only required
for specia setups, for example in security sensitive areas.

Protocol Type

The Agent can forward messages via either UDP or TCP. The syslog standard allows
UDP déelivery only. Thisis also the default. Changeit to TCP only if you have avery
good reason to do so and you know the receiving server is capable of accepting
syslog over TCP.

Output Encoding

This setting is most important for Asian languages. A good ruleisto leaveit at
“System Default” unless you definitely know you need a separate encoding. “ System
Default” works perfect in the far majority of cases, even on Asian (e.g. Japanese)
Windows versions.

Click here for a sample screen-shot.

Add Syslog Source

If this box is checked, information on the original originating system is prepended to
the actual message text. This alows the recipient to track where the message
originally came from.

Please note: This option is not compatible with RFC 3164. We recommend selecting
it primarily when message forwarding to a WinSyslog I nteractive Server isintended.
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Click here for a sample screen-shot.

Use XML to Report

If checked, the forwarded syslog message is a complete XML -formatted information
record. It includes additional information like timestamps or originating systemin an
easy to parse format.

The XML formatted message is especially useful if the receiving system is capable
of parsing XML data. However, it might also be useful to a human reader as it
includes additional information that cannot be transferred otherwise.

Start Program
This dialog controls the start program options.

With the “ Start Program” action, an external program can be run. Any valid
Windows executable can be run. Thisincludes actual programs (EXE files) aswell
as scripts like batch files (.BAT) or VB scripts (.vbs).

Action Defaults = Start Program g

[ Settings are saved. |

Command to execute chaontpsimpscnpt. wbs

Parameters el Mgt e

(%) Wit for completion
Sync. processing

TirneCut 10 o | FECOnd:

Sart Program Dialog

Program to execute

Thisisthe actual program file to be executed. This can be any valid executablefile.
A relative file name can be specified if it can be found viathe operating system
default search path.

Parameters

These parameters are passed to the program executed. They are passed as command
line parameters. There is no specific format —it is up to the script to interpret them.

Parameters can contain replacement characters to customize it with event details.
This allows passing event data to the script. The following replacement characters
can be used:

%s | P address or name (depending on the “resolve hostnames”
setting) of the source system that sent the message.

%f numeric facility code of the received message

%p numeric priority code of the received message
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%m the message itself

% % represents a single % sign.

In the example above, replacement characters are being used. If amessage “Thisisa
test” were received from “172.16.0.1", the script would be started with 3 parameters:

Parameter 1 would be the string “e1” — it is assumed that this has some meaning to
the script. Parameter 2 would be the IP address, 172.16.0.1. Parameter 3 would be
“Thisisatest”. Please note that due to the two quotes (), the message is interpreted
as asingle parameters. If they were missing, it would typically be split into several
ones, with parameter 3 being “This’, 4 being “is’ and so on. So these quotes are very
important!

Time Out

When aprogram is executed, the service waits for it to finish beforeit carries on
further actions. Thisis needed in order to ensure that all actions are carried out in the
correct sequence.

The external program should only run for alimited amount of time. If it would block
for some reason, the agent would be prevented from carrying out any further
processing. As such, atimeout value must be specified. If the program still runs after
the configured timeout, the rule engine cancels it, flags the action as unsuccessful
and then carries on with processing.

Important: Even though the timeout value can be as high as 30 seconds, we strongly
recommend limiting the run time of externa program to below 5 seconds. Otherwise,
they could affect the overall performance too much. If the averageruntimeis5
seconds, the default timeout of 10 seconds ensures that the program can finish even
when there is high system activity.

For performance reasons, we also strongly recommend to use the “ Start Program”
action only for rules that apply relatively seldom.

Net Send

This dialog controls the net send options.

With the “Net Send” action, short alert messages can be sent via the Windows “ net
send” facility. These messages are delivered on abest-effort basis. If the recipient
can be reached, they will pop up in a message box on the recipient’s machine. If the
recipient cannot be reached, they will simply be discarded. No buffering takes place.
Consequently, the rule engine does not check if the message can be delivered. It will
never flag an action to be in error due to areported delivery problem with “net send”.

RuleSet 1 = RuleMame 1 = Net Send E

| Settings are zaved. | | | |

Target |ADMINAES

M ezzage to zend

Ewvent occured - see spstem logl
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Net Send Dialog

Target

Thisisthe Windows user name of the intended recipient, a NETBIOS machine name
or even an |P address (in the form of 10.1.1.1)

Message to send
Thisisthe message that is sent to the intended target.

et Pro perty
This dialog controls the set property options.

With the “ Set Property” action, some properties of the incoming message can be
modified. Thisis especialy useful if an administrator would like to e.g. rename two
equally named devices.

Please note: when you change a property, the value will be changed as soon as the
set property action is carried out. It will not change before that happens and the old
valueis no longer available thereafter. That means all actions and filter conditions
will use the new value after it is set. So if you would like e.g. rename a system, make
sure the set property actions are at the top of the rule base!

Action Defaults = Set Property E

| Settings are zaved. |

Select Property Type

SourceSuztem W

Set Property walue

AEWnanme

Set Property Dialog

Select Property Type

Select the property type to be changed. The list box contains all propertiesthat can
be changed.

Set Property Value

The new value to be assigned to the property. Any valid property value can be
entered.

In the example above, the SourceSystem is overridden with the value “newname”.
That name will from now on be used inside the rule base. More precisely, it will be
usein thefilter conditions and actions.
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Getting Help

The WinSyslog Serviceis very reliable. In the event you experience problems, find
here how to solve them.

Do you need help with the WinSyslog Service or WinSyslog in general? Do you
need an important question answered? No problem, there is lots of help available!

Please note that all options (except priority support) are also open to evaluating
customers. So do not hesitate to try them. Help is available in English and German
language. Our local resellers may provide local language support. Please check with
them.

Frequently asked Questions

For a current list of Frequently Asked Questions (FAQ), please visit
http://www.winsysl og.com/en/FAQ/

The FAQ areais continously being updated. Some of the most important FAQ
entries are also included in this manual. However, we recommend using the web site
as there might be updates even to the items included in this manual.

| have an invalid source in my received syslog
message - what to do?

If I look at the received syslog message sour ce system, | seeinvalid nameslike
"su","root" and thelike. These correspond to some part of the syslog message. In

any case, it is not the real system name. What can | do to receive the correct name?

The problems stems from non syslog-RFC compliant systems. The syslog service
does RFC compliant message parsing. Unfortunately, many existing systems are not
compliant to the syslog RFC and format the message other then specified. As such,
the syslog service picks up an invalid source system - simply because invalid
information is where the source system should be.

Fortunately, the syslog server can beinstructed to ignore the source system in
the syslog message. Thisis the defaut mode for all installations after 2002-03-20.
Thisis done with the "Take source system from syslog message”. If that check box is
checked, the source is taken from the message as specified in the syslog RFC. If it is
unchecked, it is determined based on the sending system.
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Adiscon's experienceis that as of thiswriting only alimited number of systems
support RFC compliant message formatting, so we recommend to uncheck this
option.

For details on how to configure this, please see “ Syslog Server” on page 29.

How to install WinSyslog in silent mode?

Because WinSyslog isusing the Windows I nstaller (MSIE) it isvery easy to start
the Instalation in silent mode.
There are two waysto do it.

1. Using the WinSydog msi-file (Only possible if Windows Installer isinstalled on
the target machine)

The msi-file has to be started with the following command line options (Using a
sample File location):

msiexec /i C:\SetupFileName.msi /gn

2. Using the WinSyslog setup-file (Only necessary if Windows Installer isn't
installed - areboot might be required).

The setup-file has to be started with the following command line options (Using a
sample File location):

SetupFileName.exe v" /gn" /s

For more informations about the Windows Installer command line options see:
http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/msi/hh/msi/app_73eb.asp.

High CPU utilization while EventReporter and
WinSyslog are running

A high CPU utilizations might happen if both WinSyslog and EventReporter
areinstalled on a single machine. It occurs under the following circumstances:

e EventReporter and WinSyslog are running on the same machine.

o EventReporter is configured to send Eventlog entries to WinSyslog
(127.0.0.1 for example)

e Some actions defined in WinSyslog are generating an error (Which is
also written into the NT Eventlog)

What happens?

EventReporter is sending an Eventlog entry to the local WinSyslog. The Ruleset is
processed by WinSyslog and an action (ODBC-L ogging for example) causes an error
(Maybe the database server is down). WinSyslog writtes this error into the NT
Eventlog. Next time EventReporter wakes up, the whole process repeats and that is
causing the high CPU utilization.

To solve this problem stop the EventReporter Service and check the WinSyslog
Ruleset for any errors and try to solve them. If you don't have success, then please
contact Adiscon Support for help.

Arethereother Solutions?

Y es thereis another solution how to prevent this behavior. Y ou have enable the
Filter Rulesfor Application Logging using the Eventreporter Client. Insert a new
Rule the discards al Eventlog entrys with the Source AdisconWINSyslog. The only

WinSyslog 4.2 User Manual

Getting Help o 61



disadvantage s, that you won't get any Eventlog entrys generated by WinSyslog. See
the sampl e screenshot below:

B EventReporter Client =10 x|

File Service Help

QRO | B | 6Qlrnm |

ﬁenerall S_Igsteml Security  Application Igirectoryl DﬂSl FjIeHepI.l Licensel

‘,q Advanced Filter Configuration _ ol x|
Edit
Mumber | Action Ewvent Source  |Ewvent|D Ewent Type Event Category

] | Adizoonty|

[Dretailz —Action
Event Source [adiscoraiNg psiog * Dizcard oK. |
Event ID | " Process

Cancel |
Event Type Iﬁi‘-.LL j — Number
Ewent Category [ I1 ]' j Resst |

[# Enable Fiter Rules Ouput Encading ISystem Default j

Copy zettings from 'System’ |

ok | Cancel | Apply |

| Comnected to; LOCALHOST &

What counts as a license?

To operate WinSyslog in professional mode, a licenseisrequired. Many people
have asked what exactly islicensed and - importantly - if they need alicense for each
devices (e.g. router) that is sending syslog messages to WinSyslog.

WinSyslog is strictly licensed on a per-machine basis. This means the machine the
product isinstalled on. It does not matter, how many devices or machines do send
messages to the installed WinSyslog instance. So there are no client licenses.
Multiple WinSydog licenses are only needed if multiple instances of the product are
installed. This most probably isthe case in larger organizations which have asyslog
forwarding hierarchy.

Specifically, there are no additional licensesrequired for e.g. routers reporting to
WinSydlog. If WinSyslog is installed on a single machine and 100 routers send
syslog messages to it, only a single licenses needs to be purchased. If , on the other
hand, an additional WinSyslog is placed on a second machine, e. g. an administrator
workstation, an additional license needs to be purchased.

WinSyslog Web Site

Visit the support area at
Www.winsyslog.com/en/support

for further information. If for any reason that URL will ever becomeinvalid, please
visit www.adiscon.com for general information.
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Support Newsgroups

Share questions and answers with your peers! These groups are also monitored by
Adiscon support staff.

The are available either viaNNTP (Newsreader, for example Microsoft Outlook
Express) at

news://news.adiscon.com/adiscon.products.winsyslog
They can aso be viewed via aweb browser at
http://erftstadt.adi scon.com/exchange/root.asp?acs=anon

Email

Please adress all support request to
suppor t@adiscon.com
An appropriate subject line is highly appreciated.

Online Seminars

Adiscon offers a selection of online seminars. This selection is continously being
expanded. All available seminars can be found at:
http://www.adi scon.com/Common/SeminarsOnline/

When viewing the seminar selection, please keep in mind that WinSyslog isa
member of the MonitorWare line of products. As such, seminars related to the
common reporting engine are relevant to WinSyslog, too.

Please note: Windows Media Player is required to view the seminars.

Phone

+49-2235-985004 (with "+" being the international dialing prefix, for example 011
inthe US).

Phonetechnical support islimited to Upgradel nsurance customers.

Please note that we are in the Central European Time zone (CET). That is 1 hour east
of Greenwich Time. If itis12pmin New York, it is 9pm at our office location. Our
office hours are from 9am to 5pm. So we generally advise US customersto call in
early mornings and Asian customersto call in late afternoon.

For best customer service, we highly recommend limiting phone calls to
emergencies. We are checking our other support options regularly. Email support is
available also during non office hours, typicaly until 10pm CET.

Fax

Please direct your faxes to
+49-9349-928820

WinSyslog 4.2 User Manual Getting Help e 63



with "+" being the international dialing prefix, e.g. 011 in the US and 00 in most
other countries.

Software Maintenance

Adiscon’ s software maintenance plan is called Upgradel nsurance. It offers unlimited
free upgrades and priority support during its duration. It can be purchased for a
period between 1 and 5 years.

To learn more about Upgradel nsurance, please visit

http://www.adi scon.com/Common/en/products/upgrade-insurance-detail s.asp

Non-Technical Questions

Please address all non-technical questionsto
info@adiscon.com

Thisemail alias will answer all non-technical questions like pricing, licensing or
volume orders.

Product Updates

The WinSyslog line of productsis being developed since 1997. New versions and
enhancements will be made available continuously.
Please visit
WWW.Winsyslog.com
for information about new and updated products.

64 e Getting Help WinSyslog 4.2 User Manual



WinSyslog Concepts

Learn what WinSyslog is made for and made of.

The WinSyslog Service offers advanced monitoring capabilities. It can not only
monitor the system it isinstalled on, it can also include information received from
syslog enabled devices. To fully unleash WinSyslog' s power, you need to learn a bit
about its concepts. This chapter here has full details.

WinSyslog operates on a set of elements. These are
e Services
e Information Units
o Filter conditions
e Actions
e Rules

It isvital to understand each element and the way they interact. This chapter
describes each element in detail.

Services

Services inside the WinSyslog Service gather the data that is processed by rules.
Each service type reflects a specific set of code inside the WinSyslog Service. For
example, a syslog services represents an instance of a syslog server

Typically, there can be multiple instances of the same service running, aslong as
their configuration parameters do not conflict. There can be multiple syslog servers
on agiven system as long as they listen to different ports. Consequently, there can be
multiple instances of the syslog service be created. For example, there could be three
of them: 2 listen to the default port of 514, but one with TCP and one with UDP and
athird one listens to UDP, port 10514. All three coexist and run at the same time.

Associated rule sets

Each instance of a service has an associated rule set. This allows easy creation of
customized rule sets on a per service basis. Of course, all services can also operate
on acommon rule set.

All services are executed as multiple threads inside the WinSyslog Service. From the
operating point of view, thereis only one system service called the "WinSyslog
Service'". If the service configuration of the WinSyslog Service is modified, the
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WinSyslog system service needs to be restarted in order to activate the new
configuration. Later releases will have some options to automate this task.

Information Units

Information units contain the data gathered by the services. As soon as a service
detects areportable event, it creates anew information unit. The information unit
contains atextual representation of the event as well as information about the event
itself. For example, it contains the system that the event was originated from and the
date and time it was received.

Most of these elements can be used as filter condition in the rule engine. Information
unit specific data elements are not eligible asfilter condition. However, there are
data elements (properties) which are defined to be present in al information units
even though they seem to be specific to a service type. One exampleis syslog
priority. These values are present in each information unit type simply because
priority isagood abstraction for other types, too. Such generally available properties
are mapped if they are not directly supported by the service type.

Inside the rule base, the information unit type itself can be used as afilter condition.
Thisfacilitates creating rules that check information unit type specific properties
only if they originated from the specific service type (e.g. check syslog priority only
if the information unit was generated by a syslog listener).

Filter Conditions

Filter conditions are used inside the rule engine (described below). They help to
decide when aruleisto be carried out. Filter conditions are considered to match of
the outcome of the configured comparison operation is"TRUE".

Syslog Priority

For syslog information units, thisis the actual syslog priority. If that filter condition
is used on non-syslog originated information units, it will be avalue mapped on a
best effort basisto asyslog priority.

Syslog Facility

For syslog information units, thisis the actual syslog facility. If that filter condition
is used on non-syslog originated information units, it will be avalue mapped on a
best effort basis to a syslog facility.

Message content

Thisfilter condition compares the configured string with the content of the message.
Wildcards are implicitly applied to the begin and the end of the specified string.

Source System

Thisisthe system a message originated from. It can be used to check for authorized
systems to pass messages to the WinSyslog Service.
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Information Unit Type

Thisisbased on the type of service that generated the information unit. So with this
setting rules can be created that act only on e.g. syslog messages or NT event reports
(only supported by EventReporter or the MonitorWare Agent).

Minimum Wait Time

Thisfilter condition can be used to prevent rules from firing too often. For example,
arule might be created to check the status of a port probe event. The port probe
probes an SMTP server. If the event isfired and the rule detects it, it will spawn a
process that tries to restart the service. This process will take some time. Maybe the
SMTP gateway need some more time to fully start up so that the port probe might
fail again while the problem is aready taken care of. The port probe as such will
generate an additional event. Setting a minimum wait time will prevent this second
port probe event to fire again if it is—let’s say — within 5 minutes from the original
one. In this case, the minimum wait timeis not yet reached and as such the rule will
not match. If, however, the same event is generated 5 hours later (with the mail
gateway failing again), the rule will once again fire and corrective action be taken.

Occurrences

Thisiskind of the opposite of the “Minimum Wait Time". Here, multiple events
must come in before arule fires. Take another example. Thistime, we use a ping
probe (natively available in the MonitorWare Agent — but WinSyslog can receive the
alerts generated by aremote ping probe). Ping is not avery reliable protocol, so a
single ping might be lost. Thus, it may not be the best idea to restart some processes
just because a single ping failed. It would be much better to wait for repetitive pings
to fail before doing so.

Exactly this the Occurrences filter condition is made for. It waits until a configured
amount of the same events occur within atime frame. Only if the count is reached,
the condition matches and the rule can fire.

Time

Thisfilter condition is used to check the time frame in which an event occurred. For
example, a syslog message from a Cisco router saying that it dialed up isnormal if it
occurs during office hours. If it occurs at night, so, it isan aerting signal and an
administrator might receive notification of this event (while he might otherwise
decide to discard it). This can be done with the time setting.

Weekdays

Thisisclosely equivalent to the time filter condition, except that it is applied on a
per-day basis. So it can be used to detect for example events occurring on weekends
and act differently on them.

Actions

Write to File

The message is written to a plain text log file.
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Write to Database
The message will be written to the specified ODBC database.

Write to EventLog

The message will be written to the application event log. Please note that the service
intentionally does not try to make the message look like it was generated on the local
system. This could be very confusing. Instead, it is written inside the message part
with standard values for event source and type.

Discard

Please see below (rule engine) for a complete discussion. Effectively, the message
will be discarded and any further processing of this information unit be stopped as
soon asa“Discard” action isfound.

Forward via Syslog

The message will be forwarded to a syslog daemon. UDP forwarding is supported.
Future releases will aso support TCP forwarding.

Forward via EMall

The message will be forwarded via email. Please note that each message will
generate one email message. Messages are not combined to fit into asingle mail.
Future releases will include adelayed email writer. It will be capable of sending
messages after a configured amount of time, effectively allow sending multiple
messages within asingle email.

Net Send

The message will be forwarded via the Windows “net send” functionality. Please
note that the Windows function is not very reliable and requires the user to be logged
in. As such, we recommend using “Net Send” only in combination with other
actions.

Start Program

The message will be passed to an external process. The command lineis specified in
the action modifier.

Set Property

Allows modification of the received message itself. Typically used to re-set some
values like the system name before the message is passed to further processing.

Rules

Rules are the workhorse of the WinSyslog Service. All actions and processing
carried out is configured by the rules defined. Rules are configured by the client and
processed by the so-called "rule engine” inside the WinSyslog service.
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Y ou might already know something similar to the WinSyslog rule engine. Rule
engines and rule bases are an extremely powerful tool and in widespread use in the
industry. Examples of rule bases can be found at Checkpoint's Firewall One Firewall
Rule Base or Cisco Routing filter - just to name afew.

Therule base consists of the rules as configured in the client. The rule engineisthe
process carrying out the rules. A rule base can contain no, one or an unlimited
number or rules. However, if thereisno rule at al defined, no action will ever be
carried out by the service. Consequently, the client will issue awarning message in
this case.

A rule has a description and associated match conditions and actions. The match
conditions are called "Filter conditions'. These specify when aruleisto be carried
out. Again, there can be no, one or many conditions for asinglerule. If there are no
Filter conditions, the rule will always match. Thisis useful in many cases. If thereis
more than one filter condition, all conditions need to match in order for the ruleto
match (logical AND).

Actions associated with arule specify what to do when the associated rule matches
(and only the associated rul€). Actions carry out the actual processing of messages.
For example, actions include logging a message to aflat file or database, sending it
viaemail or forwarding it to syslog daemon or another WinSyslog Service. There
can be no, one or an unlimited number of actions associated with arule. However, if
no action is associated, the rule will not have any effect. Consequently, the client will
issue awarning when writing the rule base. Rules without actions can be useful to
temporarily disable arule with complex filter conditions. If there are multiple
actions, they are not guaranteed to be carried out in any specific order. If you
definitely need an action to be carried out before another one, you currently need to
define two rules.

Actions can be modified with action modifiers. These are the strings attached to a
specific action. Action modifiers allow customizing a specific behavior of this
action. It modifies only this action and only this one, other actions of the same type
are not affected - regardlessif the appear in the same rule or atotally different one.
The use of the action modifier depends on the type of action. For example, with
sydog forwarding it is the host the syslog message is to be forwarded to. With
ODBC database logging it isthe DSN and so on. If there is no action modifier, the
values configured in the client's configuration tabs will be used. They are also used
for all values that can not be modified viathe action modifier (e.g. the SMTP server
address for email forwarding).

Below find a screenshot of arule base with a number of rules, filter conditions and
action modifiers
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(o] WinSyslog Configuration Client
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But now that we know the elements, how arerules being processed? It is easy.
Rules are strictly processed from top to bottom, or from number 1 to the last one.
Each rule is checked to seeif it matches. If it does, all associated actions are carried
out. Then, the rule engine advances to the next configured rule. Once again, it checks
if it matches and - if it does - carries out the actions associated with that rule. Then
the next rule is processed and so on. The rule engine stops when there are no more
rules to be evaluated. It also stopsif arule contains a"discard" action.

The"discard action" isavery special and powerful action. It does not actually carry
out any processing. In fact, it disables all further processing for a message as soon as
it isfound by the rule engine. Have alook at rule number 3 above. It contains the
discard action. If a message matches that rule, actions 4, 5 and 6 will not be
evaluated. Even if there were a match in these rules, their actions won't be carried
out. So what is the discard action good for? It is used to handle common situation
where a number of well know messages - unimportant messages - should be filtered
out so that the other rules do not need to take care of these messages. In many other
products using rules bases, thisis called the "block rule". Please note that with
Adiscon's rule engine, there can be multiple block rules at multiple layers of the rule
base giving you additional flexibility.

Onelast thing to mention: the rule base is applied to each and every message
arriving at the WinSyslog Service. By design, there is no way to modify the behavior
of the rule base for the next message to be arrived. This ensures an always consistent
processing of incoming messages. However, there can be multiple rule bases. Each
rule base is associated with a service. Only the rule base associated with the
service generating the message will be processed.

While building and testing your rule base, please keep in mind that the WinSyslog
service needs to be restarted to load a modified rule base. The reason isthat the
service does not re-read the rule base to save system resources.
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Purchasing WinSyslog

If you would like to use WinSyslog' s advanced features, you can purchase your own
copy. Hereis how to do it easily.

Advanced Features are available in the professional version. They can be used for 30
days after installation without a license. However, after this period avalid license
must be purchased. The processis very easy and straightforward.

The License

Please see license.txt for full license information. Thisfile can be found in the ZIP
file and is also displayed during installation.

Differences between the Free and Professional
Version

The free version includes the Interactive Syslog Server, an interactive Windows GUI
program. It can be used to log messages in real-time for instant review. The message
buffer islimited to the last 60 lines, which is more than enough in typical network
troubleshooting situations.

The professional version offers all features described in this document. Most
importantly, it includes the full rule engine including all services, filter conditions
and actions. That engine is not available in the Interactive Syslog Server. The
professional version can operate in the background as a system service. We strongly
recommend this mode for continous monitoring of important devices.

Right after installation, WinSyslog isin so-called “trial mode” for 30 days. In this
mode, it offers all features of the professional version. After 30 days, it revertsto
“freeware mode” and the enhanced features — including the system service—are
disabled. They can be renabled by simply entering the registration key after
purchase. No new installation or configuration is necessary.

Pricing

Thelicensefeeis US$ 49.

For customersin the “Euro Zone” (European countries using the EURO as officia
currency), the license fee is EURO 69 including 16% VAT. European Community

residents with VAT identification number should state this number in order to
receive tax exemption. If not stated, full VAT will be charged. All European
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Community orders will be processed in EURO. US$ payment is available for
international customers, only.

Please email Adiscon at sales@adiscon.com if you are interested in avolume order.

How to order
The most convenient way isviaour online order processing system found at
https://secure.adiscon.com/WinSysl og/en/
If you do not like to order online, registration is still as simple as 1-2-3:
1. Print out the registration form on the order web site

2. Pleasefill it in. Remember to include number of licenses requested and
payment information as well as your email id.

3. Mail or fax the registration form to Adiscon.

We accept al major credit cards. If you would like to place a purchase order, please
see

http://www.adi scon.com/Common/en/OrderByPO.asp
for details.

If you need any additional payment options, please contact us at Info@Adiscon.com
or the below given addresses.

Direct your ordersto:

Adiscon GmbH
Franz-Marc-Strasse 144
50374 Erftstadt
Germany

Fax: +49-2235-985032
Phone +49-9349-928820

email: order@Adiscon.com

All credit card orders need to be processed in Euro. US$ payments will be converted
to Euro according to current exchange rate. There might be aslight difference in the
converted value due to exchange rate differences.

Order Form

Y our order can be placed using the following form. The most current online order
formisavailable at

https://secure.adiscon.com/WinSysl og/en/

If you'd like to order by mail or fax, please print out the order form and sign it.
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Reference

The WinSyslog Service

The Service operates in the background while your computer is running.

The WinSyslog Service isinstalled as a system service during setup. It typically runs
on each machine being monitored. However, some machines can also be dedicated to
run it for housekeeping functions (for example log consolidation).

The WinSyslog Service can be "engine only" installed. In this case, only the service
isinstalled onto a machine. It can be customized either by directly editing the
registry or copying aregistry snapshot from a machine with installed client. Please
note that "Engine Only" installs need a full WinSyslog license.

The WinSyslog service program is called " winsyslg.exe". It isthe sole executable
that needs to be distributed for mass rollouts.

The Service Account

NT Services must utilize an NT logon account in order to perform their intended
tasks. The WinSyslog service is no different. The account initially used by the
serviceis "loca system". We recommend retaining this setting.

If for any reason you would like to change the service account, you can do so viathe
control panel "services' applet (or the "Computer Management" MMC under
Windows 2000). However, you need to make sure that the new account has sufficient
permissions.

Command Line Switches

The WinSyslog Service supports alimited set of command line switches. These are
primarily used for unattended installations or "engine only" installs. These are:

winsyslg —h Help, displays a short usage notice.

winsyslg - Installs the service

winsyslg —u Removes (uninstalls) the service

winsyslg —v Displays version information as well as whether or not
the serviceisinstalled.
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Formats

Database Format

MonitorWare Agent stores and expects data in the “MonitorWare Common Database
Format”. Thisformat is understood by all members of the MonitorWare line of
products.

The database format is easy to implement and does not rely on database-specific
features. All event datais stored in asingle table.

There are some large textual elementsinside that table, namely the message part and
the Windows event log binary data part. These entities should be stored asalarge
text element whenever the database system supports it. For example, under Microsoft
SQL Server thisisthe “text” datatype.

Adiscon officialy support Microsoft Jet and SQL Server databases. However, all
MonitorWare products work with alarge variety of databases, including for example
Oracle or Sybase. Aslong asthereis astandard ODBC driver available for agiven
database, it should be usable with WinSyslog.

The default table name as well as all field (column) names can be overwritten with
the configuration client. Thisis most useful if the dataiis to be included into an
already existing database or to solve reserved-name conflicts with not directly
supported systems. For example, this needsto be done with Sybase as“message” isa
reserved word there. For ease of use, we recommend not to change any of the default
names if there is no definite need to do so.

There are samples available for Microsoft Jet (Access) and Microsoft SQL Server.

Database Samples

These sample here implement the MonitorWare Common Database Format in widely
used database systems.

Attention Sybase users: the “Message” name isreserved in your database system
and cannot be used as afield name. It needs to be changed, otherwise the table create
will fail. Be sure to also change it in to client database field name configuration.

JET (MS Access) Sample

A sample JET (Microsoft Access) database file isincluded in the WinSyslog install
set. It conforms to the MonitorWare Common Database format.

Itisin Microsoft Access 97 format to enhance compatibility. It can be converted to
any more current format without any problems. In fact, we recommend using the
most current format supported by your system because it offers the best performance.
To convert it, please use Microsoft Access.

Microsoft SQL Server Sample

If you would like to create the default database on Microsoft SQL server, please use
the following script:

CREATE TABLE.SystemEvents (
ID int IDENTITY (1, 1) NOT NULL,
ReceivedAt datetime NULL,
DeviceReportedTime datetime NULL,
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Facility smallint NULL,
Priority smallint NULL,
FromHost nvarchar (60) NULL,
Message text,

NTSeverity int NULL,
Importance int NULL,
EventSource nvarchar (60),
EventUser nvarchar (60) NULL,
EventCategory int NULL,
EventID int NULL,
EventBinaryData text NULL,
MaxAvailable int NULL,
CurrUsage int NULL,

MinUsage int NULL,

MaxUsage int NULL,
InfoUnitiD int NULL ,
SysLogTag varchar(60),
EventLogType varchar(60),
GenericFileName varchar(60)

)
This script should also be easily adaptabl e to other database systems like Oracle.

When porting the script to other database systems, please note that “nvarchar” is
essentially “varchar”. The difference is that data is stored in Unicode which allows
storage of non-ANSI characters. Typically, it can be replaced with “varchar” or an
equivalent data type without any problems.

Version History

Interested how the WinSyslog Service evolved and which features are new to this
build? Read it here!

This short history provides some background information about the versions
available aswell as their pros and cons.

Thisisuser driven software.

Please provide us with your feedback. Many features have become reality with
the help of envisioning users!

1.0

Thisistheinitial release. It provides all the basic functionality, has some restrictions:
e thereisno configuration program
e logging to stdout only

e doesnot run asaservice

2.0

Thisis the feature-upgraded release. Thisrelease is available as shareware. It
contains the following enhancements:

e runsastrue multithreaded Win32 service process

e controllable viathe control panel "services' applet
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e supportslogging to the Windows NT Event log

o extended log entries

3.0 betal
This version has been released to the public on October, 6th 2000.

e Thisversion is much improved. It contains the following
enhancements:

e WinSysog client added

e interactive display of syslog messages
e  easy service configuration

e logging to flat ASCII files

e logging to ODBC data sources

e Licensing vialicensee name and license key. Thereisonly asingle
executable for both the trial and the licensed version. Thisway, atrial
installation can become a fully licensed one with even less effort.

3.0 Final Release

This version has been released to the public on October, 16th 2000. It isa production
build of 3.0 beta 1. It contains the following enhancements:

e somebug fixes (Client & Service)
e minor user interface enhancements in the WinSyslog Client

e multilingual interface for WinSyslog Client

3.1 Betal

This version has been released to the public on October, 31st 2000. It contains the
following enhancements;

e Japanese-language support
e XML based internationalization system
e increased message logging size

o fixed some minor bugs

3.1 Final Release

This version has been released to the public on December, 4th 2000. It contains the
3.1 Beta 1 enhancements plus:

e Password encryption for ODBC connection settings

o fixed abug that caused a maximum of 256 bytes to be written to the
ODBC data source (other event targets were reported correctly)

e enhanced setup program based on the Microsoft Windows Installer
Service, the new standard for software installation in the Windows
environment
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3.2 Final Release (Build 111)

This version has been released to the public on January, 30th 2001. It contains new
enhancements and some bugfixes:

time zone used can now be configured (Localtime or UTC)

fixed a bug in the WinSyslog Client that occurs only on
Mutlimonitorsystems.

fixed a bug that caused the client to hang when the user had insufficient
access privileges to the system registry (client now displays an error
message and quits gracefully)

3.3 Preview Release (Beta 1, Build 113)

This version has been released to the public on 2001-03-14. It offers major
enhancements over the previous versions.

Flexible Rule Engine - the big, big plus! Messages received are now
run through rules. Each ruleis associated with actions (like sending
mail or writing to ODBC databases) that are carried out when the rule
matches. There is an unlimited number of rules and actions.

EMail Support - received syslog messages can now be forwarded to
email recipients.

Syslog Forwarding Support - allows to cascade syslog servers.
Messages received by WinSysdlog can be forwarded by syslog protocol
to syslog servers on other systems.

Remote Administration - the client can now connect to remote systems
and configure them.

Clients supports integrated Version checking via Adiscon's online
eSupport site.

Unicode based - results in faster execution under Windows
NT/2000/X P and also eases internationalization.

Web interface to syslog database - available as a separate free
download. The web interface enables viewing syslog messages from
any web browser in real time.

3.3 Beta 2 (Build 114)

This version has been released to the public on 2001-03-23. It offers fixes and
enhancements over the preview release.

Added anew Registrykey bReloadRuleBase. If thisvalueis set to 1,
the WinSyslog Service reloads the Ruleset everytime when receiving a
Syslog-message. Thisisvery useful for testing and debugging a
complex rule base.

Enhanced the Client with the Rulebase Wizard, which helps al usersto
build abasic Ruleset. The Wizard also can Import older settings from
WinSyslog 3.2 (And lower).

Added anew Toolbar into the Client, where all function like Save or
Reload ... can be called.
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Added more support for controlling the Service. The Client can now
secure Start, Stop and Restart the service. If an error occurs while these
actions, a detailed error message occurs

Added more Support for Remote Configuring. That means you can
configure and maintain a WinSyslog Service on other machines. Thisis
very useful, you don't need a physical access to the machine running
the WinSyslog Service.

3.3 Beta 3 (Build 115)

This version has been released to the public on 2001-04-02. It offers important fixes
and enhancements over the beta 2 release.

Fix for immediate expiration - a bug in beta 2 made enhanced features
unavailable (see related news release at

www.winsysl og.com/Common/en/News/WinSysl og-2001-04-02.asp

Memory leak removed - beta 2 had a memory leak if ODBC errors
occurred. This has been fixed.

e Moredescriptive ODBC error messages - if ODBC connections
fail, more detailed information is logged to the NT application event
log.

New, enhanced installation system - based on Windows Installer
service and InstallShield. Now has complete repair options aswell as
custom setup options.

3.3 Final (Build 117/Client 3.3.31)

This version has been released to the public on 2001-04-12. It contains all features of
the previous beta versions plus small changes. It is afully supported final release
meant to be used in production environments.

Configurable syslog forwarder port - the IP port to be used when
forwarding syslog messages can now be specified both globally and on
aper action basis,

bug fix in real-time logging display - priority and facility were mixed
up

some minor (cosmetic) bugs fixed

3.31 Final (Build 118/Client 3.31.40)

bug fixed with DBCS-Encoding (WinSyslog Service) - A message
encoded with DBCS-characters caused the Service to stop working.
Thisisnow fixed. All dbcs-encoded messages are right processed.

RuleBase editing on Remote machine (WinSyslog Client) - While
managing a remote machine, the RuleBase-Menu was always disabled.
Now, you can also edit the RuleBase on aremote machine. Its also
possible to run the Client on Windows9x and to maintaince a remote
machine running Windows NT/2000.
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3.32 Final (Build 119/Client 3.32.47)

Fixed abug in the "Send Email" function (WinSyslog Service). - When
sending an email, the date was false in some timezones. Thisis now
corrected.

Enhanced the "Edit Rules’ Window (WinSydog Client).

3.4 Final (Build 120/Client 3.4.52)

Windows 9x/Me file logging support - The client itself does now
support logging to aflat file. This feature allows file logging under
Windows 9x and Windows Me.

Improved client display - Facilities are now displayed color coded and
with full name (e.g. LOCALO instead of 16).

3.5Final (Build 121/Client 3.5.75)

Spanish language user interface - the WinSyslog client now supports a
Spanish language user interface.

ODBC logging enhancements - it is now possible to overwrite the
default field names. This provides additional flexibility for enhanced
solutions.

Fixed abug that could cause the WinSyslog service to stop
unexpectedly if the mail server used for email delivery did refuse
connection. Now, these event is properly reported and processing
continues. Bug seen very seldom in reality.

some minor bug fixesin the client application

3.6 (Build 122/ Client 3.6.112)

This version has been released to the public on 2001-09-06. The main new featureis
support for Microsoft’s new Windows X P operating system. It detects the operating
environment automatically and adjusts accordingly.

Enhanced the WinSydog Client with the new Windows XP Look and
Fedl.

The WinSyslog Client now fully supports the new Windows X P Fast
User Switching feature. It checks if another user in another session is
using the WinSyslog Interactive Server on the same port.

New manual availablein PDF Format.

New option available for Syslog forwarding. It is now possible the add
the original source of a message when forwarding to another syslog
server.

Fixed some minor bugs in the WinSyslog Client.

WinSyslog has a new enhanced installer now. Users can now download
asmaller install set which will download the Windows Installer only if
necessary (it typically is not necessary under Windows 2000, Windows
XP and systems with Office 2000 or above installed). In most cases this
will reduce the download time.

some minor bug fixesin the client application

WinSyslog 4.2 User Manual

Reference o 79



3.7 (Build 124/ Client 3.7.126)

This version has been released to the public on 2001-12-06. It contains a number of
user requested small enhancements as well as some bug fixes.

Customizable email subject line. We do now have support for
replacement characters. So the event source, facility, priority and
message content can be included into the email subject. Great for
pagers and cellular phones, which often only display the subject line of
amessage sent to them.

RFC3164 compatible date and time parsing. If enabled, the receive
time stamp is taken from the syslog message rather than from the local
system time.

Unique file name generation (based on system date) can now be turned
off. Thiswas requested by customers monitoring syslog files with
externa file monitor processes.

File Logging datafields are now configurable. Date/Time, Facility and
Priority fields can now be turned off. If so, they won't be written to the
log file.

Solved a usability issue. When using the rule wizard with standard
settings, a syslog forward to local host was often accidentally created.
Thisin turn lead to aloop where each message received was forwarded
to WinSyslog itself, starting an endless iteration. Now, even when
forwarding is enabled it is disabled by the product if no syslog
forwarder addressis specified (we formerly used a default of
127.0.0.1).

Fixed a bug that occurred when ODBC logging was used with Oracle.

Improved the WinSyslog Client speed. Especially slow machines with
Windows XP should see afaster WinSyslog realtime log display.

4.0 RC1 (Build 301)

This version has been released to the public on 2002-01-24. It is a considerate
improvement over the 3.x releases. This version has undergone 2 cycles of beta
testing and is close to the final release.

4.0 RC2 (Build 302)

This version has been released to the public on 2002-02-20. It has been enhanced
based on user feedback on RC1. There are some bug fixes, as well as a number of
important improvements:

dramatically improved performance for the ODBC and file write
actions

the email forwarder now works on atimeout. If multiple events are to
be forwarded by email within a short period of time (afew seconds),
these can be combined into asingle email message. Thisis
configurable.

Added the SETP forwarder
Full RFC 3164 message parsing added
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o New timestamp with the date/time originally reported added

e support for sending XML formatted message format for email and file
logging.

e Timestamps can now be written in UTC format into the ODBC
database

e New text log file options. Including WebTrends compatible format and
araw syslog format that is required by some other syslog file readers.

e |Improved help system — now available as standard Windows HTML
Help

4.0 FINAL (Build 304)

This version has been released to the public on 2002-03-09. It is basically the same
code, with some minor enhancements:

e some terms have been changed for better understanding (e.g. “ Criteria”
are now “Filter Conditions”)

e multi-lingual user interface now available in English, French and
German

e documentation updates, including added step-by-step guides

4.1 (Build 308)

This version has been released to the public on 2002-04-10. It offers these new
benefits:

e includes Spanish and Japanese language support

e thelnteractive Syslog Server now does support all 5 languages,
including French (which was missing in the 4.0 release).

e New sarvice: heartbeat: can be used to periodically send “| am alive’
packts to other syslog servers.

e |Improved configuration client: configuration changes can now
automatically be saved without user intervention.

e  Greatly improved performance for the “write to file” and “write to
database” actions

e Greatly smplified the configuration process to create one syslog
message file for each reporting system (an often requested feature).

e New “set property” action allows to overwrite some message
properties. Great for renaming devices.

e Documentation updates, including added device-specific step-by-step
guides

4.2 (Build 316)

This version has been released to the public on 2002-06-18. It offers these new
benefits:

e German and French are now available consistently throughout the
product screens.
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Much improved Japanese language support. The output encoding
(EUC, JIS, SJIS) can now be selected for email and syslog forward
actions.

Incoming message can now be filtered based on alower, higher or
equal syslog priority. Previously, only an exact match was supported.
This greatly simplifies rule creation in common scenarios.

Replacement characters are now supported in the “ Start Program”
action. This allows e.g. to pass the source system or message content to
an external program.

Improved syslog over TCP receiver — offers greater compatibility and
more options.

Support for debugging complex rule bases (log file can be written)

Interactive Syslog Server can now be instructed not to scroll incoming
messages as they arrive — often requested to save client machine
performance.

New exclude filters based on message content (all previous versions
supported include filters, only)

Support for SMTP authentication added

File logger does now allow concurrent reads and writes to the log file.
So it can be reviewed e.g. with notepad while it is constantly being
written.

Support for Windows XP visual styles added.

Database schema change to capture new data and provide seamless
interaction with upcoming changes and new products like the new web
interface or the MonitorWare console.

Enhanced WinSyslog Web Access based on the former web interface
now part of the core product.

Some bug fixes

Copyrights

This documentation as well as the actual WinSyslog product is copyrighted by
Adiscon GmbH, Germany. To learn more about other Adiscon products, please visit
www.adiscon.com/en/products/. To obtain information on the complete
MonitorWare line of products, please visit www.MonitorWare.com.

Please note that WinSyslog is part of the MonitorWare line of products. Please visit
the MonitorWare site (www.MonitorWare.com) to receive updates and information
on al members of the family. The site also does have information on combining the
individual components — including WinSyslog — to build a complex distributed
configuration.

Microsoft, Windows, and the Windows logo are trademarks, or registered trademarks
of Microsoft Corporation in the United States and/or other countries.

Other trademarks mentioned belong to their respective owners. They are solely used
for reference purposes.
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Glossary of Terms

EventReporter

EventReporter is Adiscon’ s solution to forward Windows NT/2000/X P event log
entries to central system. These central systems can be either WinSyslog's, other

syslog daemons (e.g. on UNIX) or MonitorWare Agents. EventReporter is part of
Adiscon’s MonitorWare line of products.

Millisecond

A millisecond is athousand of a second. It is abbreviated as “ms’. As such, 500ms
mean half a second.

Inside the MonitorWare line of products, many timers are expressed in milliseconds
as afine control over the services and actions is provided to the administrator.

MonitorWare Line of Products

Adiscon’s MonitorWare line of products is a suite of monitoring and operations
management tools. If consist of several components, each of which can be used
either individually or as a complete solution. As of thiswriting, the following
products are available:

e Activelogger (www.activelogger.com)

o EventReporter (www.eventreporter.com)

e MoniLog (www.monilog.com)

e MonitorWare Agent (www.monitorware.com)

e WinSysdog (www.winsyslog.com)

New products are continously being added — please be sure to check
www.monitorware.com from time to time for updates.

SETP

SETPisthe “Simple Event Transfer Protocol”. SETP allows reliable delivery of
events between SETP supporting systems. All members of the MonitorWare line of

WinSyslog 4.2 User Manual

Glossary of Terms e 83


http://www.activelogger.com/
http://www.eventreporter.com/
http://www.monilog.com/
http://www.monitorware.com/
http://www.winsyslog.com/
http://www.monitorware.com/

products support SETP. WinSyslog and EventReporter operate as SETP clients. As
such, they can forward events generated and gathered by them to central or
intermediary SETP servers. The MonitorWare Agent can operate both asa SETP
server and client and as such also asarday. It plays avital rolein acomplex,
distributed environment.

SETP was developed for MonitorWare. It alows synchronous communication
between SETP clients and servers. With SETP, an event can be forwarded exactly as
it was on the original event generating system. For example, if asysog messageis
received on aremote system, that exact syslog message can be forwarded viaas
many SETP relays as is configured. During that relaying, no information from the
original message is altered or lost. As such, each of the relays as well as the final
SETP server will seethe original source address, time stamps and message.

Furthermore, SETP guarantees reliable delivery. It isbased on TCP, so each of the
SETP peers know exactly that the communication partner can successfully receive
and process the message. SETP guarantees that new events are only forwarded after
the previous ones were successfully received and processed. SETP also checks for on
the wire errors. Due to its characteristics, SETP can successfully be used in barely or
occasionally connected environments like radio connected systems.

The SETP design isinfluenced by many industry standard movements, most notably
the BEEP protocol and XML. However, SETP is optimized to have avery
lightweight footprint. As such, it can be implemented even in low powered devices
with little overhead.

SMTP

The"Simple Mail Transfer Protocol”. Thisis an Internet standard for sending email
messages. Virtualy all major email systems are either based on SMTP or at least
offer gatewaysto SMTP capable systems.

SMTPis used for sending email. It can not be used to pick up email messages. For
this purpose, protocols like POP3 or IMAP4 are required.

SMTPis highly standardized. As such, a standard email client can work with all
SMTP compliant servers. In the public Internet, almost all providers offer SMTP
compliant mail serversfor their customer’s use.

TCP

A reliable I P transport protocol. TCP communication ensures that no packets are lost
in transit. Assuch, it is most useful in low-bandwidth or unreliable environments.
Examples are dow WANSs or packet radio networks.

UDP

A non-reliable IP transport protocol. It provides best effort delivery. Typically, in
LAN environments UDP packets are never lost. However, in WAN scenarios or with
heavily loaded LANs, UDP packets might be lost.
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Upgradelnsurance

Upgradel nsurance is Adiscon’ s software maintenance plan. It offers free major
upgrades as well as priority support. Upgradelnsuranceis available for all Adiscon
products and can be purchased for a period between 1 and 5 years.

To learn more about Upgradel nsurance, please visit

http://www.adiscon.com/Common/en/products/upgrade-insurance-detail s.asp

UTC

UTC isthe so-called “universal coordinated time”’. UTC was formerly referred to as
“GMT” (Greenwich Mean Time) and is the basis of the international time zone
system. For example, New York, USA is5 hours behind UTC. Soif itis12 noonin
New York, the UTC timeis 5pm.

The MonitorWare line of products often uses UTC. UTC has the fast advantage of
providing one consistent time notation, even if devices are across multiple time
zones. Thisis extremely valuable if a centrel location isto consolidate events from
senders in multiple time zones.

Using UTC might not be appropriate if awhole system is contained within asingle
time zone. As such, most time parameters inside the MonitorWare line of products
can be configured to work with local time instead of UTC.
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