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1.2

Introduction
About WinSyslog

WinSyslog is an enhanced syslog server for Windows. It serves the same
purpose as a Unix Syslog daemon. It is an integrated, modular and
distributed solution for system management.

Network administrators can continuously monitor their systems and receive alarms as
soon as important events occur.

Syslog is a standard protocol for centralized reporting of system events. Its roots are
in the UNIX environment, but most modern devices (e. g. Cisco routers) use the
Syslog protocol. They report important events, operating parameters and even debug
messages via Syslog. Unfortunately Microsoft Windows does not include a Syslog
server (a Syslog server is called "Syslog daemon" or - short - Syslogd under UNIX).

Adiscon's WinSyslog fills this gap. Prior to version 3.0, WinSyslog was known under
the name of "NTSLog". WinSyslog is the first and original Syslog server available on
the Windows platform. Its initial version was created in 1996 just to receive Cisco
routers status messages. The product has been continuously developed during the
past years. Version 3 represented a major stepping stone. That was the main reason
we decided to rename the product.

WinSyslog can also be used in conjunction with Adiscon's MonitorWare Agent,
EventReporter and ActiveLogger products to build a totally centralized Windows event
log monitoring tool. More information on centrally monitoring Windows
NT/2000/XP/2002 can be found at www.monitorware.com

Most customers use WinSyslog to gather events reported from Syslog enabled devices
(routers, switches, firewalls and printers to name a few) and store them persistently
on their Windows system. WinSyslog can display Syslog messages interactively on-
screen but also store them in flat ASCII files, ODBC databases or the Windows event
log. The product runs as a reliable background service and needs no operator
intervention once it is configured and running. As a service, it can start up
automatically during Windows boot.

The improvised services and rules introduced in version 4 allow very flexible
configuration of WinSyslog. WinSyslog detects conditions like string matches in the
incoming messages and can actively act on them. For example, an email message can
be send if a high priority message is detected. There can also be multiple Syslog
servers running at the same time, each one listening to different ports.

Features
Centralized Logging

This is the key feature. WinSyslog gathers all Syslog messages send from different
sources and stores them locally on the Windows system. Event source can be any
Syslog enabled device. Today, virtually all devices can use Syslog. Prominent
examples are Cisco routers.

© 2005 Adiscon GmbH


http://www.monitorware.com/en/topics/syslog/index.php
http://www.winsyslog.com/en/index.php
http://www.mwagent.com/en/index.php
http://www.eventreporter.com/en/index.php
http://www.activelogger.com/en/index.php
http://www.monitorware.com/en

Introduction 5

Ease of Use

Using the new WinSyslog Client interface, the product is very easy to setup and
customize. We also support full documentation and support for large-scale unattended
installations.

Powerful Actions

Each message received is processed by WinSyslog's powerful and extremely flexible
rule engine. Each rule defines which actions to carry out (e. g. send an email message
or store event log to a database) when the message matches the rule's filter
condition. Among others, filter conditions are string matches inside the message or
Syslog facility or priority. There are an unlimited number of filter conditions and
actions per rule available.

Interactive Server

Use the Interactive Syslog Server to interactively display messages as they arrive.
Message buffer size is configurable and only limited by the amount of memory
installed in the machine.

Freeware Mode

We care for the home user! WinSyslog can operate as freeware in so-called "freeware
mode" without a valid license. It supports a scrolling interactive display of the 60
most current messages for an unlimited time. This feature is most commonly
requested for home environments. And: even our free copies come with Adiscon's
great support!

Standards Compatible

WinSyslog is compatible with the Syslog RFC 3164. It operates as an original sender
(device), server and relay. All specified operation modes are supported. Non-RFC
compliance can be configured by the administrator to fine-tune WinSyslog to the local
environment (e.g. timestamps can be taken from the local system instead of the
reporting device in case the device clocks are unreliable).

WinSyslog Web Access

Never need to look at plain text files! WinSyslog comes with a fully functional ASP
application that will display the contents of WinSyslog generated database entries.
The ASP pages are in full source code and can easily be customized.

Syslog Hierarchy

WinSyslog supports cascaded configurations most commonly found in larger

organizations. In a cascaded configuration, there are local WinSyslog instances
running at department or site level which report important events to a central
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WinSyslog in the headquarter. There is no limit on the number of levels in a cascaded
system.

Email Notifications

WinSyslog emails receive events based on the user defined rule set. Email
notifications can be sent to any standard Internet email address, which allows
forwarding not only to typical email clients but also pager and cellular phones. The
email subject line is fully customizable and can be set to include the original message.
That way, pagers can receive full event information.

Store Messages Persistently

The WinSyslog server process stores all messages persistently. It helps to audit and
review important system events later on without any hard effort. Messages can be
written to flat ASCII files, ODBC data sources and the Windows event log.

Multiple Instances

WinSyslog supports running multiple Syslog servers on the same machine. Each
instance can listen to a different Syslog port, either via TCP or UDP and can be bound
to a different rule set for execution.

Full Logging

WinSyslog logs the received Syslog message together with it's priority and facility
code as well as the sender's system IP address and date. It is also able to log
abnormally formatted packages (without or with invalid priority / facility), so no
message is lost.

Robustness

WinSyslog is written to perform robust even under unusual circumstances. Its
reliability has been proven at customers sites since 1996.

Minimal Resource Usage

WinSyslog has no noticeable impact on system resources. It was specifically written
with minimal resource usage in mind. In typical scenarios, it's footprint is barely
traceable. This ensures it can also be installed on heavily loaded servers.

Firewall Support

Does your security policy enforce you to use a non-standard Syslog port? WinSyslog
can be configured to listen on any TCP/IP port for Syslog messages.

© 2005 Adiscon GmbH



Introduction 7

NT Service

The WinSyslog service is implemented as a native multithreaded Windows NT service.
It can be controlled via the control panel services applet or the computer
management MMC (Windows 2000).

Full Windows 2000, 2003 and XP Support

We have full Windows 2000 support since Windows 2000 ships! WinSyslog versions
3.6 and above are specifically designed for Windows XP and support advanced
features like the new themes and fast user switching.

Runs on large Variety of NT Systems

NT 3.5(1), 4.0 or 2000; Workstation or Server - WinSyslog does run on all of them.
We also have Compaq (Digital) ALPHA processor versions on platforms supporting this
processor (service only, available on request).

Multi-Language Client

The WinSyslog Client comes with multiple languages ready to go. Out of the box
English, French, German, Spanish and Japanese are supported. Languages can be
switched instantly. Language settings are specific to a user.

Additional languages can be easily integrated using Adiscon's XML based localization
technology. We ask customers interested in an additional language for a little help
with the translation work (roughly 1 hour of work). Adiscon will than happily create a
new version. This service is free!

Friendly and Customizeable User Interface
New Skinning feature has been added to the WinSyslog Client. By default 5 new fresh
skins are installed and can be selected. These skins can be colorized with Hue,

Saturation and RGB colors. Click to see.

New Cloning feature added to the WinSyslog Client. In short you can now clone a
Ruleset, a Rule, an Action or a Service with one mouse click.

Move up and Move down function has been added for actions in the WinSyslog Client.

The WinSyslog Client Wizards has been enhanced for creating Actions, Services and
RuleSets. And other minute changes!

© 2005 Adiscon GmbH
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1.3.2

Components
Core Components

WinSyslog Configuration Client

The WinSyslog Configuration Client - called "the Client" - is used to configure all
components and features of the WinSyslog Service. The Client can also be used to
create a configuration profile on a base system. That profile can later be distributed to
a large number of target systems.

WinSyslog Service

The WinSyslog Service - called "the service" - runs as a Windows service and carries
out the actual work.

The service is the only component that needs to be installed on a monitored system.
The WinSyslog service is called the product "engine". As such, we call systems with
only the service installed "engine-only" installations.

The service runs in the background without any user intervention. It can be controlled
via the control panel "services" applet or the "Computer Management" MMC under
Windows 2000 or XP. The Client can also be used to control service instances.

Add-On Components

Interactive Syslog Server

The Interactive Syslog Server is a Windows GUI application receiving and displaying
Syslog events. It is a Syslog server in it's own right. Typically, it is used in
conjunction with the WinSyslog service, but it can also be used as a stand-alone
Syslog server.

The Interactive Syslog Server replaces the Interactive display from the pre 4.0 release
WinSyslog Client. It was brought into a separate program because there was some
confusion about the interactive display in the past.

PHPLogCon

PHPLogCon is a convenient facility to access MonitorWare gathered events over the
web. All major browsers are supported.

PHPLogCon is an easy to use solution for browsing Syslog messages, Windows event
log data and other network events over the web. PHPLogCon enables the system
administrator to quickly and easily review his central log repository. It provides views
typically used on log data. It integrates with web resources for easy analysis of data
found in the logs.

Mainly it helps to have quick overview over current system activity and accessing the
log data while not being able to access the administrator workstation (e.g. being on
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the road or roaming through the enterprise). While originally initiated to work in
conjunction with Adiscon's MonitorWare product line, it can easily be modified to work
with other solutions as well.

PHPLogCon is included in the MonitorWare Agent install set. It gets copied onto
machine but not installed. For installation of PHPLogCon, refer to the installation
instructions in the doc folder of PHPLogCon or see the online manual at
http://www.phplogcon.com/module-Static_Docs-view-f-index.htm.phtml

MonitorWare Console

MonitorWare Console facilitates the Network Administrators to gather valuable
information about their networks and offers them strong analytical abilities with which
they can examine their network proficiently against countless problems including
security breaches. Using the Views and Reporting Modules of MonitorWare Console,
you can find the problematic areas in your network very efficiently and promptly. As a
network administrator, you would not only like to find the problems but also their
solutions. MonitorWare Console's Knowledge Base Module is exactly meant for this
purpose. In short, MonitorWare Console is a very powerful tool that facilitates the
Network Administrators to scrutinize their networks from tip to toe and give an in-
depth perspective about what's going on in their system.

For further details please visit the MonitorWare Console website at
www.mwconsole.com

1.3.3 How these components work together

How these components work together?

All four components work closely together. The core component is the WinSyslog
Service, continuously running in the background. WinSyslog Configuration Client
creates the service configuration. This is the only task performed with the
Configuration Client. Consequently, the Configuration Client does not need to be run
continuously.

Once the service is configured, it operates in the background and performs the
configured duties. Most importantly, this includes receiving Syslog messages,
processing them via the rule base and storing them e.g. to a database, text file or
creating alerts.

The WinSyslog service itself does not have any interactive component. If Syslog
messages should be displayed with a Windows GUI, the Interactive Syslog Server is
needed. That server is implemented as a lightweight Syslog server. So itself is a full
Syslog server with limited capabilities but interactive message display. It performs it's
work only while it is running. To view Syslog messages interactively, the WinSyslog
service forwards them to the Interactive server. By default, this is done via the non-
standard port 10514 over UDP. As such, both Syslog servers (the service as well as
the interactive one) can run on a single machine without conflicts.

The message flow can be seen in this diagram:

© 2005 Adiscon GmbH
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Devices sending
syslog messages,
E.0. roUters

Send standard messages
via a14iudp

WinSyslog Service
Listening on UDR/MA14
Driven by Rulebase

.

Write to Write to
database text file

o l Interactive Syslog
Server
Listening on UDR/ 0574

In a typical configuration, the Syslog devices (for example routers or switches) send
standard Syslog messages via port 514 to the WinSyslog service. The service receives
these messages and processes them as configured in the rule base. In our example,
there are three actions configured for all incoming messages: writing them to a
database, to a text file as well as forwarding them to the Interactive Syslog Server.

Forwand messages to
interactive server (Using
nanstandard port 10514)

By default, messages are forwarded to the local (127.0.0.1) Interactive Server via
port 10514. The Interactive Server in turn listens to that port and receives the
forwarded Syslog messages from the server.

In UNIX-speak, the WinSyslog Service acts as a receiver as well as a Syslog relay. The
Interactive Syslog Server is just a receiver (and can never relay).

In fact, we have a cascaded Syslog server configuration here. Please note that the
Interactive Server is able to display the original message origin's address as the
message source because it honors a custom extension to the Syslog protocol that
enables this functionality.

The Configuration Client is only needed to create the service configuration. Once this
is done, it need not to be used and as such is not part of the message flow.
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PHPLogCon is only needed if accessing Syslog messages over the web is desired. It is
a convenient facility to access MonitorWare gathered events over the web. All major
browsers are supported. PHPLogCon is included in the WinSyslog install set. It gets
copied onto machine but not installed. For installation of PHPLogCon, refer to the
installation instructions in the doc folder of PHPLogCon or see the online manual at
http://www.phplogcon.com/en/Manual/current/index.htm. Please email
support@adiscon.com, if you want some more help in this regard.

Please keep in mind that the above example is just an example - there are numerous
ways to configure WinSyslog and its components to suit every specific need. But we
hope this sample clarifies how the WinSyslog components work together.

1.4  System Requirements

The WinSyslog Service has minimal system requirements. The actual minimum
requirements depend on the type of installation. If the Client is installed, they are
higher. The service has very minimal requirements, enabling it to run on a large
variety of machines - even highly utilized ones.

Client

e The Client and Interactive Syslog Server can be installed on Windows NT 4.0
SP6 and above. This includes Windows 2000, Windows XP and the Windows 2003
servers. The operating system variant (Workstation, Server ...) is irrelevant.

e The Client uses XML technology. Unfortunately, operating system XML support is
only available if at least Internet Explorer 4.01 SP1 is installed.

e The Client requires roughly 6 MB RAM in addition to the operating system minimum
requirements. It also needs around 10 MB of disk space.

e The Client is available for Intel based systems, only.

Service

e The service has fewer requirements. Most importantly, it does not need Internet
Explorer to be installed on the system.

e It works under the same operating system versions.

¢ Additionally, it should perform well under NT 3.51, but as we have not yet received
any request for supporting this operating system version, no tests have been
conducted yet. This will be done upon request.

e The service also by design supports the Compaq/Digital APHA processor, but again
has not been ported yet due to missing demand. If you are in need of such a
version, please contact Adiscon at support@adiscon.com.

e At runtime, the base service requires 4 MB of main memory and less than 1 MB of
disk space. However, the actual resources used by the service largely depend on the
services configured.

o If the service shall just receive a few syslog messages per second, a performance
impact is barely noticeable, if at all visible.

o If the WinSyslog service is receiving hundreds of messages per second, it will need
much more resources. Even then, the actual load is depending on the actions
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carried out. Storing the messages to text files is much less performance intense
than writing them to a database table - especially if the database engine is located
on the same machine. As such, there is no single guideline for hardware sizing. It
needs to be adapted to the expected workload. We have created an article on
performance optimization for syslog server operations, which you may want to read.

e Please note, however, that the service is specifically optimized to handle high
throughput including message bursts (for example received via syslog).

o If you expect high volume burst and carry out time consuming actions (for example
database writes), we highly recommend adding additional memory to the machine.
Even 64 MB additional memory will do nicely. A typical Syslog message (including
overhead) will take roughly 1.5 KB. With 64 MB, you can buffer up to 50,000
messages in 64 MB.

e WinSyslog is capable of storing such bursts temporarily in memory even if the
machine would otherwise be too slow to process the messages.

PHPLogCon

e PHPLogCon requires Microsoft Internet Information Server (IIS) version 4 or higher
to be present on the machine where PHPLogCon is to be installed but it is not
mandatory, we recommend to go on with Apache in conjuction with PHP.

Getting Started

WinSyslog can be used for simple as well as complex scenarios. This chapter provides
a quick overview of the agent and what can be done with it. Most importantly, it
contains a tutorial touching many of the basic tasks that can be done with WinSyslog
as well as pointer on how to setup and configure.

Be sure to at least briefly read this section and then decide where to go from here - it
will definitely be a worth time spent.

Setup

Setup is quick and easy. The WinSyslog Service uses a standard setup
wizard.

We highly recommend visiting our Online Seminars - to access the online seminars on
WinSyslog as well as other members of this product family.

Please note that these are not marketing videos but actually technically-
packed presentations that will help you getting started quickly and
efficiently.

Installing WinSyslog is simple and easy. A standard setup program installs the
application. WinSyslog is part of Adiscon's MonitorWare line of products.

A number of different Download Versions of the product is available. The install set
(the ZIP file you downloaded) contains a standard setup program and its necessary
helper files. Please unzip the archive to any directory you like. This can be a local
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drive, a removable one or a remote share on a file server. A Win32 Unzip program can
be found at www.winzip.com.

After unzipping, simply double-click "setup.exe" (this is the setup program) and follow
the onscreen instructions.

Please note that you might have downloaded the setup.exe file directly. This
is depending from where you download the install set. In this case simply run
it to setup the product.

2.2  Creating an Inital Configuration

Once WinSyslog is installed, a working configuration needs to be created. The reason
is that WinSyslog does not perform any work without being instructed to do so. To
create some basic work, the following needs to be done:

o Create a simple rule set - The most basic rule set includes no criteria, which
means all incoming messages will match. To get started, we recommend using just
a single "Write to File" action which will write the incoming messages to the local
disk.

o Create at least one syslog listener - Be sure to associate the created rule set
with the "Syslog Listener".

o Start the WinSyslog service

Your system is now ready to acced and store incoming messages.

2.3 Installing PHPLogCon

PHPLogCon is a convenient facility to access MonitorWare gathered events over the
web. All major browsers are supported. PHPLogCon is included in the MonitorWare
Agent install set. It gets copied onto machine but not installed.

For installation of PHPLogCon, refer to the installation instructions in the doc folder of
PHPLogCon or see the online manual at http://www.phplogcon.com/module-
Static_Docs-view-f-index.htm.phtml. Please email support@adiscon.com, if you want
some more help in this regard.

2.4  Obtaining a Printable Manual

A printable version of the manual can be obtained at
http://www.winsyslog.com/en/Manual/

The manuals offered on this web page are in printable (in PDF format) or HTML
Versions for easy browsing and printing. The manual is also included as a standard
Windows help file with all installations. So if you have the product already installed,
there is no need to download these documents.

The version on the web might also include some new additions, as we post manual
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changes frequently - including new samples and as soon as they become available.
Past manual versions are also available for those customers in need of it.

Export Settings

When working on a support incident, it is often extremely helpful to re-create a
customer environment in the Adiscon lab. To aid in this process, we have added
functionality to export an exact snapshot of a configuration. This is done via standard
Windows registry files. Please note that when we have received your file, we are also
able to make adjustments (if needed) and provide those back to you. This is a very
helpful support tool.

File = Computer Taoaols Skins Help

Connect to Compuker

Export Settings ko Reqgistry-file

Enable: £

Export Settings for MonitoriWare ECS (BINARY)

Import Settings from Registry-fle (BIMNARY) General O
Export Settings ko Registry-file (BINARY Sleep Tir
Impart Settings From XML File 1 mirte
Export Settings to XML File Ava

b IMAP Prabe 13 0 |

Figurel: Export Settings to a file

To use it, please do the following:

1. Go to "Computer Menu"

2. Choose "Export Settings to Registry-File"
(be sure NOT to select a binary format - they are only for special purposes. You
can also NOT review binary files for security-relevant data.)

3. Save this registry file.

You may be reluctant to send the registry file because of security reasons. We
recommend you to review the contents of the registry file for security purposes with a
notepad or any other text editor.

Please Note: We have a 1 MB limit on our mail account. Please zip the registry file and
then send it to us. If the file size doesn't reduce after compressing it you should
contact Adiscon Support for further instructions.

Fully XML Export&Import of Settings
It is now possible to save the whole configuration as XML. You can edit this XML,

duplicate Services, Rules or Actions and reimport the Settings. This is very useful to
sort and order large configurations.
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3 Step-by-Step Guides

The step-by-step guides are meant to get you started quickly. They provide
information on how to configure the product in common scenarios. Each section
includes the information necessary to complete a specific task.

The information is presented in an easy to follow "step by step" way (hence the
name). Each section begins with the intended result and then explains the steps to
achieve it in the correct order. They are documented together with hardcopies, so
they should be easy to follow. For best results, please be sure to follow the exact
order of the steps.

The step-by-step guides do eventually not include all information that might be
relevant to the situation. Please use your own judgment if the scenario described
sufficiently matches your need.

In the step-by-step guides, we assume the product is already successfully installed
but no configuration has been done. If it is not installed, please do so first.

All step-by-step guides assume that the client is running. This is kind of a step 0 for
all the guides.

To keep download times reasonable, the step-by-step guides are not included in this
manual. They are kept as separate web pages. This also allows us to modify and add
step-by-step guides. Additions are made all the time, so it is probably a good idea to
check http://www.monitorware.com/Common/en/stepbystep/ for new guides.

As of this writing, the following step-by-step guides were available:
Installations and Configurations

How To Setup MonitorWare Agent/ WinSyslog/ EventReporter
How To setup MonitorWare Console 2.0

How To setup MonitorWare Console 1.1

Configuring Windows for the Event Log Monitor

Sample Syslog device configurations

Intrusion detection via the Windows event log

Firewall setup for MonitorWare Agent

Creating a hardened log host

Services

How To Configure a Syslog Server

How To setup SETP Server Service

How To setup EventLogMonitor Service
Creating a simple Syslog server

Forwarding NT event logs to a Syslog server
Forwarding NT event logs to an SETP server

Actions

e How To setup an SETP Action
e Creating a rule set for database logging
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Centralized Monitoring / Reporting

How do I apply filters for database reports? (MonitorWare Console 2.0)
How To Schedule Reports with MonitorWare Console 2.0

How To Generate PIX Reports with MonitorWare Console 2.0 Manually

How To Generate Windows Reports with MonitorWare Console 2.0 Manually
How To setup PIX centralized Monitoring

Centralized Event Reports with MonitorWare Console

Centralized event reports with Monilog

How To Report Log Truncation

How To Generate PIX Reports with MonitorWare Console 1.1 Manually

How To Generate Windows Reports with MonitorWare Console 1.1 Manually
How To Schedule Reports with MonitorWare Console 1.1

You may also want to visit our syslog device configuration pages at
http://www.monitorware.com/en/syslog-enabled-products/. They contain instructions
on setting up several devices for syslog.

Using Interactive Syslog Server

With interactive Syslog Server is easy to immediately display Syslog
messages.

Interactive Syslog server is an add-on to the WinSyslog. Please note thatitis a
utility program, with a primary focus on real-time troubleshooting.

Interactive Syslog Server is not meant to continously monitor a system. This is what
the service is designed for. While Interactive Server allows to view current Syslog
traffic, the service should be used for all other purposes, like creating log files.

The Interactive Syslog Server replaces the Realtime Display from older WinSyslog
Client version. It is a very helpful application to verify that the WinSyslog Service is
running and working correctly. You can configure a Syslog Server. WinSyslog default
with one Forward Syslog Action that forwards Syslog messages to the local machine
on port 10514. The Interactive Server is configured to run on port 10514 by default.
That means that after installing WinSyslog, you can directly use the Interactive Syslog
Server to display Syslog messages.

Launching the Interactive Syslog Server

To run the Interactive Syslog Server, click the "Interactive Syslog Server" icon present
in the Programs Folder -> WinSyslog located in the Start menu.

It can also be launched from the command prompt:

o Open a Command Prompt window
. Change to the drive and directory where the MonitorWare Agent is installed.
o Type "InteractiveSyslogServer.exe" and hit enter.
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The Interactive Logging

Interactive Logging enables the client to log Syslog messages itself. Therefore, it can
work without the service. However, by default the service is required to run and needs
to be configured to forward Syslog messages to port 10514 via UDP . This is done to
prevent conflicts between the interactive server and the background service. If you do
not have a good reason to do so, we strongly recommend using this default setup.

Interactive Syslog Server is also supported under Windows 9x and Windows Me
systems. The service does work on these platforms.

File Wiew sSkins Help

{Giart Logging Stop Laggitg [ “iite Logfile [ Resolve Host names

Time Facilty  Priarity Source RealSource Logged Meszage -
4957 5/25/2004 5:04:36 P |LOCALD 1921681502 [ I5SPLWwWS01 bdar 18 16:08:47 ISPLWS 01 MwHea
4950 5/25/2004 5:04:36 PM | LOCALD 192.168.150.2 [ I5PLwWSO Mar 18 16:08:47 ISPLWS 01 MwHea
4949| 5/25/2004 5:04:36 P |LOCALD 192168150 2 | I5PLWwWSO1 bar 18 16:08:45 ISPLWS 01 MwHea
49481 5/25/2004 5:04:36 PM | LOCALD 192.168.150.2 [ I5PLwWSO bar 18 16:08:45 ISPLWS 01 MwHea
4947 | 5/25/2004 5:04:36 P | LOCALO 192168150 2 |I5PLWwWS O bdar 18 16:08:45 ISPLWS 01 MwHea
4946 5/25/2004 5:04:36 PM | LOCALD 192.168.180.2 | I5PLWwWSO btar 18 16:07:45 ISPLWS 01 MwHea
49451 5/25/2004 5:04:36 P | LOCALO 192168150 2 |I5PLWwWSO bar 18 16:07:45 ISPLWS 01 MwHea
4944 | 5/25/2004 5:04:36 PM | LOCALD 192.168.150.2 [ I5SPLWwWS0 btar 18 16:07:45 ISPLWS 01 MwHea
4943 5/25/2004 5:04:36 PM | LOCALD 192.168.150.2 [ I5PLwWSO bar 18 16:07:45 ISPLWS 01 MwHea
49421 5/25/2004 5:04:36 P | LOCALD 1921681502 [ I5PLWwWSO1 bar 18 16:07:42 ISPLWS 01 MwHea
4941 | 5/25/2004 5:04:36 PM | LOCALD 192.168.150.2 [ I5PLwWSO Mar 18 16:07:42 ISPLWS 01 MwHea
4940| 5/25/2004 5:04:36 P | LOCALO 192168150 2 |I5PLWwWS O bar 18 16:07:42 ISPLWS 01 MwHea
49339| 5/25/2004 5:04:36 PM | LOCALD 192.168.150.2 [ I5SPLWwWS0 btar 18 16:07:40 ISPLWS 01 MwHea
49381 5/25/2004 5:04:36 PM | LOCALD 192.168.180.2 | ISPLWSO bar 18 16:07:40 ISPLWS 01 Mw/Hea
4937 | 5/25/2004 5:04:36 P | LOCALD 192.168.150.2 [ I5SPLWwWS0 btar 18 16:01:38 ISPLWS 01 MwHea
4936| 5/25/2004 5:04:36 PM | LOCALD 192.168.150.2 [ I5PLwWSO bar 18 16:01:38 ISPLWS 01 MwHea
493R| 5/25/2004 5:04:36 P | LOCALD 1921681502 | I5PLWwWSO1 ktar 18 16:00:38 ISPLWS 01 MwHea
A93d | RAPRANNA F-04-3R PRALEOCAL D 192 1RE 1RNO 2 ISP WS b ar 18 1R-00- 38 ISPWSIT MwHea .ﬂ

qd‘."‘?."—’." 53'\"&' SEIEE“"'"' [.lear.‘ﬁ" Wlndaws T[anspa[ence ARl B

| Interactive Svzlog Server iz Feady- Registered Werzion 4

Interactive Syslog Server - Interactive Logging

Start / Stop Logging Buttons

These buttons start and stop Interactive logging. Once started, the client will log all
incoming messages until logging is stopped by the user. Messages are written to a
circular buffer. That means if the maximum buffer size is reached, new messages will
be stored, but older messages will be removed from the buffer. This allows the client
to run for extended periods without taking up too much system memory. The buffer
size is configurable. New messages are always displayed on top of the list. Older ones
are towards the bottom.

Write Logfile

If checked, all messages are written to a log file in addition to the interactive display.
Please note that this option influences the client only. If you would like to provide a
reliable long term log, we strongly suggest to use the service. It's file logging
parameters are customized under the "file tab".
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Resolve Host Names

If checked, the sender is displayed as a host name instead of the IP address. This is
often useful to quickly see the system that sent the message. Please keep in mind,
though, that the host name resolution takes a little bit of time (especially if a host can
not be resolved) and as such should not be used on a loaded system.

Save All

Used to save the current buffer contents to a comma-delimited file (so called CSV
format). All entries displayed in the grid are written.

Save Selection

Also saves a comma-delimited file. However, only messages selected (highlighted)
will be written to the file.

Clear All

It erases all the messages from real-time display.

Windows Transparence

When transparency functionality (slider) is moved to either right or left, Interactive
Syslog Server becomes transparent.

Detail View

If you double click on any message then it's detail view is opened. You can now go up

and down through the received syslog messages. You can also copy a whole message
into the clipboard like in the Event Viewer!

Interactive Syslog Server Options

There are three options in the Main bar of Interactive Syslog Server. These are:

1. File
2. View
3. Skin
4. Help
File Menu

You can access the File Menu either by clicking on the "File" in the main menu bar or
by pressing "Alt + F". Once you access the File Menu, you would see the following
Options:
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1. Options
2. Run Configuration Client
3. Quit

Each of these options are described below:
Options

This screenshot shows you the available options in the Interactive Server.

r'ou can zet all options for the Interactive display

— Interactive Dizplay
Mezsage Buffersize IED

Interactive Spzlog Paort |1 0514

¥ Reszolve BealSource from Syzlog message i available
[~ &llow rultiple instances of [nteractive Spslog Server

File Bazenarne Browse | |53'3|DEI

File Ex=tenzion Ith

[~ Create unique filenarmes

Choose wour language |Deutsch A|
F

rancais

[talian LI

13 Canizel |

Interactive Syslog Server options

Message Buffersize
The message buffer size (in number of messages) to be used for real-time display.

This is the maximum number of messages to be stored in memory. If this number is
reached and a new message arrives, the oldest one is deleted from memory.

Interactive Syslog Port

The UDP port the real-time display listens to. Zero is default from system services
database. Most installations can leave it at 10514.

Resolve RealSource

If enabled then it would resolve the IP address and display the real source name e.g.
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any workstation, firewall, router etc. For example, the IP address of the source
(named as Test01) was 192.16.1.0 after enabling this option it would display Test01
instead of the IP address.

Allow multiple instances of Interactive Syslog Server

If this option is enabled, it allows multiple instances of interactive Syslog server to
run at the same time.

File Basename

The File Basename also includes the file path. An example could be
"C:\temp\MWAgent".

File Extension

The File Extension is "txt" by default. This will open the files automatically in the
default text viewer.

Create unique filenames

If enabled, the Interactive Syslog Server will build a unique filename each day
containing the year, month and day. An example would be "Syslog-2002-01-01.txt".1
Language

The Interactive Syslog Server is multilingual by design. Select the user interface
language here. Languages are set on a per user basis. They can be switched instantly
without the need to restart!

Additional languages might be available. Please check www.mwagent.com from time

to time. If you are interested in other languages and volunteer to provide translation
services, please email info@adiscon.com. We will gladly help.

Run Configuration Client

When this option is checked, it starts the MonitorWare Agent Client.

Quit

It closes the Interactive Syslog Server.

Skin Menu

You can access the View Menu either by clicking on the "Skin" in the main menu bar
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or by pressing "Alt + S". This option allows you to choose the skin of your Interactive
Syslog Server. By default 5 new fresh skins are installed and can be selected. These
skins can be colorized with Hue, Saturation and RGB colors.

View Menu

You can access the View Menu either by clicking on the "View" in the main menu bar
or by pressing "Alt + V". Currently only one option is available i.e "Always on Top".
If you check this option then the Interactive Syslog Server application always remains
on the top of all other applications.

Help Menu

You can access the Help Menu either by clicking on the "Help" in the main menu bar
or by pressing "Alt + H". The Help menu provides a single option i.e. "About". If you
check this options it will display information about Interactive Syslog Server Client
Version.

5 Configuring WinSyslog
WinSyslog is easy to use and powerful.
In this chapter, you will learn how to configure the WinSyslog Service.

The most important part of WinSyslog - the service - runs in the background once it is
configured. There is no manual intervention needed to operate it. As such, this
chapter focuses on the WinSyslog configuration Client application. It is used to
configure the service settings.

To run the WinSyslog Configuration Client, simply click its icon present in the
WinSyslog program folder located in the Start menu. Once started, a Window similar
to the following one appears:
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File Computer Tools Skins  Help
CMO® BHEI R == |44

= | My Computer
= [=] General / Defaults
: % License
& General options
[+] %} Default Settings for Services
L@ & Default Settings for Actions
'%} Running Services

b ﬂ' RuleSets

Cornected bo: | by Computer :Ehanges made: 0 -
WinSyslog Configuration Client

The configuration Client ("the Client") has two elements. On the left hand side is a
tree view that allows you to select the various elements of the WinSyslog system. On
the right hand side are parameters specific to the element selected in the tree view.
In the sample above, the right hand side displays the specific parameters for a rule
action.

The tree view has three top-level elements: General / Defaults, Running Services
and RuleSets.

Under General / Defaults, basic operational parameters as well as defaults for
actions and services are defined. The default themselves do not activate anything.
However, the parameters in here are used each time an actual service or action needs
a configuration parameter and none is defined in that specific instance. We highly
recommend putting the most common parameters into the defaults, which reduces
the amount of data entry in the specific elements dramatically. Please note that
each default can be overwritten in a specific service or action.

The tree view's Running Services area lists all configured services as well as their
parameters. There is exactly one service entry for each service created. Please note
that there can be as many instances of a specific service type as your
application requires. Typically, there can be multiple instances of the same service
running, as long as their configuration parameters do not conflict. For example the
syslog service: there can be multiple syslog servers on a given system as long as they
listen to different ports. Consequently, there can be multiple instances of the syslog
service be created. For example, there could be three of them: two listen to the
default port of 514, but one with TCP and one with UDP and a third one listens to
UDP, port 10514. All three coexist and run at the same time. If these three services
are listening to the same port then an error message is logged into Windows Event
log that more than one instance of Syslog Server is running. After which WinSyslog
wouldn't be able to perform the desired action.

Theoretically, you can run a few hundred services in a single service instance.
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However, both from a usage scenario point of view as well as concerning operating
system resources, we recommend limiting the services to a maximum of 20 to 30. Of
course, there are some applications where more than this limit is useful. MonitorWare

Agent does not restrict this number. If there is a need for a large number of services
and the hardware is capable of managing all these tasks, there is nothing in the
MonitorWare Agent that limits from doing so.

The service definition looks like this:

File Computer Tools Skins Help

O EN B# »

- .ﬂ My Computer
= General / Defaults
i E& Licenze
5 General options

- % Default Settings for Services
&b Heartbeat
& Svslog Server
fb SNMP Trap Receiver
b SETF Server

=ik Default 5ettings for Actions
® File
© Databaze
® EventLog
© Mail
© Fomward Syzlog
® Start Program

. Enable:Syzlog Server 1

| Seftings are saved. |

Pratocal Type UnpP
Listener Port 514

[T Use original meszage timestamp [RFC 3164]
[1Take source system from Syslog message
[]Resalve Host names

Enable RFC 3164 Parzsing

Fiule Set to Usze
by Syzlog Server

3] s ]

© MetSend
© Set Property
® Set Status
© Call BuleSet
® Play Sound
® Send to Communications Part
® Fomward SETP
® Post-Process Event
- % Running Services
8 vsiog Scrver 1
b SETR Server 2
i b Heartbeat 3
fb SNMP Trap Receiver 4
= ﬂ FuleSets
- !3 by Syslog Server
! Fomuard Spglog
|' Filter Canditionz
= 9; Actiong
@ Frnward Suslnn

WinSyslog Configuration Client - Service Definition View

The actual parameters depend on the service type. Common to all services is the
capability to enable or disable a service. A service is started only if it is enabled.
Otherwise, it will be not run, but the configuration data can still be present. That way,
it is easy to temporarily disable a service without deleting it.

Also common to all service types is the association to a rule set seen at the bottom of
the right hand configuration dialog. This specifies which of the rule sets will be applied
to information units generated by this service.

To create a new service, right click on "Running Services". Then select "Add
Service" and the respective service type from the pop up menu. Then follow the
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wizard. To delete an existing service, right click it and select "Delete Service". This
removes the service and its configuration are now irrecoverable. To temporarily
"Remove a service", simply disable it in the property sheet.

The tree view's last main element is RuleSets. Here, all rule sets are configured.
Directly beneath "Rules" are the individual rule sets. Each set is completely
independent from each other. They are just centrally stored so they can be associated
with services (see above for an explanation).

Beneath each rule set are the individual rules. As described in Rules, a rule's position
in the list is vitally important. Rules at the top of the rule set are executed before
those further down. To move a rule up or down, simply right click it and select "move
up" or "move down" from the pop up menu.

In the tree view, filter conditions and actions are beneath the rule they are associated
with. Finally, beneath actions are all actions to carry out.

The following sections describe each element's properties.

License Options

This tab can be used to enter the WinSyslog license after purchase.

| Settings are zaved. |

License
Reqgistration Mame

Reqgistration Mumber

Adiscon More Information at

IT-Solutions GmbH
wyww winsyslog.com

Click _here to join the WinSyzlog Mailingl izt

License Option Parameters

Registration Name

The user chooses the registration name. It should correspond to your organization
name, e.g. a company called "AA Carpenters, Inc." should not choose "AA" as
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registration name. This can easily be mistaken and most probably will be rejected by
Adiscon for that reason. With the above scenario, we recommend using the full
company name "AA Carpenters, Inc.".

Please note: the registration name is case sensitive. It must be entered
exactly as given. Leading and trailing spaces are also part of the registration
name, so be sure to enter none.

Registration Number

Adiscon provides this number. It is valid for a specific registration name. Be sure to
enter the correct registration number. The Client will detect invalid registration
numbers and report the corresponding error.

General Options

This tab can be used to debug rule bases. Especially with complex bases, it might be
necessary to learn what application is internally doing while it is processing them.
With the debug log, the service tells you some of these internal workings.

Other than rule basis testing, the debug log is also helpful when contacting Adiscon
support. An Adiscon support engineer might ask you to set the debug log to a specific
level while doing troubleshooting.

Important: Debug logging requires considerable system resources. The higher the
log level, the more resources are needed. However, even the lowest level considerable
slows down the service. As such, we highly recommend turning debug logging
off for normal operations.
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General options

S

| Seftings are saved.

General Optionz

ProcessPriority Mormal hl
Queuelimit o
Cugtormerl D n
SystemlD 1]

Location of your MIBS C:%Program Fileshkonitorsf arehdgenthmi

Default Timevalues are (&) Localtime

based on ) Universal Coordinated Time [UTC/GMT]
[] Pratect Service against S hutdown

[] Log ' amings into the Windows Application E ventlog

[] 5pecial Unicode Conversion for J apanese Systems

Debug Options

Enable Debug output into file

File and path name DANEMW/ M gentDebug b

Errorz & "W amnings IJze Circular Logging
Minimal Debug Output MNumnber of Logfiles: 10
Infarmation Debug Dutput b arirmum Filersize [KE): 51200

Ulra Yerbose Output
[ Rule & Filter Engire:

Click here to join the Monitor® are Agent M ailingl ist

Debug Options Parameters

General Options

The General Options available on this form are explained below:

Process Priority

Configurable Process Priority to fine-tune application behavior.

Queue Limit

This value is a maximum number of internal Queue elements application can hold. By

default this is 0 which means unlimited.

CustomerID
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CustomerlID is of type integer provided for customer ease. For example if someone
monitors his customer's server, he can put in different CustomerIDs into each of the
clients. Let us say someone monitors servers A and B. A has 5 servers all of them
with CustomerID = 1 and B has 2 servers all of them with CustomerID = 2. Both A
and B happen to have a server named "SERVER". Together with the customerlID,
these machines are now uniquely identifiable. This is user configurable.

SystemID

SystemlID is of type integer to be used by our customer. In addition, it is user
configurable.

Default TimeValues based on UTC or Local Time

This option allows you to configure the timemode that is to be used e.g. in File
Logging, Database Logging, Send Email actions and everywhere, where time is used.
In addition to this it also set the time mode in all those places where time mode
either UTC or Local Time is not defined.

Protect Service against Shutdown

The service keeps an in-memory queue of yet unprocessed events. When the service
is stopped, this in-memory queue is drained. Not yet processed events are lost in
such a case. If you click "Protect Service against Shutdown", it ensures that all events
are processed before the service is stopped. Please note, however, that this may
cause the service to look hanging. This is especially the case if there is a large in-
memory queue.

Special Unicode Conversion for Japanese Systems

On Japanese Systems, the character handling is different and if you experience
problems with the encoding of received messages, kindly turn on this new Option.

Enable Debug output into file

If checked, the debug log is enabled and written as the service operates. If
unchecked, no debug log is written.

For performance reasons, it is highly recommended that this box is unchecked during
normal operations.

File and path name

The full name of the log files to be written. Please be sure to specify a full path name
including the driver letter.

If just the file and/or path name is specified, that information is local to the service
default directory. As this depends on a number of parameters, it might be hard to find
the actual log file. So for consistency purposes, be sure to specify a fully qualified file
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name including the drive.

Note: If the configured directories are missing, they are automatically
created by application i.e. the folder specified in "File and Path Name".

Debug Level

This controls the amount of debug information being written. We highly recommend
only selecting "Minimum Debug Output" unless otherwise instructed by Adiscon
support.

Circular Debug Logging

Support for circular Debuglogging has been added as the debuglog can increase and
increase over time. This will avoid an accidential overload of the harddisk.

Services
Understanding Services

Services gather events data. For example, the Syslog server service accepts incoming
Syslog messages and the Event Log Monitor extracts Windows event log data. There
can be unlimited multiple services. Depending on the service type, there can also be
multiple instances running, each one with different settings.

You must define at least one service, otherwise the product does not gather event
data and hence does not perform any useful work at all. Sometimes, services are
mistaken with service defaults those are pre-existing in the tree view. Service defaults
are just the templates that carry the default properties assigned to a service, when
one of the respective type is to be created. Service defaults are NOT executed and
thus can not gather any data.
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Syslog Server

Configures a Syslog Server service. It can be set to listen to any valid port. UDP and
TCP communication is supported.

IV EReE i M Rusia el Saye Reset Save and Cloze =7
| Settings are saved. | e & eand Lloze 7
Protocol Type l LDP L‘

Listerer Part |5-| 4

[ Usze onginal message brmestamp [FFC 3164)
[T Take zource system from Syslog message
[T Rezalve Host names

v Enable RFC 3164 Farsing

— Rule Set to Uze

iFu:urwan:I to Syzlog Server ;i Refrezh I

Syslog Server Properties

Protocol Type

Syslog messages can be received via UDP, TCP or RFC 3195 RAW. One listener can
only listen to one of the protocols. Typically, Syslog messages are received via UDP
protocol, which is the default. The syslog server also can receive Syslog messages via
TCP and reliable Syslog messages via TCP using the new RFC 3195 RAW standard.

Listener Port

The port the Syslog server listens on. The typical (standard) value is 514. This should
be changed only if there is a definite need for it. Such a need typically arises from
security concerns. If the port is changed, all reporting devices (routers, printers ...)
must also be configured to use the non-standard port.

Use Original Message Timestamp

If this box is checked, the timestamp is retrieved from the Syslog message itself
(according to RFC 3164). If left unchecked, the timestamp is generated based on the
local system time. The Syslog message timestamp does not contain time zone
information. Thus, we strongly recommend unchecking this box if messages from
devices in multiple time zones are to be received.

Take source system from Syslog message
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If this box is checked, the name or IP address of the source system is retrieved from
the Syslog message itself (according to RFC 3164). If left unchecked, it is generated
based on the address, the message was received from.

Please note that there are many devices, which do NOT generate RFC 3164
compliant messages. If you check this option here, you might see a very
strange value as the event source!

Resolve Hosthames

If this box is checked, the name of the source system is retrieved via DNS reserve
name resolution. If unchecked, the IP address itself is used as the name.

Please note that this setting does have any effect if the "Take source system
from Syslog message" setting is checked. In this case, the message is always
taken from the Syslog message itself.

Enable RFC 3164 Parsing

If this box is checked, RFC 3164 compliant message parsing is enabled. If unchecked,
"traditional” Adiscon message parsing is selected. If you experience trouble with the
sender host name or the timestamp, we suggest that you turn off RFC 3164 compliant
message parsing. Many existing devices do not fully comply with RFC 3164 and this
can cause those issues.

Default Ruleset Name

Name of the rule set to be used for this service. The Rule Set name must be a valid
Rule Set.

SETP Server

Configures a SETP server service. A SETP server is used inside the MonitorWare line
of products to ensure reliable receiving of events from other systems. There are only
few configuration options, as SETP takes the original message from the sender and
uses the exact settings that the sender was configured for. No alteration occurs at the
SETP server side; as such, no values need to be configured for the message format.
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¥ Enable: SETF Server Hezet
- Save 2
| Settings are saved. | Save b Cloze o

Listener Part |54321

— Optionz

Bl Enable 551 / TLS Encryption. Maote if thiz Option iz enabled, HOM-55L Clients will
not be able to connect to this Service.

[~ Usze zLib Compreszsion to compress the data.

Session Timeout: 30 seconds j

~Rule Set to Uze

Defaultz _ﬂ Refrezh |

SETP Server Properties

Listener Port

The port the SETP server listens on. The default value is 5432. This should be
changed only if there is a definite need for it. Such a need typically arises from
security concerns. If the port is changed, all reporting devices must also be configured
to use the non-standard port. SETP operates over TCP.

Enable SSL/TLS

If this option is enabled then this action connects to SSL / TLS SETP servers. Please
make sure that you want this option to be enabled.

Please note: If this option is enabled, this action will not be able to connect to
NON-SSL SETP Servers.

Options

Under this group box, you can see two options as discussed below:

Use zLib Compression to compress the data

When enabled, MonitorWare Agent decompresses the zLib compressed data sent by
the SETP senders. It is still be able to receive normal data. zLib compression is useful
to reduce traffic in WAN environments.

Session Timeout

It controls how long a session is to be opened from the server side.
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Default Ruleset Name

Name of the rule set to be used for this service. The Rule Set name must be a valid
Rule Set.

Heartbeat

The heartbeat process can be used to continuously check if everything is running well.
It generates an information unit every specified time interval. That information unit
can be forward to a different system. If it does not receive additional packets within
the configured interval, it can doubt that the sender is either in trouble or already
stopped running.

v Enable: Heattbeat 1
[ Enabie .ear e Save Eezet Saveand Close
| Settings are zaved. |
Meszage that i send | arn still runring ;I
during each heartbeat
=

Heartbeat clock |-| —_ vl

[SleepTime]

— General Yalues

Syslog Facility I LOCALD (16) =]
Spzlog Priarity I INFI [) j
Beszource [0 |

Syslog Tag Yalue [Mw/Heartbeat

—FRule Set to se

I Defaultz j Refrezh |

Heartbeat Properties

Message to Send

This is the message that is used as text inside the information unit. Use whatever
value is appropriate. The message text does not have any special meaning, so use
whatever value you seem fit.

Sleep Time

This is the interval, in milliseconds, that the heartbeat service generates information
units in. Please note that the receiving side should be tolerant. The interval
specified here is the minimum time between packets. Under heavy load, the interval
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might be slightly longer. It is good practice to allow twice this interval before the
service is considered suspect by the system monitoring the services health.

Syslog Facility

The Syslog facility to be assigned to events created by the heartbeat service. Most
useful if the message shall be forwarded to a syslog server.

Syslog Priority

The Syslog priority to be assigned to events created by the heartbeat process. Most
useful if the message shall be forwarded to a Syslog server.

Syslog Tag Value

The Syslog tag value to be assigned to events created by the heartbeat process. Most
useful if the message shall be forwarded to a Syslog server.

Resource ID

The Resource ID to be assigned to events created by the heartbeat process. Most
useful if the message shall be forwarded to a Syslog server.

Default Ruleset Name

Name of the rule set to be used for this service. The Rule Set name must be a valid
Rule Set.

SNMP Trap Receiver Service

SNMP Trap Receiver allows you to receive SNMP messages. A rough description of a
Trap is that it is somewhat like a Syslog message, just over another protocol (SNMP).
A trap is generated when the device feels it should do so and it contains the
information that the device feels should be transmitted. It also contains some (few)
standard items, as the version, community etc. Click here to know more about the
SNMP Trap Receiver Service.

The SNMP Trap Receiver Service runs continuously based on the configuration
mentioned below:
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¥ Enable:SHMF Trap Feceiver
| Settings are zaved.

?]

| Save Heszet Hayve and Elaze

Listerer Paort {162
SNMF Yersion ported Wersions

"Hule Setto llze

:
Defaults ~] _ Rehesh ||
|

SNMP Trap Receiver Properties

Listener Port

The port the SNMP listener is listening to. If in doubt, leave it at the default of 162,
which is the standard port for this.

SNMP Version
Can be used to restrict the SNMP versions. The availabe values are:

1. All Supported Versions (i.e. SNMP Version 1 and SNMP Version 2c only)
2. SNMP Version 1 only
3. SNMP Version 2c only

Rule Set to Use

Name of the rule set to be used for this service. The Rule Set name must be a valid
Rule Set.

MonitorWare Echo Reply

The Echo Reply service is used on each of the installed WinSyslog. A central agent
running the MonitorWare Agent is using the echo request and instructs to poll each of
the other WinSyslog services. When the request is not carried out successfully, an
alert is generated. The MonitorWare echo protocol ensures that always a fresh probe
of the remote WinSyslog service is done.
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¥ Enable:tarnitartdare Echo Feply Save Feset
| Settings are zaved. | Sawe & Cloze

Listener Port |-| oo

MonitorWare Echo Reply Properties
Listener Port

Specify the listener port here.

54 Filter Conditions
5.4.1 Filter Conditions

Filter conditions specify when to apply a rule. If the filter condition evaluates to true,
the rule containing those conditions is treated as matching and the actions specified
in that rule are carried out.

Filter conditions can be as complex as needed. Full support for Boolean operations
and nesting of conditions is supported.

By default, the filter condition is empty, respective tree contains only a single "AND"
at the top level. This is to facilitate adding filters (the top level-node is typically "AND"
and thus provided by default). A filter condition containing only the "AND" always
evaluates as true. A sample screenshot can be found below:
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| Settings are saved. | =
— Toolz
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Add Operations
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Special Operations,
uzeful for debugging

THUE EalLSE
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"‘ ‘l’ [elete

L earn about Filkers

— [alabal Canditions

[ Fire anly if Event acours |r_| tirnes within |r_| 3= Tall gl 5
[T Minimum ' aitT ime |r_| zeconds

Filter Conditions - Display form

The default filter condition means that the actions associated with the rule are to be
carried out for every information unit received. It is often used for actions that should
be broadly taken, for example to write all incoming information units to a database or
text file.

On the other hand, there are actions that should only be executed under very special
conditions. They may even require a complex filter condition including multiple levels
of Boolean operations. Below is a sample of such a condition:
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- Save Eeset Save-and Close
| Settings are saved.
g [Global Conditions — Tools
57 Filker Conditions Add Filker
= ]
128 Tupe: Event Log Monitor =1 Add Operations
|28 Event ID =560
Event Source containg "Security’ AND HE

Event User containg "P1511111BMUSR_ROOTSERYER"

Mezzage containg ' exe' WO il

Special Dperations,
Lzeful far debugaing

i ANLTH Mezzage containg wsrbinhperl exe'’

v {2YAH Message contains "sPHPphp.exe" REE] | NG

[Ehange [ peratar

f | -lr [Telete

Learn about Filkers

— Global Canditionz

[ Fire only if Event occurs ||_'| birres: within ||_'| zeconds,

v Minimurn b ait T ime lgn zeconds

Filter Conditions - Complex Filter

This filter condition is part of an intrusion detection rule set. Here, Windows file
system auditing is used to detect a potentially successful intrusion via Internet
Information Server (IIS). This is done by enabling auditing on all executable files.
Internet Information Server accesses them under the IUSR_<machinename> account,
which in our sample is "P15111116\IUSR_ROOTSERVER". If that user runs any
unexpected executables, chances are good that someone was able to intrude the
machine via IIS. Please note that Perl and PHP scripts need to run the Perl and PHP
engine. This is reflected by specifically checking, if perl.exe and php.exe is executed -
and if so, no alarm is triggered.

Here is how the above sample works: first, the message contents are checked if it
contains either the full path name to perl.exe or php.exe. This is done in the "OR"
branch at the bottom. We now need to keep in mind that when a filter condition
evaluates to "true", the actions are executed. In case of perl.exe and php.exe, this is
just the opposite of what we want. We need it to be executed, when other files are
executed. Consequently, we negate (Boolean "NOT") the result of the OR. The end
result of the "NOT" operation is then combined via a "AND" with some other
properties describing the event we need.

First, we check if the specific event really occurred. For this, we need to make sure we
deal with an Event Log Monitor information unit. Then, these information units are
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identified by the event source as well as the Event ID. We also check for the Event
User to identify only IIS generated requests. Lastly, we check if the message contains
the string ".exe".

In order to avoid too frequent alerts, we also have specified a minimum wait time of
60 seconds. Therefore, the filter condition evaluates as "true" at most every 60
seconds, even if all other conditions are true.

Note: If you want to know more about complex filter conditions you can click
on the "Learn about Filters" link.

String comparison in Filter Conditions are "Case Sensitive"! For example, if the

Source System name is "ws01" and you had written "WSO01" while applying the filter,

then this filter condition would "NEVER" evaluate to True! Please double check before
proceeding further!

If you are not still sure about what to do, you can drop a word about your
requirements to support@adiscon.com, and we look into it!

Filter Conditions - Brushup

For every rule, filter conditions can be defined in order to guarantee that
corresponding actions are executed only at certain events.

These filter conditions are defined via logical operators. Boolean operators like "AND"
or "OR" can be used to create complex filter conditions.

If you are note so sure about the Boolean operators, you might find the following
brush-up helpful:

AND - All operands must be true for the result to be true. Example: AND (A, B): Only
if both A and B are true, the result of the AND operation is true. In all other cases, it
is false.

OR - If at least one of the operands is true, the end result is also true. Example: OR
(A, B): The end result is only false if A and B are false. Otherwise, it is true.

XOR - It yields true if exactly one (but not both) of two operands is true. Example:
XOR (A, B): The end result is false if A and B both are True or False. Otherwise, it is
true.

NOT - Negates a value. Example: NOT A: If A is true, the outcome is false and vice
versa. There can only be a single operand for a NOT operation.

TRUE - Returns true.

FALSE - Returns false.
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Global Conditions

Global Conditions apply to the rule as whole. They are automatically combined with a
logical "AND" with the conditions in the filter tree.

Global Conditions
[ Fire only if Event occurs

[ ] Minimum “waitT ime zeconds

[ ] Treat not found filkers az TRUE

Filter Form - General Conditions
Fire only if Event occurs

This is kind of the opposite of the "Minimum Wait Time". Here, multiple events must
come in before a rule fires. For example, this time we use a ping probe. Ping is not a
very reliable protocol, so a single ping might be lost. Thus, it may not be the best idea
to restart some processes just because a single ping failed. It would be much better
to wait for repetitive pings to fail before doing so.

Exactly this is why the "Fire only if Event Occurs" filter condition is made for. It waits
until a configured amount of the same events occurs within a period. Only if the count
is reached, the filter condition matches and the rule can fire.

Note: If you used previous versions of the product, you might remember a
filter called "Occurrences". This has just been renamed.

Minimum Wait Time

This filter condition can be used to prevent rules from firing too often. For example, a
rule might be created to check the status of a port probe event. The port probe probes
an SMTP server. If the event is fired and the rule detects it, it spawns a process that
tries to restart the service. This process takes some time. Maybe the SMTP gateway
need some more time to fully start up so that the port probe might fail again while
the problem is already taken care of. The port probe as such generates an additional
event.

Setting a minimum wait time prevents this second port probe event to fire again if it
is — let's say — within 5 minutes from the original one. In this case, the minimum wait
time is not yet reached and as such, the rule is not match. If, however, the same
event is generated 5 hours later (with the mail gateway failing again), the rule once
again fired and corrective action taken.

Treat not found Filters as TRUE

If a property queried in a filter condition is not present in the event, the respective
condition normally returns "FALSE". However, there might be situations where you
would prefer if the rule engine would evaluate this to "TRUE" instead. With this
option, you can select the intended behaviour. If you check it, conditions with
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properties not found in the event evaluates to "TRUE.

5.4.4 Operators

In general, operators describes how filter conditions are linked together. The following
operators can be used.

AND

All filters placed below must be true. Only then AND returns true.
OR

Even if one of the filter placed below OR is true, OR returns true.
NOT

Only one Filter can be placed below NOT operator, and if the filter evaluation is true,
NOT returns false.

XOR

Only one of the two filters are possible in the XOR Operator.
TRUE

Useful for debugging, just returns TRUE.

FALSE

Useful for debugging as well, returns FALSE.

5.45 Filters

Filters can be added under each Operation node. There are a few common filters
which can be used for all services, and there are special filters which only apply if a
special kind of Information Unit is evaluated.

What happens with Filters that are not available in an "Information Unit"?
Every filter that is not found in an Information Unit is ignored in the filtering process.
If you want to create filters specialized for types of Information Units, always make

sure to add an "Information Unit Type" filter.

An example, you have one ruleset, rule and action. In the filters you have one
EventID filter. Then you have two services, one Eventlog Monitor and the other is
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Heartbeat monitor both pointing to this ruleset. The Information Units from the
Eventlog Monitor would be filtered correctly, but those from the Heartbeat monitor
would not be filtered as they don't have an EventID property. The EventlD filter would
be ignored and the actions would be executed every time.

Note, if a filter is used that does not apply to the evaluated Info Unit, it will
be just ignored. This gives you the possibility to build one filter set for
several types of Information Units.

There are different types of filters, and so there a different ways in which you can
compare them to a value. The following Types exist:

String

Can be compared to another String with "=", "Not =" and "Range Match".

Number

Can be compared with another number with "=", "Not =", "<" and ">"

Boolean

Can be compared to either TRUE or FALSE with "=" and "Not ="

Time

Can be compared with another time but only with "="

The list of possible filters, which can be evaluated is described in the upcoming
sections.
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General

These are non-event log specific settings.

| Saltings are saved. EIE | Save & Closa |
iy Global Canditians Tools
%7 Filtes Conditions | Avcdd Fillee » |
Y — Add Operations
2 addoperain+ (ienmal ] (OSSR a0 | on
Crabey Time Massage
A Movey ' NOT | OR
- - InformationUnek Type * CustomeriD i
Mebwork related Services pe Dﬁﬂ’:'_ﬁ.-
3 I»
& Insert Operatian g Sysiog ' st utelul for debugging
. emr iy NP Traps . Stabug Mame znd Valie TRUE FALSE |
Copy Custoen Praparty Bl REg AR |
[ Global { Faste
[~ Fre pe— birwas waithir | reconds
[ lini Clear seconds
[+ Treat not found fiker: 32 TRUE

Filter Conditions - General

Source System

This filter condition checks the system that generated the information unit. For

example, in case of the Syslog server, this is the Syslog device sending a Syslog
message.

This filter is of type string and should contain the source system name or IP address.

Message Content

The message content filter condition is very powerful. It evaluates to true if the
specified content is found anywhere within the message. As there is implicit
wildcarding, there is no need for extra wildcards to be specified.

The content search can be limited to a region within the message. To do so, select a
starting and ending position within the string by choosing the "contains within
range" compare opertaion. This can be done by specifying the start range and end
range into the respective boxes.

Please note that you can enter the character position you desire in these
fields. The default "Start Range" and "End Range" are set to 0.

If you would like to search for a string just between positions 10 and 50, specify these
values as start and end values, respectively. Similarly if you want to recieve all logs
from 192.168.0.1 then set this as:

Property value = 192.168.0.0
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Range Start = 0
Range End = 10

Which means 10 charcters starting at zero ("192.168.0."). Please note that the final
DOT must be included. If you just used range "9", then 192.168.010 would also
match.

This filter is of type string.

CustomerID

CustomerlID is of type integer provided for customer ease. For example if someone
monitors his customer's server, he can put in different CustomerIDs into each of the
agents. Let us say someone monitors servers A and B. A has 5 servers all of them
with CustomerID = 1 and B has 2 servers all of them with CustomerID = 2. Both A
and B happen to have a server named "SERVER". Together with the customerID,
these machines are now uniquely identifiable. This is user configurable.

CustomerID (Type=Number).

SystemID

SystemlID is of type integer to be used by our customer. In addition, it is user
configurable.

SystemID (Type=Number).

Status Name and Value

These filter type corresponds to "Set Status" Action. Status Name and Value
(Type=String)
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Date / Time

This filter condition is used to check the time frame and / or day of week in which an

event occurred.

Tirre
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% Filter Conditions: |
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3 Basic Filters
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Run on Monday
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Run an Frickay
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Special Opesabones,
uzetul for debugging
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Filter Conditions - Date / Time

Time

This filter condition is used to check the period in which an event occurred. For
example, a syslog message from a Cisco router saying that it dialed up is normal if it
occurs during office hours. If it occurs at night, so, it is an alerting signal and an
administrator might receive notification of this event (while he might otherwise decide
to discard it). This can be done with the time setting.

Weekdays

This is closely equivalent to the time filter condition, except that it is applied on a per-
day basis. So it can be used to detect for example events occurring on weekends and
act differently on them. The following filters are available:

Run on Thursday (Type

NouhwNE

Run on Monday (Type=Boolean)
Run on Tuesday (Type=Boolean)
Run on Wednesday (Type=Boolean)
=Boolean)
Run on Friday (Type=Boolean)

Run on Saturday (Type=Boolean)
Run on Sunday (Type=Boolean)
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5.4.8 InformationUnit Type
Select the specific information if a rule should just be processed for some information
unit types. This is especially useful if a specific type needs non-standard processing.
There is one pre-defined filter for each possible InformationUnit Type available
(shown below).
| Setlings aie saved. | i e b Clhse
% Global Conditions [ Tools
7 Fites Condiions I 5 Add Filter > |
[F v T — |2 Ao Tipssing
£ addoperstion b Generd ' AND |
) Diate/Time k i
A row d
Metwork related Services B fud for d ;"“‘F-
P Insert Operation ¢ Syslog ¥ T
ST — SN Treps " TRUE | F.b.LSEl
Copy Custom Property L Phanvs Dineeive |
— Global Cor Paste
[~ Fire on \an Filtzr tirnes wathir ||_| secands
I™ Minimu Clear seconds
[ Tiest not found fiters as TAUE
Filter Conditions - InformationUnit Type
The following filters are available:
1. Syslog (Type=Boolean)
5.4.9 Winsyslog Syslog

Syslog related filters are grouped here. Please keep in mind that every Information
Unit has assigned a Syslog priority and facility and thus these filters can be used with

all Information Units.
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¥ Move Dowr InformationUnk Type ¥
B Eﬁ“l‘ﬁﬂm
£ o (R o .
Y ——— SNMP Trags b Priority THUE EALSE
Coopry Custom Broperty SyslogTag R RO |
~ Global C Paste
[~ Firer e Flber tires within in seconds.
[~ Minm Claar seconds

| [ Treat not found fbers 2z TAUE

Filter Conditions - Syslog

Syslog Facility

The information unit must have the specified Syslog facility value. For Syslog type
information units, it is the actual Syslog priority code, for all others it is a value
mapped on a best effort basis.

This filter is of type number.

Syslog Priority

The information unit must have the specified Syslog priority value. For Syslog type
information units, it is the actual Syslog priority code, for all others it is a value
mapped on a best effort basis.

The first list box allows to set a matching mode. The operations "less than" (<),
"greater than" (>) and "equal" (=) can be selected. The match is made depending on
these operations, so a "less than" operation means that all priorities below the
specified priority math. Please note that the specified priority is not a match. If you
would like to include it, be sure to specify the next higher one.

This filter is of type number.

Syslog Tag

This filter is of type string.
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5.4.10 SNMP Traps

a7

Using SNMP Traps MonitorWare Agent 2.0 now can be used to manage and monitor all
sorts of equipment including computers, routers, wiring hubs, toasters and jukeboxes.

A trap is generated when the device feels it should do so and it contains the

information that the device feels should be transmitted.

{ Setlings ae saved. |

Pt
158

Senve bk Llose
i} Global Condiion: ~ Tools
%7 Filter Conditions | Add Filtar = I
[l s
Add Dpesations
& add Operstion v Geners ' AND OR
"
4 Hove Up ek NOT | O
* Mcve Do IrformationUni Type k
M Special Operations.
& jrsert Operation » Syslag b usehul for debugging
Copy Cuigkom Property Enterprise e e |
1~ Global Conc Paske GERErC Hames
[~ Fire only Clore Fiter [~ times within o s Version
| ™ Mirirun ™ seconds Uptime
Clear P

[ Treat not found filbers az THUE

Filter Conditions - SNMP Traps

Community
It corresponds to the respective SNMP entity.

This filter is of type string.

Enterprise
It corresponds to the respective SNMP entity.

This filter is of type string.

Generic hame
It corresponds to the respective SNMP entity.

This filter is of type string.

Version

© 2005 Adiscon GmbH




48

WinSyslog 6.1

5.4.11

It corresponds to the respective SNMP entity.

This filter is of type number.

Uptime
It corresponds to the respective SNMP entity.

This filter is of type string.

Custom Property
Custom Property specific filter is described here.
Coa Reset
] G edtivags: are saved i Sove | Close

i  Global Conditions
57 Filler Condiltions

L = sl

b

& add Operation r o
e Diake| Time b

e Ly
. [— Informationinit Type ¥
i Network related Services ||

gP Irsert Operation g Swshog ¥
Remnsg CIpers SWMP Traps k

e Treat AatTound fitess & |HOE

Filter Conditions - Custom Property

Custom Property

Global Ce Pacha

[T Frem [ times wilhin seconds
i _lone Fiker iy I:I

[~ Minim Cloar seconds

WaT =0R

Special Dperations,
uselul for debiigging

TRUE | FALSE I

—  Mhanns Neesa sl L

As the name suggests it is a "Custom Property". Internally in MonitorWare Agent all
values are stored in properties. For example the main message is stored in a property
called "msg". By using this dialog you can access properties which are dynamic (Like

those from SNMP Trap Monitor when using v2 protocol).

This filter is of type string.
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5.4.12 Store Filter Results

5.5
5.5.1

5.5.2

How to store Filter Results is described here.

i.ﬁ_DetaiIsl i-|Commentz  Advanced

If filker matches, stare the text into the following Property:
TestProperty

Filter Conditions - Store Filter Results Property

Store Filter Results

If a filter matches, you can now store the result of the match into a custom property.
This custom property can be used in Actions later.

Actions
Understanding Actions

Actions tell the application that what to do with a given event. With actions, you can
forward events to a mail recipient or Syslog server, store it in a file or database or do
many other things with it.

There can be multiple actions for each rule. Actions are processed in the order they
are configured. However you can change the order of the actions by moving
them Up or Down.

File Options

This configuration dialog is available both in the defaults section as well as with file
logging actions.

File logging is used to write text files of received messages. One file per day is
written. New entries are appended to the end of the file.

File locks are released when currently no data is written. Therefore, other applications
can access the files while the service is running. However, please be sure that the
other applications do not place a file-lock onto it. Popular WordPad does so. In this
case, the service will not be able to log any further messages (an error event is
written to the NT Event Log in this case). We recommend copying the file when
accessing it at runtime - or use notepad.exe, which does not place file-locks on the
files it opens.

The filename is build as follows:
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<FilePathName> <FileBaseName>-year-month-day. <FileExtension>

Parameters in the brackets can be configured via dialog shown below:

¥ Enable: “rite To File 1 | Fezet

- Save - =
| Settings are saved. Save - Elnze

g

Configure for. ..

. Filename related optionz

[~ Enable Property replacements in Filename Browsze |

%]
11}

Custom Line Farmat

File Path Name: |C-itemp et
File Base Mame: [Moritars/are Insert
File Extensian: ||.:.g

File forrmat | &udisean [

EmegExiCRLFX

v Create unigue filenames [~ Usze Circular Logging

™ Include Source in Filename Mumber ot Logfiles |1 0
L_ihaetiCiilcnsne bl azimum Filersize (KE; |,1|:|95

K &

[ Segment files when the following filesize is reached [KB): angﬁ;
— eneral file ophions
[ Uze =ML to Report [T Usze UTC far Timestamps
W Include Date and Time ¥ Include Date and Time reported by Device
v Include Syslag Facility
v Include Syslog Priorty [v Include Source
¥ Include Meszage [T Include B&Ww Message

File Logging Options

Configure For ...

If you want to generate the reports on log files using Monilog or

MonitorWare Console, then its absolutely necessary that the log files are in a specific
format. This option allows you to configure the file logging format for Monilog and

MonitorWare Console.

If the log file entries are not in the correct format for MonitorWare Console (for PIX or
Windows Reports), then it writes error messages for first 50 lines in Windows event
log and ignores them for the generation of report, resulting in a generation of empty

report.
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And, if the log file entries are not in the correct format for Monilog, then an empty
report woud be generated.

Following three options are available:

1. Configure for MonitorWare Console PIX Reports
2. Configure for MonitorWare Console Windows Reports
3. Configure for Monilog

Configure for MonitorWare Console PIX Reports

This option changes the file logging format of MonitorWare Agent to the correct
format expected by MonitorWare Console for PIX report generation.

Configure for MonitorWare Console Windows Reports

This option changes the file logging format of MonitorWare Agent to the correct
fromat expected by MonitorWare Console for Windows report generation.

Configure for Monilog

This option changes the File Logging format of MonitorWare Agent (i.e. custom line
format) to the correct format that is expected by Monilog for report generation.
Enable Property replacements in Filename

By activating this option, you can use properties within the file or pathname like
%Source% and all the others. For example:

File Path Name can be F:\syslogs\%source%
File Base Name can be IIS-%source®%%bo

If your source is 10.0.0.1, that writes the following file:
F:\syslogs\10.0.0.1\1I1S-10.0.0.1.log

Please note that the path f:\syslogs\10.0.0.1 was generated because the
source poperty was used inside the path.

Note: You can use ANY property inside the path and base name. Event
properties are described in the property replacer section.

File Path Name

The base path (directory) of the file. Please see above for exact placement. Default is
"c:\temp". The Insert Menu entry allows you to create "Dynamic Directories". For
example:

File Path Name can be F:\syslogs\%source%

Event properties are described in the property replacer section.
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File Base Name

The base name of the file. Please see above for exact placement. Default is
"MonitorWare". The Insert Menu entry allows you to recreate "Dynamic Base
Filenames". For example:

File Base Name can be IIS-%source®%bo

File Extension

The extension to be used when writing the file. Please see above for exact placement.
Default is ".log".

File Format

This controls the format that the log file is written in. The default is "Adiscon", which
offers most options. Other formats are available to increase log file compatibility to
third party applications.

The "Raw Syslog message" format writes raw Syslog format to the log file. That is,
each line contains the Syslog message as of RFC 3164. No specific field processing or
information adding is done. Some third party applications require that format.

The "WebTrends Syslog compatible"” mimics the format that WebTrends applications
expect. Please note that we only mimic the log file format. It is still the job of the
reporting device (most notable firewall) to generate the correct WebTrends WELF
format. The "WebTrends" format is supported because many customers would like to
use MonitorWare Agent 3.0 enhanced features while still having the ability to work
with WebTrends.

The "Custom" format allows you to customize formats to increase log file compatibility
for third party applications. When you choose this option then Custom line format is
enabled.

Please note that any other format besides "Adiscon Default" is a fixed format.
As such, if it is selected, all other formatting options do not apply and
consequently are turned off.

Custom Line Format

Custime Line Format enables you to fully customize the output for the log file. The
Insert Menu entry provides further options and they only work in custom line format.

Default value is "%msg%%$CRLF%".

Event properties are described in the property replacer section.

Create unique Filenames

If checked, MonitorWare Agent 3.0 creates a unique file name for each day. This is
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done by adding the current date to the base name (as can be seen above).

If left unchecked, the date is not added and as such, there is a single file with
consistent file name. Some customers that have custom scripts to look at the file
name use this.

Include Source in Filename

If checked, the file name generation explained above is modified. The source of the
Syslog message is automatically added to the file name.

This feature has been introduced because many customers would like to have
separate log files for each device. While this can be achieved with multiple rules, it is
much more straight forward with this single checkbox. If it is checked, the messages
are automatically written to separate files and the file name includes the originating
device information.

Use UTC in Filename

This works together with the "Create unique Filenames" setting. If unique names are
to be created then select the "Use UTC in Filename" option, in this case the file name
is generated on the basis of universal co-ordinated time (UTC) or on local time. UTC
was formerly referred to as "GMT" and is the basis of the time zone system. For
example, New York, USA is 5 hours behind UTC. Therefore, if it is 12 noon in New
York, the UTC time is 5pm.

When it comes to log file creation, it means that the date is computed on UTC. Taking
the same example, if the "Use UTC in Filename" is checked, the log file name would
roll over to the next date at 7 pm New York time. If it were unchecked, the rollover
would occur exactly at midnight New York time (5 am UTC).

Using UTC for file name creation can be helpful if log files are written among different
time zones and later consolidated. Using UTC ensures a consistent time notation
across all log files.

Please note that this setting does affect the file name creation only. A
different setting controls the dates recorded inside the file.

Use Circular Logging
When enabled log files are created and over written in a cycle.
Number of Log files

Once the last lodfile is reached, circular logging begins and over write the first log file
again.

Maximum File size

Max filesize of a log file, once this size is reached a new lodfile is created.
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Segment files when the following file size is reached (KB)

Files are segmented when the defined file size is reached. The file name will have a
sequence number appended (_1 to _n).

General file options
Under this group box, you can see two options discussed as under:
Use XML to Report

If checked, the message part includes a complete XML-formatted information record.
It includes additional information like timestamps, Syslog facility and priority and
others in an easy to parse format. If XML output format is selected, you might
consider turning all other information fields off, as they are already included in the
XML stream. However, this is not a requirement.

Use UTC for Timestamps

Please see the definition of UTC above at "Use UTC in Filename". This setting is very
similar. If checked, all time stamps are written in UTC. If unchecked, local time is
used instead. Again, UTC is useful if logs written in multiple time zones are to be
consolidated.

Include <Fieldname>

The various "include" settings controls at the bottom are used to specify the fields
which are to be written to the log file. All fields except the message part itself are
optional. If a field is checked, it is written to the log file. If unchecked, it will not be
written. All fields are comma-delimited.

Please note the difference between the "Date and Time" and "Date and Time reported
by Device". Both are timestamps. Either both are written in local time or UTC based
on the "Use UTC for Timestamps" check box. However, "Date and Time" is the time
when MonitorWare Agent 3.0 received the message. Therefore, it is always a
consistent value.

In contrast, the "Date and Time Reported by Device" is a timestamp taken from the
actual message. As such, it is dependent on the reporting device clock, which might
be off. In addition, in the case of Syslog messages, there is no time zone information
within the device reported timestamp. As such, if devices from multiple time zones
are reporting, the timestamp information is not consistent. This is due to Syslog
design as of RFC 3164. The Syslog server can be configured to ignore the RFC in this
case and provide a consistent time stamp. However, from the view of the log file
writer, the "Date and Time Reported by Device" might not be as trustworthy as the
"Date and Time" field. Nevertheless, it might also be more useful than the former one.
This is the reason both timestamps are present and can individually be selected.

The "Include Message" and "Include RAW Message" fields allow customizing the
message part that is being written. The raw message is the message as MonitorWare
Agent 3.0 - totally unmodified, received it. This might be useful if a third party
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5.5.3

application is expecting raw Syslog entries. The message itself is just that part of the

Syslog message that is being parsed as message that is without e.g. host information
or a tag value. Please note that we recommend selecting only one of these options, as
otherwise two message fields are written. Similarly, if none is selected no message is

written at all. Please note that we support these configurations, too - there might be

a legitimate need for them.

Database Options

Use database logging to store messages into a database.

Database logging allows writing incoming events directly to any ODBC - compliant
database (virtually any database system currently available for the Windows
operating system supports ODBC). Adiscon directly supports Microsoft JET databases
(as used by Microsoft Access), Microsoft SQL Server and MySQL. We also know of
many customers who run it successfully with Oracle and Sybase as well as a variety of
other systems.

Once stored inside the database, different message viewers as well as custom
applications can easily browse them. The defaults for the write database action are
suitable for Adiscon MonitorWare Console product as well as the web interface.

The database format can be fine-tuned. This is most useful if you intend to run some
additional analysis on the database. Also, in high volume environments, tuning the
database action to exactly those fields need helps getting best performance out of the
database.
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Database Logging Options

The main feature of the "Write To Database" property sheet is the field list. The
default reflects the typical assignment of event properties to database columns.
However, you can modify this assignment in any way you like. You only need to keep
in mind that Adiscon analysis products (like MonitorWare Console) need the database
contents as specified. As such, malfunctions may occur if you modify the database
assignments and then use these tools.

The "fieldname" is the database column name. It can be any field inside the table.
The povided names are those that Adiscon's schema uses - you can add your own if
you have a need for this. "Fieldtype" is the data type of the database column. It
must reflect the column type selected in the database. It must also be consistent in
type with the actual property that must be stored. For example, an integer type
property like the syslogpriority can be stored in a varchar column. A string data type
like the syslogtag can - for obvious reasons - not be stored in an integer column.
Finally, the "Fieldcontent" is the event property. For a complete list of supported
properties, see Event properties.

You can edit the field list by selecting a row and then modifying the text fields above
the table. You can insert and delete rows by selecting the respective button. If you
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press delete, the currently selected row is deleted. You can move rows up and down
by using the arrow keys. Moving them up and down is cosmetic - it will not affect the
write to database action.

For string data types, you can use the property replacer. This can be helpful if you
would like to store a substring. For example, if you intend to store only the first 200
characters of each message, you can use "%msg:1:200%".

The rest of this section describes the labelled paramters.

Data Sources (ODBC)

If you click on this button, it starts the ODBC administrator of the operating system
where you can add, edit or remove a data source(s).

Create Database

If you click on this button, it opens a form as shown below:

Create Database x|
Create a table in vour databaze
[l
DSM ||
zer-D I

Pazszword |

M5 S0L
= Jet [MS Access)]
" MySOL

Create Show SEL Cloze ||

Create Database Form

In this form, you have to provide your DSN, User-ID, Password and select your
underlying database. After this you have to click Create button to create the table in
your database. You can also click Show SQL button to see the SQL query that is to be
executed. Close button is to close the form.

DSN

This is the name of the system data source (DSN - data source name) to be used
when connecting to the database. Create this in ODBC manager (can be found in
control panel under Windows NT). Press the "Data Sources (ODBC)" button to start
the operating system ODBC administrator where data sources can be added, edited
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and removed.

Important:The DSN must be a system DSN, not a user or file DSN. The DSN must be
configured to have the correct connection parameters (for example database type and
name, server name, authentication mode etc.).

User-ID

The User-ID used to connect to the database. It is dependant on the database system
used if it is to be specified (e.g. Microsoft Access does not need one, while Microsoft
SQL Server can force you to use one). If in doubt, please see your database
administrator.

Password

The password used to connect to the database. It must match the "User-ID". Like the
User ID, it is dependent on the database system if a password is needed. Passwords
can be stored either encrypted or unencrypted. We highly recommend storing them
encrypted.

Enable Encryption

Check to store the ODBC password encrypted. If left unchecked, the password is
stored unencrypted. We strongly recommend checking this box.

If you store the password unencrypted for some reason, please be aware of the
security implications. In this case, we recommend using an account with limited
access privileges. Even when stored encrypted, we recommend using limited
privileges accounts. We are not applying strong cryptography here.

Table Name

The name of the table to log to. This name is used to create the SQL insert statement
and must match the database definition. Default is "SystemEvents".

Please note that the default table name must be used when other members of
the MonitorWare family (like the web interface or the MonitorWare Console)
should work with the database. This customization option is meant for those
customers that use third-party or custom software.

Output Encoding

This setting is most important for Asian languages. A good rule is to leave it at
"System Default" unless you definitely know you need a separate encoding. "System
Default" works perfect in the far majority of cases, even on Asian (e.g. Japanese)
Windows versions.
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5.5.4

Enable Detail Property Logging

This option logs event properties other than the standard properties to the
SystemEventProperties table. A single event can potentially have multiple properties,
so selecting this option can result in multiple writes. With Syslog data, however, there
are seldom any additional properties. They most often occur when you use the "Post
Process" action to define your own properties. Additional properties are typically found
in SETP received data originating from an event log monitor, file monitor or database
monitor (plus other monitors, but these are the most prominent ones).

For example, with Event Log data received via SETP, these properties contain the
actually Windows event properties and the event data. Please note that this does not
apply to event log messages received via Syslog, because they are no native events
but rather Syslog data.

Please make sure you actually need this before activating it. As a side note, some of
the MonitorWare Console reports may need detail logging.

Event Log options

This tab is used to configure the logging to the Windows NT / 2000 or XP event log. It
is primarily included for legacy purposes.

Enable: _ P
| Settings are zaved. | ; 4

[ ] PReplace Event Log Source

Custom EventSource

EventType |AUDIT_SUCCESS |
EventlD 10000 |

Insert
Meszzage to Log: ;-stg?%

Event Logging Options

Replace Event Log Source

If checked, a special mapping mechanism is activated. In this mode, the Windows
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event source is set to the IP address of the system sending the Syslog message. In
addition, the ID is set to Syslog facility. This mode helps to quickly gather information
about the system state in Windows event viewer.

However, this mode has its drawbacks. Effectively, we are writing invalid event
source information to the event log. This does not harm any application, but Windows
event viewer will try to locate the matching message libraries. Of course, this is
impossible. As such, event viewer will warn the user that the message library could
not be found. Nevertheless, it will display the complete logged message. This happens
only in detail view.

Users should fully understand the implications of this mapping mechanism for their
environment before turning this option on.

Custom Event Source

EventSource is now fully configurable with all posibilities the property engine gives

you. Please note that content of this field can be configured. Event properties
are described in the property replacer section.

EventType

The type - or severity - this log entry is written with. Select from the available
Windows system values.

EventID

The ID to be used when writing to the event log. Different IDs can be used to provide
other processes with a consistent interface to specific messages. WinSyslog does not
restrict the IDs that can be used. However, if an ID is written that is not registered
with the operating system, Windows event viewer places an error message pointing
this out before the actual message text. To avoid this text, event IDs 10,000 to
10,100 have been registered with the 0OS. We highly recommend that these IDs
should be used for all custom messages. IDs below 10,000 should not be used as they
might potentially interfere with events generated by MonitorWare Agent 3.0 itself.

Message to Log

It is the message which will be logged into the Windows event log. It is fully
configurable what is logged into the Eventlog.

Please note that Insert Menu entry allows you to add replacement characters e.g.
%msg% - you can write the actual message of an event into the Windows event log.

Please note that The message content of the message field can be configured.
Event properties are described in the property replacer section.
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Mail Options

61

This tab is used to configure mail (SMTP) parameters. These are the basic parameters
for email forwarding. They need to be configured correctly, if mail message should be

sent by the service.

Facility: Zayslogfacility?
Pricrity: Zzyzlogpriority
Source: Xsourcek

: & Eezet Save and Cloze
| Settings are zaved. | o - R
M ailzerver I‘I 0001
Fort I25
Sender IYnur@S ender
Recipient IYnur@H ecipient
[~ Use legacy subject line processing Insert
Subiject IEmaiI far you
Inzert
Mail Mezzage Format Event message: _‘J

M ezzage:;
Emagi
Sezzion Timeout [0 - 4000 mz)
Dutput Encoding I Swatem Default

[~ Uze SMTF Authentication

SMTP Uzermame I

SMTF Pazzwaord I

¥ Include meszage / event in email body
[T UszexML to Bepart

Forward Email Properties

Mailserver

This is the Name or IP address of the mail server to be used for forwarding messages.
Please note that this server must be able to relay messages if the recipient is not
hosted at this server. Be sure to contact your mail server's administrator if in doubt

on this issue.

The service expects to talk to a standard SMTP mail server. Message relaying to the

final destination must be permitted.
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Port

Port the mail server is to be contacted at. Usually, this is 25. It might, however, be
changed in your system. Then, specify the port your mail server uses. If in doubt, try
the default of 25 - or contact your mail server administrator.

Sender

Email address used as the sender address for outgoing messages. In order for your
SMTP server to accept it, it probably must be a valid address.

Recipient

The recipient emails are addressed to. To send a message to multiple recpients, enter
all recipient's email addresses in this field. Separate addressed by spaces, semicolons
or commas (e.g. "receiverl@example.com, receiver2@example.com"). Alternatively,
you can use a single email address and define a distribution list in your mail software.
The distribution list approach is best if the recipients frequently change or there is a
large number of them. Multiple recipients are also supported. They can be delimited
by space, comma or semicolon.

Subject

Subject line to be used for outgoing emails and it is used for each message sent. It
can contain replacement characters or "Event Properties" to customize it with event
details. This is especially useful when sending email to cellular phones or pagers,
which often display only the subject line and not the actual message body. The
subject line - after expansion of the any replacement sequences - can hold a
maximum of 255 characters. Characters beyond this will be truncated. Please note
that many email systems impose a more strict limit and truncation may occur before
the 255-character limit. It is advisable to limit the subject line length to 80 characters
or less.

The mail body will also include full event information, including the source system,
facility, priority and actual message text as well as any other information that came
with this event. As there is no size limitation for message bodies, the body always
contains the full message received (except otherwise configured - see below).

Please note that Insert Menu entry allows you to add replacement characters
e.g. Yomsg% - you can send out the actual message of an event in the
subject line.

There will be one email for each received message. Email delivery is meant for urgent
notifications and actions (e. g. calling pagers and such). It is not meant to provide an
email report.

Please note that The message content of the Message field can be configured.
Event properties are described in the property replacer section.
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Use legacy subject line processing

This checkbox specifies which type of subject line processing will be done. If it is
checked, the old-style processing using single character replacement sequences is
applied. If it is left unchecked, the far more powerful event property based method is
used.

In legacy mode, the following replacement characters are recognized inside the
subject line:

%s IP address or name (depending on the "resolve hostnames" setting) of the
source system that sent the message.

%of [Numeric facility code of the received message

%p |Numeric priority code of the received message

% m [the message itself. Please note: this is the complete message text and can be
rather lengthy. As such, it is most probably subject to truncation. If that
occurs, all other information after the %m replacement character is also
truncated. As such, we strongly recommend using the %m replacement at
the end of the subject line only.

%% |It represents a single % sign.

As an example, you may have the subject line set to "Event from %s: "m" and
enabled legacy processing. If a message "This is a test" were received from
"172.16.0.1", the resulting email subject would read: "Event from 172.16.0.1: This is
a test"

In non-legacy mode, the Property Replacer can be used. With it, you can include
any property from the event message and also modify it. Please visit the Property
Replacer documentation for details.

As an example, in non-legacy mode, you can set the subject line to "Mesg:
'%msg:1:15%' From: %fromhost%". If the message "This is a lengthy test message"
were receive from "172.16.0.1", the resulting email subject would read: "Mesg: 'This
is a lengt' From: 172.16.0.1". Please note that the message is truncated because you
only extracted the first 15 charactes from the message text (position 1 to 15).

Mail Message Format
This is the format of the message body. Properties from the event can be included by

using the Property Replacer. Please note that the message body is only sent if
"Include Message/Event in Email Body" is checked.

Session Timeout

This option controls if multiple rapidly incoming messages should be combined to a
single email message. The SMTP session with the server is held open for the specified
timeout period. Please note that the period is specified in miliseconds, not seconds.
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If a new event arrives within the specified timeout period, that event will be included
in the same email message as the previous one. Then, the timeout is re-started. As
such, any events coming in within successive timeout periods will be combined in a
single mail.

This is most appropriate when large burst of messages are expected and these should
be combined in few mail messages. Otherwise, multiple mail messages can easily
overflow the administrator's mailbox.

The session timeout is user configurable between 0 and 4000 milliseconds. Larger
values are not supported as they probably affect the SMTP server performance and
can lead to unpredictable results.

The session timeout of zero milliseconds has a special meaning: if it is selected, every
event will be sent in a separate message, no matter how fast two messages occur
after each other.

Use SMTP Authentication

Check this box if your server requires SMTP authentication. To fight SPAM, more and
more server operators allow relaying only for authenticated users. It might even
happen that an existing account does no longer work because the server has been
reconfigured to disallow anonymous posting.

If your server requires (or supports) SMTP authentication, check this box and enter
your User ID and password in the boxes below. The exact values will be provided by
your server operator - if in doubt, please ask the mail server support.

If the mail server does not support authentication, leave this box unchecked.

We recommend using authentication if it is available. Even when the current server
configuration allows unauthenticated relay, this potentially will change in the future
(as the SPAM problem grows). If you already use authentication, such a server
configuration change will not affect you. Otherwise, it will disrupt mail service.

Include message / event in email body

This checkbox controls whether the Syslog message will be included in the message
body or not. If left unchecked, it will not be included in the body. If checked, it will be
sent.

This option is useful for pagers and mobile phones, especially those with WML
support. These devices are often capable of displaying only limited amounts of data.
Some do not display the message body at all. As such, it makes limited sense to send
a message body. As such, it can be turned off with this option. With these devices,
use a subject line with the proper replacement characters.

Even if your WML enabled phone supports receiving message bodies, it might be a
good idea to turn them off. WML and WAP are relatively expensive. Generated
messages can become lengthy (depending on the message source). As such, it might
be appropriate to disable the message body in such a scenario.
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This option is must useful together with a well-formatted subject line in non-
legacy mode.

Use XML to Report

If checked, the received event will be included in XML format in the mail. If so, the
event will include all information, like the original timestamp, the facility, priority etc.
XML format is especially useful if the mail is sent to an automated system, which will
then parse the message.

If unchecked, just the plain text message will be included in the mail. This format is
more readable for a human reader.

5.5.6 Forward Syslog Options

This dialog controls Syslog forwarding options.

- Save Eeset Saveand Lloze
| Settings are saved. |
Sypslog Server |1 0.0.0.1
Spzlog Port |514
Protocol Type I LDE j
[v Process message while relaying
Insert
Meszage Farmat ZmegX :]

=l =

Output Encoding Systern D efault

[+ &dd Syzlog Source when forsarding to other Spslog servers
[T Use ML to Bepart
[T Fonward as Mwisgent =ML representation code

Forward Syslog Properties

Syslog Server

This is the name or IP address of the system to which Syslog messages should be
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sent to.

Syslog Port

The remote port on the Syslog server to report to. If in doubt, please leave it at the
default value of 514, which is typically the Syslog port. Different values are only
required for special setups, for example in security sensitive areas.

Protocol Type

Syslog messages can be received via UDP, TCP or RFC 3195 RAW. One listener can
only listen to one of the protocols. Typically, Syslog messages are received via UDP
protocol, which is the default. MonitorWare Agent can also receive Syslog messages
via TCP and reliable Syslog messages via SETP, using the new RFC 3195 standard.
Message Format

You can change the message format. By default the original message is forwarded.

Please note that the message content of the Message field can be configured.
Event properties are described in the property replacer section.

Output Encoding

This setting is most important for Asian languages. A good rule is to leave it at
"System Default" unless you definitely know you need a separate encoding. "System
Default" works perfect in the far majority of cases, even on Asian (e.g. Japanese)
Windows versions.

Add Syslog Source

If this box is checked, information on the original originating system is prepended to
the actual message text. This allows the recipient to track where the message
originally came from.

Please note: This option is not compatible with RFC 3164. We recommend
selecting it primarily when message forwarding to a WinSyslog Interactive
Server is intended.

Use XML to Report
If this option is checked, the forwarded Syslog message is a complete XML-formatted
information record. It includes additional information like timestamps or originating

system in an easy to parse format.

The XML formatted message is especially useful if the receiving system is capable of
parsing XML data. However, it might also be useful to a human reader as it includes
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additional information that cannot be transferred otherwise.

Forward as MW Agent XML Representation Code

MonitorWare supports a specific XML-Representation of the event. If it is checked,
that XML representation is used. It provides additional information (like
informationunit type, original source system, reception time & many more) but is
harder to read by a human. At the same time, it is obviously easier to parse. Please
note that this option is only "experimental” and is not an official standard.

Please note you can also make Event ID part of the actual Syslog message
while forwarding to a Syslog Server then you have to make some changes in
the Forward Syslog Action. Click here to know the settings.

5.5.7 Forward SETP Options

This dialog controls the Send options. With the "Send SETP" action, messages can be
sent to a SETP server.

¥ Enable: Send SETP 7 Eiie Feset "
| Settings are saved. | Save i Cloze :

Servermames |

Ciefault SETF Part |5432

— Options

u Enable S5L # TLS Encryption. Maote if thiz Option iz enabled, thiz action will not be able to
connect to HOM-55L SETP Servers.

™ Use zLib Compression to compress the data.

Compression Level INu:urmaI Camprezzion j
Seszion Timeout; I 0 zeconds j
—Advanced Connection Dptions
Connection Timeout; I 0 zecands j
Send ¢ Recerve Timeaut: |5 mintes j
Send SETP Dialog
Servername

The MonitorWare Agent 3.0 sends SETP to the server / listener under this name.

Default SETP Port
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The Send SETP sends outgoing requests on this port. The default value is 5432.
Please note: The SETP port configured here must match the port configured
at the listener side (i.e. MonitorWare Agent 3.0 or WinSyslog Enterprise
edition). If they do not match, a Send SETP session cannot be initiated. The
rule engine will log this to the NT Event Log.

Options

Under this group box, you can see different options as discussed below:

Enable SSL/TLS

If this option is enabled then this action will be able to connect to SSL/TLS SETP
servers. Please make sure that you want this option to be enabled.

Use zLib Compression to compress the data

It enables zLib compression support. Note that the SETP receiver must have zLib
Compression support and enabled, otherwise it does not work.

Compression level

Higher level results in better compression but slower performance.
Session Timeout

The maximum time a session to a SETP server is to be kept open.
Advanced Connection Options

In this group box, you can find the options discussed below:
Connection Timeout

Maximum time a connection can take to connect or disconnect.
Send / Receive Timeout

Whern sending or receiving data, this timeout applies.

Please note: If this option is enabled, this action is not be able to connect to NON-
SSL SETP servers.
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5.5.8 Net Send

This dialog controls the net send options.

With the "Net Send" action, short alert messages can be sent via the Windows "net
send" facility. These messages are delivered on a best-effort basis. If the recipient can
be reached, they will pop up in a message box on the recipient's machine. If the
recipient cannot be reached, they will simply be discarded. No buffering takes place.
Consequently, the rule engine does not check if the message can be delivered. It will
never flag an action to be in error due to a reported delivery problem with "net send".

- Save Heszet Save and Cloze
| Settings are saved. |
Target [ADMINWRE
Inzert
teszage to zend Event occured - see spstem logl

Net Send Dialog

Target

This is the Windows user name of the intended recipient, a NETBIOS machine name or
even an IP address (in the form of 10.1.1.1)

Message to Send

This is the message that is sent to the intended target.

Please note that the message content of the Message to send field can now

be configured. Event properties are described in the property replacer
section.
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5.5.9

Start Program

This dialog controls the start program options.

With the "Start Program" action, an external program can be run. Any valid Windows
executable can be run. This includes actual programs (EXE files) as well as scripts like
batch files (.BAT) or VB scripts (.vbs).

Start Program can, for example, be combined with the service monitor to restart
failed services. Another example application is a script that deletes temporary files if
the disk space monitor detects a low space condition.

¥ Enable; Start Program & Hezet
- Save 7
| Seftings are zaved. | Save b Close 2

Command to execute || Browse |

v Use legacy parameter processing

Parameters | Inzert

£+ W ait for completion
Sync. processing

Timnedut 11 - | zEcondz

Start Program Dialog

Command to execute

This is the path of actual program file to be executed. This can be the path of any
valid executable file. A relative file name can be specified if it can be found via the
operating system default search path.

Use legacy parameter processing

When enabled, old style parameter processing is used. Otherwise all properties can be
used.

Parameters

These parameters are passed to the program executed. They are passed as command
line parameters. There is no specific format - it is up to the script to interpret them.

Parameters can contain replacement characters to customize it with event details.
This allows passing event data to the script. The following replacement characters can
be used:
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%d [Date and time in local time

%s IP address or name (depending on the "resolve hostnames" setting) of the
source system that sent the message.
%of |Numeric facility code of the received message

%p |Numeric priority code of the received message
% m [The message itself

%0 %0 |Represents a single % sign.

In the example above, replacement characters are being used. If a message "This is a
test" were received from "172.16.0.1", the script would be started with 3 parameters:

Parameter 1 would be the string "el" - it is assumed that this has some meaning to
the script. Parameter 2 would be the IP address, 172.16.0.1. Parameter 3 would be
"This is a test". Please note that due to the two quotes ("), the message is interpreted
as a single parameters. If they were missing, it would typically be split into several
ones, with parameter 3 being "This", 4 being "is" and so on. So these quotes are very
important!

Time Out

Time Out option is under Sync. Processing. When a program is executed, the service
waits for it to finish before it carries on further actions. This is needed in order to
ensure that all actions are carried out in the correct sequence.

The external program should only run for a limited amount of time. If it would block
for some reason, the agent would be prevented from carrying out any further
processing. As such, a timeout value must be specified. If the program still runs after
the configured timeout, the rule engine cancels it, flags the action as unsuccessful
and then carries on with processing.

Important: Even though the timeout value can be as high as 30 seconds, we
strongly recommend limiting the run time of external program to below 5 seconds.
Otherwise, they could affect the overall performance too much. If the average run
time is 5 seconds, the default timeout of 10 seconds ensures that the program can
finish even when there is high system activity.

For performance reasons, we also strongly recommend to use the "Start Program"
action only for rules that apply relatively seldom.
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5.5.10 Play Sound

This action allows you to play a sound file.

s
o
=

ezt | Sawve and:Cose

| Settings are zaved. |

Filename of the saundfile iI::'xS oundfilez' attention. way Browse I

Flaycount [How often the file [ =
iz played] I ‘—i
Delay between the sound Icustnm :J |2|:||:||:|
plauz [mz]

Play Sound Dialog

Please note: if your machine has multiple sound cards installed, the "Play
Sound" action will always use the card, that was installed first into the
system.

However there is a work around if you want to use Play Sound Action for a second
sound card!

Filename of the Soundfile

Please enter the name of the sound file to play. This must be a .WAV file, other
formats (like MP3) are not supported. While in theory it is possible that the sound file
resides on a different machine, we highly recommend using files on the local machine
only. Using remote files is officially not supported (but currently doable if you are
prepared for some extra effort in getting this going).

If the file can either not be found or is not in a valid format, a system beep is emitted
instead (this should - by API definition - be possible on any system).

Playcount

This specifies how many times the file is played. It can be re-played up to a hundered
times.

Please note: Playing sounds is performance intense and MonitorWare Agent
will block all other actions while sounds are being played. As such, we
recommend to limit the duration and repeat count of sounds played.

Delay between Plays

If multiple repeats are specified, this is the amount of time that is to be waited for
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between each individual play.

5.5.11 Send to Communications Port

This action allows you to send a string to an attached communications device, that is

it sends a message through a

Serial Port.

Send to Communications Port Options

Timeout Limit

_ BayE Reset Saveand Cloze ?
| Settings are saved. | =
Tirnecut lirnit I1 mririLbe Ti
To which Port do pou want the lMSF.-’-‘-K: ;i
meszage bo send?

— Part Seftings
Eits per second IE?E;DD ;i
[rata bitz la Li
Parity |MO PERITY =
Stop bits |1 stop bit =l
DTH Contral Flow |DTR_CONTROL_DISABLE =
RTS Cantral Flovs |RT5_CONTROL_DISABLE =
Inzert
bezzsage to zend |

The maximum time allowed for the device to accept the message. If the message
could not be send within that period, the action is aborted. Depending on the device,
it may be left in an unstable state.

Port to Send To

Specify the port to which your device is being attached. Typically, this should be one
of the COMx: ports. The listbox shows all ports that can be found on your local
machine. You may need to adjust this to a different value, if you are configuring a

remote machine.
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MSFAX
CoM1
CoM2
COM3
CoM4

FILE

LPT1

LPT2

LPT3

10. AVMISDN1
11. AVMISDN2
12. AVMISDN3
13. AVMISDN4
14. AVMISDNS
15. AVMISDNG6
16. AVMISDN7
17. AVMISDNS
18. AVMISDNS

CoNonhwNH

Port Settings

Use those settings that your device expects. Please consult your device manual if in
doubt.

Bits per Seconds

Bits per second can be 110 and go up to 256000, by default 57600 is selected.

Databits

Databits defines that how many bits you want to send and receive to the
communication port.

Parity

With Parity you can configure the Parity scheme to be used. This can be one of the
following values:

1. Even

2. Mark

3. No parity
4, Odd

5. Space
Stop bits

You can configure the number of stop bits to be used. This can be one of the following
values:

1. 1 stop bit
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5.5.12

2. 1.5 stop bits
3. 2 stop bits

DTR Control Flow

DTR (data-terminal-ready) flow control. This member can be one of the following
values:

1. DTR_CONTROL_DISABLE - Disables the DTR line when the device is opened
and leaves it disabled.

2. DTR_CONTROL_ENABLE - Enables the DTR line when the device is opened and
leaves it on.

3. DTR_CONTROL_HANDSHAKE - Enables DTR handshaking.

RTS Control Flow
RTS (request-to-send) flow control. This member can be one of the following values:

1. RTS_CONTROL_DISABLE - Disables the RTS line when the device is opened and
leaves it disabled.

2. RTS_CONTROL_ENABLE - Enables the RTS line when the device is opened and
leaves it on.

3. RTS_CONTROL_HANDSHAKE - Enables RTS handshaking. The driver raises the RTS
line when the "type-ahead" (input) buffer is less than one-half full and lowers the
RTS line when the buffer is more than three-quarters full.

4. RTS_CONTROL_TOGGLE - Specifies that the RTS line will be high if bytes are

available for transmission. After all buffered bytes have been sent, the RTS line will be

low.

Message to Send

This is the message that is to be send to the device. You can enter text plainly and
you can also include all properties from the current event. For example, if you have a
serial audit printer and you would just plainly like to log arrived messages to that
printer, you could use the string "%msg%%$CRLF%" to write the actual message
arrived plus a CRLF (line feed) sequence to the printer.

Please note that the message content of the Message field can now be
configured. Event properties are described in the property replacer section.

Set Status

This dialog controls the set status options.

Each information unit have specific properties e.g. EventID, Priority, Facility etc.
These properties have some values. Lets suppose that EventID has property value 01.
Now, If you want to add "a new property of your own choice" in the existing set of
properties then Set Status action allows you to accomplish this!

You can create a new property and assign any valid desired value to it e.g. we had
created a new property as CustomerID and set its value to 01 in the screen-shot
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5.5.13

below. After you have created the property through this action, then you can define
filters for them. There is an internal status list within the product which you can use
for more complex filtering.

Please note: when you change a property, the value will be changed as soon
as the set status action is carried out. It will not change before that happens
and the old value is no longer available thereafter. That means all actions and
filter conditions will use the new value after it is set. So if you would like e.g.
rename a system, make sure the set status actions are at the top of the rule
base!

Save Fezet Save and Close 2

| Settings are saved. |

Froperty Mame: | CustomerD

Set Property value im

Set Status Dialog

Property Name

Enter the Property name. That name will from now on be used inside the rule base.
More precisely, it will be used in the filter conditions and actions.

Set Property Type

The value to be assigned to the property. Any valid property type value can be
entered.

Set Property

You can set every property and custom properties using this action.

This dialog controls the set property options. With the "Set Property" action, some
properties of the incoming message can be modified. This is especially useful if an
administrator would like to e.g. rename two equally named devices.

Please note: when you change or create a property, the value will be changed
as soon as the set property action is carried out. It will not change before
that happens and the old value is no longer available thereafter. That means
all actions and filter conditions will use the new value after it is set. So, if you
would like e.g. rename a system, make sure the set property actions are at
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the top of the rule base!

Enable: Set Property c [ Feszet | n
| r'ou have changed but not zaved the zettings. | | Sl ‘[ Save & Cloze ]
Select Property Type | Insert
Set Property value Insert

izeneral 4

Syslog r

Ewvent Log Manitar r

T Services Monitor 4

DiskSpace Maonitar r

SMMP Traps r

SerialPart Monitar 4

FTP Probe 4

HTTF Probe 4

IMAP Probe ¢

MMTP Probe 4

PP Probe 4

SMTF Probe +

special Yariables k

Replace with Manilog Farmat

Set Property Dialog

Select Property Type

Select the property type to be changed. The list box contains all properties that can
be changed. By default it is set to nothing.

Set Property Value

The new value to be assigned to the property. Any valid property value can be
entered. Please use the "Insert Button".

In the example above, the SourceSystem is overridden with the value "newname".
That name will from now on be used inside the rule base. More precisely, it will be use
in the filter conditions and actions.
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5.5.14 Call RuleSet

The dialog shown below controls the Call RuleSet options.

A Call RuleSet action simply calls another rule set in some existing rule set. When this
action is encountered, the rule engine leaves the normal flow and go to the called rule
set (which may contain many rules as well). It executes all the rules that have been
defined in the called Rule Set. After the execution of all of them, it will return to its
point from where it left the original flow. Let's take an example to clarify it a little
further.

Let's say that Rule 1 has two actions - Action 1 and Action 2. The Action 1 of Rule 1 is
an include (Call Ruleset) action. If the filter condition result of Rule 1 evaluates to
true, it will execute the Action 1. Since Action 1 is the include action in this example,
it will go to the included rule set and will execute its filter condition. If that filter
condition evaluates to true, it will execute all of its actions and will return to Action 2
of Rule 1 (of normal flow) and if on the other hand, the filter condition of the included
rule set evaluates to false, it will skip all of its actions and will come back to the
Action 2 of Rule 1 (of normal flow).

Note that there is no limit on including the rules which means that a rule that
has been included in another rule may contain another rule in it which might
contain another rule in it and so on.

- Save Heset S ave and Cloze
| Seftings are saved. |

— RuleSet to call

‘ lDefauIts j Refresh I

Call Ruleset Dialog

Ruleset to Call
Select the Ruleset to be called.

Note: Call RuleSet stays disabled until you have more then "One" RuleSet!
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5.5.15

5.5.16

Discard

A Discard Action immediately destroys the current Information Unit and any action of
any rule that has been defined after the Discard action execution. When this action is
been selected then no dialog appears as nothing needs to be configured for this.

Click here to see an example about the Discard action.

Post-Process Event

The post process action allows you to re-parse a message after it has been processed
e.g. Tab Delimited format.

Such re-parsing is useful if you either have a non-standard Syslog format or if you
would like to extract specific properties from the message.

The post process action takes the received message and parses it according to a parse
map. The parse map specifies which properties of which type are present at which
position in the message. If the message actually matches the parse map, all
properties are extracted and are set as part of the event. If the parse map does not
match the message, parsing stops at the first-non matching entry.

Save and Claoze

| Saye Heset

| Settings are zaved.

'}

Impart Template

Insert | [relete | 1‘ | * | I jllnteger j

Optional Y alue

Property | Type | W allie I

Meszage preview af pour rules

Post Process Dialog
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Templates

Parse maps can be quite complex. In order to facilitate exchange for parse maps, they
can be persisted to XML files. Adiscon also plans to provide parse maps for some
common devices.

We know that creating a parse map is often not a trivial task. If you are in doubt how
to proceed, please contact support@adiscon.com - we will happily assist you with
your needs. In this case, you will probably receive a parse map file that you can
import here.

The Parse Map Editor

In this dialog, you can edit only in the text boxes above the data grid. When you
select an entry in the grid, its values are updated in the textboxes. Any edits made
there will automatically be reflected to the grid. Pressing Insert or Delete will create a
new entry or delete the currently selected one.

Property

The property name that is to be parsed. The list box is pre-populated with standard
and event properties. However, you can add any property name you like. If you create
your own properties, we highly recommend prefixing their name with "u-" so that
there will be no duplicates with standard properties. Adiscon will never prefix any
properties with "u-". For example, if you would like to create a custom property
"MyProperty", we highly suggest that you use the property name "u-MyProperty"
instead.

The property name "Filler" is reserved. Any values assigned to the Filler-property will
be discarded. This is the way to get rid of fill-characters that you do not really need.
Type

This is the format that will be parsed from the message. For example, an integer type
will parse one integer from the message while a word type will parse the next word.
Value

Some types need an additional value. If that is needed, you can provide it here.

Message Preview

This is a read-only box. It shows a hypothetical message that would match the
configured parsing rules.
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6 Getting Help

The WinSyslog Service is very reliable. In the event you experience problems,
find here how to solve them.

Do you need help with the WinSyslog Service or WinSyslog in general? Do you need
an important question answered? No problem, there is lots of help available!

Please note that all options (except priority support) are also open to evaluating
customers. So do not hesitate to try them. Help is available in English and German
language. Our local resellers may provide local language support. Please check with
them.

Frequently asked Questions

For a current list of Frequently Asked Questions (FAQ), please visit
www.winsyslog.com/en/FAQ

The FAQ area is continuosly being updated.

Customer Support System

Our customers service and support system is available at
http://custservice.adiscon.com. With it, you can quickly open a support ticket via a
web-based interface. This system can be used to place both technical support calls as
well as general and sales questions. We would appreciate if you select the appropriate
category when opening your ticket.

Please note: the customer service system asks you for a userid and password when
you open it. If you do not have a userid yet, you can simply follow the "register" link
(in the text part) to create one. You can also open a ticket without registering first, in
which case the system will create one for you. You will receive the generated userid
as part of the email notifications the system generates.

Why using the customer support system? As you see further below, we also offer
support by email. In fact, email is just another way to create a ticket in the customer
support system. Whenever we reply to your ticket, the system automatically
generates an email notification, which includes a link to your ticket as well as the
answer we have provided. So for the most cases, you can use email, only. However,
there are some situations where the support system should be used:

e Email notifications do NOT include attachments. If we provide an attachment, you
must login to the ticket in order to obtain this. For your convenience, each email
notification contains an active link that allows you to login immediately.

o If you seem not to receive responses from us, it is a very good idea to
check the web interface. Unfortunately, anti-SPAM measures are being setup
more and more agressive. We are noticing an increasing number of replies that
simply do not make it to your mailbox, because some SPAM filter considered it to be
SPAM and removed it. Also, it may happen that your support question actually did
not get past our own SPAM filter. We try very hard to avoid this. If we discard mail,
we send a notification of this, so you should at least have an indication that your
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mail did not reach us. Using the customer support system via its own web interface
removes all SPAM troubles. So we highly recommend doing this if communication
otherwise seems to be distrubed. In this case, please remember that notification
emails may also get lost, so it is a good idea to check your ticket for status updates
from time to time.

WinSyslog Web Site

Visit the support area at www.winsyslog.com/en/support/ for further information. If
for any reason that URL will ever become invalid, please visit www.adiscon.com for
general information.

Support Forum

Share questions and answers with your peers! The forum is also monitored by Adiscon
support staff. To access the forum, point your browser at
http://forum.adiscon.com/forum,4.html.

Email

Please address all support requests to support@adiscon.com. An appropriate subject
line is highly appreciated.

Please note: we have increasingly often problems with too-agressive SPAM filtering,
resulting in loss of our replies. If you do not receive a response from us within two
working days latest, we highly recommend re-submitting your support call via the
customer support system.

Online Seminars

Adiscon offers a selection of online seminars. This selection is continuously being
expanded. All available seminars can be found at
http://www.adiscon.com/Common/SeminarsOnline/

Please note: Windows Media Player is required to view the seminars.

Phone

Phone support is limited to those who purchased support incidents. If you are
interested in doing so, please email info@adiscon.com for further details.

Fax

Please direct your faxes to

+49-9349-928820
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Toll free in the US: 1-888-900-3772

with "+" being the international dialing prefix, e.g. 011 in the US and 00 in most
other countries.

Software Maintenance

Adiscon's software maintenance plan is called Upgradelnsurance. It offers unlimited
free upgrades and priority support during its duration. It can be purchased for a
period between 1 and 5 years.

To learn more about Upgradelnsurance, please visit

http://www.adiscon.com/Common/en/products/upgrade-insurance-details.asp

Non-Technical Questions

Please address all non-technical questions to info@adiscon.com. This email alias will
answer all non-technical questions like pricing, licensing or volume orders.

Product Updates

The MonitorWare line of products is being developed since 1996. New versions and
enhancements will be made available continuously.

Please visit www.winsyslog.com for information about new and updated products.

7 WinSyslog Concepts

Learn what WinSyslog is made for and made of.

WinSyslog offers advanced monitoring capabilities. It can not only monitor the system
it is installed on; it can also include information received from Syslog-enabled
devices. To fully unleash WinSyslog's power, you need to learn a bit about its
concepts. These web resources (provided links) describe each element in detail.

WinSyslog operates on a set of elements. These are

Services
Information Units
Filter Conditions
Actions

Rules

Rule Engine
The SETP Protocol

It is vital to understand each element and the way they interact. WinSyslog has
multiple and very powerful capabilities. This enables very quick configuration of highly
efficient and comprehensive systems. On the other hand, the concepts must be fully
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understood to make such complex systems really work.

Purchasing WinSyslog

If you would like to use WinSyslog's advanced features, you can purchase
your own copy.

The License
The end user license agreement is displayed during setup. If you obtained a ZIP file

with the product, there is also a file license.txt inside that ZIP file. If you need to
receive a copy of the license agreement, please email info@adiscon.com.

Which Edition is for Me?

Information on all available WinSyslog editions can be found on the web at the
following URL. This includes a feature and price comparison.

http://www.winsyslog.com/common/en/products/winsyslog5-editions.asp

Pricing & Ordering

Please visit http://www.winsyslog.com/en/intermediate-order.php to obtain pricing
information. This form can also be used for placing an order online. If you would like
to place a purchase order, please visit
http://www.adiscon.com/Common/en/OrderByPO.asp to obtain details.

If you would like to receive assistance with your order or need a quote, please contact
info@adiscon.com.

Reference

The following references provide in-depth information to some very specific things.
You may want to review them if you are looking for one of these. Some references are
placed on the web and some other are directly contained in this manual. We decided
to provide web-links wherever we considered them useful.

The WinSyslog Service
Support for Mass Rollouts
Version History

Formats (XML and Database)
Property Replacer

Note: Please go through the Formats (XML and Database) specifically
"Database Formats", sometimes looking into it can solve your problems!
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9.1

9.2

Comparison of properties Available in MonitorWare Agent,
EventReporter and WinSyslog
The property replacer is a reference - the actual properties are very depending on the

edition purchased. We have just included information on what is available in which
products for your ease and convenience.

Properties Available MonitorWare Agent WinSyslog
Standard Property Yes Yes
Moni t or Ware Echo Reply Yes

Windows Event Log Properties Yes

Syslog Message Properties Yes Yes
Disk Space Monitor Yes
File Monitor Yes
Windows Service Monitor Yes
Ping Probe Yes
Port Probe Yes
Database Monitor Yes
Serial Port Monitor Yes
MonitorWare Echo Request Yes
System Properties Yes Yes
Custom Properties Yes Yes

Event Properties

Events have certain properties, for example the message associated with the event or
the time it was generated. Each of this properties has an assigned name. The actual
properties available depend on the type of event. The following sections desribe both
how to access properties as well as properties available.

Knowing about event properties is important for building complex filter conditions,
customized actions as well as for integrating into a third-party system. Event
properties provide a generic way to look at and process the events generated. Thus
we highly recommend that you atleast briefly read this reference section.

© 2005 Adiscon GmbH


http://www.mwagent.com/index.php
http://www.winsyslog.com/index.php

86

WinSyslog 6.1

9.21

9.21.1

9.2.1.2

Acessing Properties

Properties are accessed by their name. The component used for this is called the
"property replacer" It is a generic component that allows you to merge properties
from the event processed to e.g. the email subject line or a log file line. It is a central
component that is used as often in the product as possible. The idea behind the
property replacer is that there is often need to specify a value from the event
processed.

The property replacer provides very powerful ways to acces the properties: they can
not only be accessed as one full property. They can also be acceessed as substrings

and even be reformatted. As such, the property replacer provides a specifc syntax to
access properties:

% property: fromPos:toPos: options%

The percent-signs ("%") indicates the start of a special sequence. The other
parameters have the following meanings

FromPos and ToPos can be used to copy a substring from a lenghty property. The
options allow to specify some additional formating.

Property

This is the name of the property to be replaced. It can be any property that a given
event posses. If a property is selected that is empty for the event processed, an
empty string is returned.

A property is either an event property, a custom property, a dynamic property or a
system property.

If a property is selected that is not present, the result will always be an empty string,
no matter which other options have been selected.

FromPos

If you do not want to use the full string from the property, you can specify a start
position here. There are two ways to specify the start location:

Fixed Character position

If you know exactly on which position the string of interest begins, you can use a
fixed location. In this case, simply specify the character position containing the first
character of interest. Character positions are counted at 1.

Search Pattern

A search pattern is specified as follows:

/<search-pattern>/<options>
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9.2.1.3

9.21.4

If a search pattern is specified, the property value is examined and the first occurence
of <search-pattern> is detected. If it is not found, nothing is returned. If it is found,
the position where the pattern is found is the start postion or, if the option "$" is
specified, the position immediately after the pattern.

The search pattern may contain the "?" wildcard character, which represents any
character. Other wildcards are not supported with the property replacer.
Default Value

If the FromPost is not specified, the property string is copied starting at position 1.

ToPos

If you do not want to use the full string from the property, you can specify the highest
character position to be copied here.

Absolute Position

Specify a simple integer if you would like to specify an absolute ending position.

Relative Position

This is most useful together with the serach capabilities of "FromPos". A relative
position allows you to specify how many characters before or after the FromPos you
would like to have copied. Relative positions are specified by putting a plus or minus
("+"/"-") in front of the integer.

Please note: if you specify a negative postion (e.g. -20), FromPos and ToPos will
internally be swapped. That is the property value will not be (somehow) reversely
copied but they will be in right order. For example, if you specify %msg:30:-20%
actually character positons 10 to 30 will be copied.

Default
If not specified, the ending position will be the last character.

Options

Options allow you to modify the the contents of the property. Multiple options can be
set. They are comma-separated. If conflicting options are specified, always the last
option will be in effect (e.g. specifying "uppercase,lowercase" will lead to lowercase
conversion of the property value).

The following options are available with this release of the product:
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lowercase All characters in the resulting property extract will be converted to
lower case.

uppercase All characters in the resulting property extract will be converted to
upper case.

uxTimeStamp This is a special switch for date conversions. It only works if the
extracted property value is an ISO-like timestamp (YYYY-MM-DD
HH:MM:SS). If so, it will be converted to a Unix-like ctime()
timestamp. If the extracted property value is not an ISO-like
timestamp, no conversion happens.

escapecc Control characters in property are replaced by the sequence
##hex-val##, where hex-val is the hexadecimal value of the
control character (at least two digits, may be more).

spacecc Control characters in the property are replaced by spaces. This
option is most useful when a message contains control characters
(e.g. a Windows Event Log Message) and should be written to a log
file.

convgermuml Converts German Umlaut characters to their official replacement
sequence (e.g. "6" --> "oe")

Important: All option values are case-sensitive. So "uxTimeStamp" works while

"uxtimestamp" is an invalid option!

9.2.1.5 Examples

Simple Examples

A good example for this is the email subject line, which has severe length constraints.
If you would like to have only the first 40 characters of the actual message text in the
subject, you could use the replacer: "%msg:1:40%".

If you know the first 10 characters of the message are meaningless for you but you
would like to see the full rest of the message (no matter how long it may be), you
can use a sequence like "%msg:11%.

If you would just like to see the plain message from beginning to end, you can simply
omit FromPos and ToPos: "%msg".

Of course, all of these sample not only work with the "msg" property, but also with all
others like "facility" or "priority", or W3C-log header extracted property names.

More complex Examples

If you would like to extract the 50 characters from the message after the word DROP,
you would use the following replacer string:

%msg:/DROP/$:+50%

If you would like to have the first 40 characters in front of the string "- aborted"
(including that string):

%msg:/- aborted/$:-40%

And if you would like to receive everything starting from (and including) "Log:":
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%msg:/Log%

If you would just like to log lowercase letters in your log messages:
%msg:::lowercase%

And if you would just like to have the first 50 characters (and these in lower case):
%msg:50:::lowercase%

If you need to change a timestamp to a UNIX-like timestamp, you could use this:
%datereceived:::uxTimeStamp%%

A real world Sample
We use the following template to generate output suitable as input for MoniLog:

%timegenerated:1:10%,%timegenerated: 12:19%,%source%,%syslogfacility%,%sysl
ogpriority%,EvntSlog: %severity% %timereported:::uxTimeStamp%:
%source%/%sourceproc% (%id%) - "%msg%"%$CRLF%

Please note: everything is on one line with no line breaks in between. This
example is from the "write to file" action (with custom file format).

9.2.2 System Properties

System properties are special sequences that can be helpful. They are available with
all event types. They are:

$CRLF |A Windows newline sequence consisting in the characters CR and
LF. If you just need CR, you can use %$CRLF:1:1% and if you
need use LF you can use %$CRLF:2:2%

$TAB An US-ASCII horizontal tab (HT, 0x09) character

$HT same as $TAB
$CR A single US-ACSII CR character (shortcut for %$CRLF:1:1%)
$LF A single US-ACSII LF character (shortcut for %$CRLF:2:2%)

$xNN A single character, whoms value (in hexadecimal) is given by NN.
NN must be two hexadecimal digits - a leading zero must be
used if a value below 16 is to be represented. The value 0
(%x00) is invalid and - if specified - replaced by the "?"
character.

As an example, $CR could also be expressed as %$x0d%.

Please note that only one character can be represented. If you
need to specify multiple characters, you need multiple $xNN
sequences. An example may be $CRLF which could also be
specified as %$x0d%%$x0a% (but not as %$x0d0a%).
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9.2.3

9.24

9.24.1

Custom Properties

Users can create an unlimited number of custom properties. These can be created
with for example the "PostProcess" action (if the product edition purchased supports
this action).

Custom properties can theoretically have any name, but Adiscon highly recommends
to prefix them with "u-" (e.g. "u-MyProperty" - "u" like "user"). This ensures that no
compatibility problems will arise in current and future versions of the software.
Adiscon guarantees that it will never use the "u-" prefix for Adiscon-assigned
properties.

Custom properties can be used just like regular properties. Wherever you can specify
a property, you can also specify a custom property.

Event-Specific Properties

Each network event is represented by a so-called "Event Record" (sometime also
named an "InfoUnit", an "Unit of Information"). Data obtained from all services will
end up as an event. For example, Windows Event Log data, syslog data and a file line
obtained by the file monitor will all be an event. That kind of generalization make it
easy to deal with all of these events in a consistent way.

Each event has a set of properties which in turn have values. For example, there is a
property named "source" and it will always contain an indication of which system the
event orginated on. Obviously, not every event source does support all properties. For
example, a syslog message does not contain a Windows NT Event ID - simply because
there is no such thing as an event ID in syslog. So, depending on the type of event, it
may contain different properties.

In order to make the product really generally useful, some few properties have been
defined in a generic way and are guarantted to be present in every event, no matter
what type it may have. Sometimes this is a "natural” common property, like the
"fromhost". Sometimes, though, it may look a bit artificial. An example of the later is
the "syslogfacility" property. It is guaranteed to be present in every event - but
actually this is a syslog-only thing. The non-syslog event sources either emulate this
property (in a consistent manner) or allow the user to configure a syslogfacility that
should be used for all events generated by that service. At the bottom line, this will
ensure that the property is available in all events and - given proper configuration -
that can be extremely helpful for the administrators to set up things in a powerful and
generic way.

Standard Properties

As outlined under Event Properties, these are properties present in all types of events.
Some event types have only these standard properties. Others have additional
properties. Those with additional properties are documented in the other sections. If
there is no specific documentation for a specific event type, this means that it
supports the standard properties, only.
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msgPropertyD
escribed

A human-readable representation of the message text. While this
is genereally available, the exact contents largely depends on the
source of the information. For example, for a file monitor it
contains the file line and for a syslog message it contains the
parsed part of the syslog message.

source

The source system the message orignated from. This can be in
various representations (e.g. IP address or DNS name) depending
on configuration settings.

syslogpriority

The severity of a syslog message. For non-syslog messages, this
should be a close approximation to what a syslog severity code
means.

syslogfacility

The facility of a syslog message. For non-syslog messages, the
value is provided based on configuration. In essence, this is
simply an integer value that can be used for quick filtering inside
your rules.

syslogtag

The syslog tag value, a short string. For non-syslog messages,
this is provided based on configuration. In most cases, this is
used for filtering.

resource

A user-assgined numerical value. Does not have any specific
meaning. Primarily intended for quick filtering.

CustomerID

A user-assgined numerical value. Does not have any specific
meaning. Primarily intended for quick filtering.

SystemID

A user-assgined numerical value. Does not have any specific
meaning. Primarily intended for quick filtering.

timereported

The time the originator tells us when this message was reported.
For example, for syslog this is the timestamp from the syslog
message (if not configured otherwise). Please note that
timereported eventually is incorrect or inconsistent with local
system time - as it depends on external devices, which may not
be properly synchronized.

For Windows Event Log events, timereported contains the
timestamp from the event log record.

timegenerated

The time the event was recorded by the service. If messages are
forwarded via SETP, this timestamp remains intact.

importance

Reserved for future use.

iut

Indicates the type of the event. Possible values are:

1- syslog message

2- hearbeat

3- Windows Event Log Entry
4- SNMP trap message

5- file monitor

8- ping probe

9- port probe

10- Windows service monitor
11- disk space momitor

12- database monitor

13- serial device monitor

iuvers

Version of the event record (info unit). This is a monitorware
interal version identifier.
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9.2.4.2 Windows Event Log Properties

9.2.4.3

9.24.4

9.2.45

id Windows Event ID

severity severity as indicated in the event log. This is represented in
string form. Possible values are:
[INF] - informational
[AUS] - Audit Success
[AUF] - Audit failure
[WRN] - Warning
[ERR] - Error
[NON] - Success (called "NON" for historical reasons)

severityid The serverity encoded as a numerical entity (like in Windows API)

sourceproc The process that wrote the event record (called "source" in
Windows event viewer).

category The category ID from the Windows event log record. This is a
numerical value. The actual value is depending on the event
source.

user The user name that was recorded in the Windows event log. This
is "N\A" if no user was recorded.

NTEventLogTy The name of the Windows event log this event is from (for

pe example "System" or "Security").

bdata Windows event log records sometimes contain binary data. The
event log monitor service can be set to include this binary data
into the event, if it is present. If it is configured to do so, the
binary data is put into the "bdata" property. Every byte of binary
data is represented by two heaxdecimal characters.
Please note that it is likely for bdata not to be present. This is
because the binary data is seldomly used and very performance-
intense.

Syslog Message Properties

rawmessage

rThe message as it was received from the wire (unparsed).

Disk Space Monitor

currusage

The currently used disk space.

maxavailable

The overall capacity of the (logical) disk drive.

File Monitor

genericfilenam
e

The configured generic name of the file being reported.
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9.2.4.6

9.24.7

9.2.4.8

9.2.4.9

Windows Service Monitor

sourceproc The name of the service whoms status is being reported (from
the Windows service registry).

Ping Probe

echostatus Status returend for the echo request
roundtriptime Round trip time for the ping packet (if successful)

Port Probe

responsestatus The status of the probe.
responsemsg [The response message received (if any)

Database Monitor

Database-Monitor created events are a bit different than other events. The reason is
that the database fields themselves become properties - but obviously these are not
fixed but depend on what you monitor.

All queried data fields are available as properties via their database field name
prefixed with "db-".

An example to clarify: we assume the following select statement is used for the
database monitor:

select name, street, zip, city from addresses

There is also an ID column named "ID". So the event generated by this database
monitor will have the following specific properties:

db-1D
db-name
db-street
db-zip
db-city

These properties will contain the field values as they are stored in the database.
Please note that NULL values are translated into empty strings (""), so there is no way
to differentiate a NULL value from an empty string with this version of the database
monitor.

Other than the custom "db-" properties, no specific database monitor properties exist.
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9.2.4.10

9.24.11

9.2.4.12

9.2.4.13

9.2.4.14

9.2.4.15

9.2.4.16

9.2.4.17

Serial Monitor

portname

The name of the port that the data orginated from (typical
examples are COM1, COM2). The actual name is taken from the
configuration settings (case is also taken from there).

MonitorWare Echo Request

responsestatus

The status of the echo request. Possible values:
0 - request failed (probed system not alive)
1 - request succeeded

msg standard property.

If the request failed, additional information can be found in the

FTP Probe

ftpstatus The status of the connection.
ftprespmsg The response of the connection.
IMAP Probe

imapstatus The status of the connection.
imaprespmsg [The response of the connection.
NNTP Probe

nntpstatus The status of the connection.
nntprespmsg [The response of the connection.
SMTP Probe

smtpstatus The status of the connection.
smtprespmsg [The response of the connection.
POP3 Probe

pop3status The status of the connection.
pop3respmsg [The response of the connection.
HTTP Probe

httpstatus The status of the connection.
httprespmsg [The response of the connection.
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9.3

Complex Filter Conditions

The rule engine uses complex filter conditions.

Powerful boolean operations can be used to build filters as complex as needed. A
boolean expression tree is graphically created. The configuration program is modelled
after Micorosoft Network Monitor. So thankfully, many administrators are already
used to this type of Interface. If you are not familiar with it, however, it looks a bit
confusing at first. In this chapter, we are provinding some samples of how boolean
expressions can be brought into the tree.

Example 1

In this example, the message text itself shall be checked. If it contains at least one of
three given strings, the filter should become true. If none of the string is found, the
boolean expression tree evaluates to false, which means the associated action(s) will

not be executed.

In pseudo-code, the filter could be written like this:

If (msg = "DUPADDRES') O (msg = "SPANTREE') O (msg = "DUPLEX_M SMATCH) then
execute action(s)
end if

Please note: in the example, we have abbreviated "message" to just "msg". Also note
that for brevity reasons we use the equals ("=") comparison operator, nicht the
contains. The difference between the equals and the contains operator is that with
"contains", the string must just be part of the message.

In the filter dialog, this pseudo code looks as follows:
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Figure 1 - Example 1

Example 2

Tools
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Example 2 is very similar to example 1. Again, the message content is to be checked
for three string. This time, all of these strings must be present in order for the

boolean tree to evaluate to false.

The pseudo code would be as follows (under the same conditions outlined in example

1 above):

If (mg = "DUPADDRES') And (msg = "SPANTREE') And (msg = "DUPLEX_M SMATCH) then

execute action(s)
end if

In the filter dialog, this pseudo code looks as follows:
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Figure 2 - Example 2

Example 3

This example is a bit more complex version of example 1. Again, the same message
text filtering is done, that is if any one of the provided substrings is present, the filter
eventually evaluates to true. To do so, the source system must also contain the string
"192.0.2", which can be used to filter on a device from a specifc subnet.

An example like this can be used for a rule where the administrator of a specific
subnet should be emailed when one of the strings indicate a specific event.

The pseudo code would be as follows (under the same conditions outlined in example
1 above):

If ((sourceSys = "192.0.2")
And

((msg = "DUPADDRES') O (nmsg = "SPANTREE') O (nmsg = "DUPLEX_M SMATCH))
) then
execute action(s)

end if

In the filter dialog, this pseudo code looks as follows:
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Special Operations,
uzeful for debugaing

L earn about Filkers

Figure 3 - Example 3

As a side note, you may want to use a range check instead of a simple include for the
source system. With a range string check, you can specify that the string must be
within a specified column range, in this case obviously at the beginning of the source
system IP address.

Real-World Examples

To see some real-world examples of where boolean conditions inside filtering are
used, please visit these web links:

. Detecting Password Attacks under Windows

Example 4

In this example, the report is to be filtered in such a way that it shows information
only in the case, if the device reported time is greater then certain time with certain
event source and one of two event ID's.

In pseudo-code, the filter could be written like this:

If (DeviceReportedTime is greater than {5/11/2005 9:16:27 AM} AND EventSource is
equal to {Print} AND [EventID is equal to {10} OR EventID is equal to {18}]]

In the filter dialog, this pseudo code looks as follows:
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- Save Repoit

9.4  WinSyslog Shortcut Keys

Use shortcut keys as an alternative to the mouse when working in WinSylog Client.
Keyboard shortcuts may also make it easier for you to interact with WinSyslog. All
these shortkeys are usually available in textboxes only. Listed below are the available

short keys:

Press

CTRL+S
CTRL+X
CTRL+C
CTRL+V
CTRL+Z

To
Save
Cut
Copy
Past e
Undo

Note: This is in synchronization with most major Windows applications.
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9.5

10

11

111

Version Comparison

WinSyslog comes in different versions. Some of them are more feature-richer then
others. The manual covers description about the full feature set. In order to remove
confusion we have created a Product Comparison Sheet which identifies the
differences between different available versions. Click here to see that which Version
provides which services, actions and other features.

Copyrights

This documentation as well as the actual WinSyslog product is copyrighted by Adiscon
GmbH, Germany. To learn more about other Adiscon products, please visit
http://www.adiscon.com/en/products. To obtain information on the complete
MonitorWare product line, please visit www.monitorware.com.

We acknowledge using these following third party tools. Here are the download links:

Openssl-0.9.7e: http://www.adiscon.org/3rdparty/openssi|-0.9.7e.tar.gz
Net-SNMP-5.2.1: http://www.adiscon.org/3rdparty/net-snmp-5.2.1.tar.gz
Liblogging: http://www.adiscon.org/3rdparty/liblogging.zip

VB6 NeoCaption: http://www.adiscon.org/3rdparty/VB6 NeoCaption Full Source.zip

Note: Microsoft, Windows, and the Windows logo are trademarks, or registered
trademarks of Microsoft Corporation in the United States and/or other countries.

Other mentioned trademarks are for reference only. They belong to their respective
owners.

Glossary of Terms

The Glossary of Terms is also available on the Web:

http://www.monitorware.com/Common/en/glossary/

The web version most probably has more and more up-to-date content. We highly
encourage you to visit the web if in doubt.

EventReporter

EventReporter is Adiscon's solution to forward Windows NT/2000/XP event log entries
to central system.

These central systems can be either WinSyslog's, other Syslog daemons (e.g. on
UNIX) or MonitorWare Agents. EventReporter is part of Adiscon's MonitorWare line of
products.

Click here for more Information about EventReporter.
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11.2

11.3

114

Millisecond

A millisecond is a thousand of a second. It is abbreviated as "ms". As such, 500ms
mean half a second.

Inside the MonitorWare line of products, many timers are expressed in milliseconds as
a fine control over the services and actions is provided to the administrator.

Click here for more Information about Milliseconds.

Monitor Ware Line of Products

Adiscon's MonitorWare line of products includes monitoring and operations
management tools. It consists of several components, each of which can be used
either individually or as a complete solution. As of this writing, the following products
are available:

Adiscon Logger (www.monitorware.com/en/logger/)
ActiveLogger (www.activelogger.com)
EventReporter (www.eventreporter.com)

IISLogger (www.iislogger.com)

MoniLog (www.monilog.com)

MonitorWare Agent (www.mwagent.com)
MonitorWare Console (www.mwconsole.com)
WinSyslog (www.winsyslog.com)

There is also an open source syslog library available for programmers whishing to
integrate syslog into their C/C++ programs:

o Liblogging (www.liblogging.org)

New products are continously being added - please be sure to check
www.monitorware.com from time to time for updates.

Click here for more Information about the MonitorWare Line of Products.

Resource ID

The Resource ID is an identifier used by the MonitorWare line of products. It is a
simple, administrator assigned string value. It can be used to correlate different
events - even from different source - to a specific resource.

For example, on a Windows server running Microsoft Exchange, all Exchange events
could be assigned to a resource id of "Exchange Server".

In MonitorWare Agent 1.0 and WinSyslog 4.0 support for Resource IDs is limited. The
field is present and can be persisted to the database or stored in XML files, but
besides this there is no value in it.

Later releases of the MonitorWare Line of Products will much broader support the
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11.6

Resource ID.

Click here for more Information about the Resource ID:

SETP

SETP is the "Simple Event Transfer Protocol". SETP allows reliable delivery of events
between SETP supporting systems. EventReporter, WinSyslog and MonitorWare Agent
support SETP. EventReporter works as SETP Client Only. As such, it can forward
events generated and gathered by them to central or intermediary SETP servers.
WinSyslog EnterPrise Edition works as SETP client and server, only. The MonitorWare
Agent can operate both as a SETP server and client and as such also as a relay. It
plays a vital role in a complex, distributed environment.

SETP was developed for MonitorWare. It allows synchronous communication between
SETP clients and servers. With SETP, an event can be forwarded exactly as it was on
the original event generating system. For example, if a syslog message is received on
a remote system, that exact syslog message can be forwarded via as many SETP
relays as is configured. During that relaying, no information from the original
message is altered or lost. As such, each of the relays as well as the final SETP server
will see the original source address, time stamps and message.

Furthermore, SETP guarantees reliable delivery. It is based on TCP, so each of the
SETP peers know exactly that the communication partner can successfully receive and
process the message. SETP guarantees that new events are only forwarded after the
previous ones were successfully received and processed. SETP also checks for on the
wire errors. Due to its characteristics, SETP can successfully be used in barely or
occasionally connected environments like radio connected systems.

The SETP design is influenced by many industry standard movements, most notably
the BEEP protocol and XML. However, SETP is optimized to have a very lightweight
footprint. As such, it can be implemented even in low powered devices with little
overhead.

Click here for more Information about SETP.

SMTP

The "Simple Mail Transfer Protocol". This is an Internet standard for sending email
messages. Virtually all major email systems are either based on SMTP or at least offer
gateways to SMTP capable systems.

SMTP is used for sending email. It can not be used to pick up email messages. For
this purpose, protocols like POP3 or IMAP4 are required.

SMTP is highly standardized. As such, a standard email client can work with all SMTP
compliant servers. In the public Internet, almost all providers offer SMTP compliant
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mail servers for their customer's use.

Click here for more Information about SMTP.

11.7 Syslog Facility

Syslog Facility is one information field associated with a syslog message. It is defined
by the Syslog protocol. It is meant to provide a very rough clue from what part of a
system the message originated from. Tradidionally, under UNIX, there are facilities
like KERN (the OS kernel itself), LPD (the line printer daemon) and so on. There are
also the LOCAL_O to LOCAL_7 facilities, which were traditionally reserved for
administrator and application use.

However, with the wide adaption of the syslog protocol, the facility field contents has
become a little less clear. Most syslog enabled devices nowadays allow configuring
any value as the facility. So it is basically left to distinguise different classes of syslog
messages.

The facility can be very helpful to define rules that split messages for example to
different log files based on the facility level.

Click here for more Information about Syslog Facility.

11.8 TCP

A reliable IP transport protocol. TCP communication ensures that no packets are lost
in transit. As such, it is most useful in low-bandwidth or unreliable environments.
Examples are slow WANs or packet radio networks.

Click here for more Information about TCP.

11.9 UDP

A non-reliable IP transport protocol. It provides best effort delivery. Typically, in LAN
environments UDP packets are never lost. However, in WAN scenarios or with heavily
loaded LANs, UDP packets might be lost.

Click here for more Information about UDP.

11.10 Upgrade Insurance

Upgradelnsurance is Adiscon's software maintenance plan. It offers free major
upgrades as well as priority support. Upgradelnsurance is available for all Adiscon
products and can be purchased for a period between 1 and 5 years.

Click here for more Information about Upgrade Insurance.
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11.11

uTcC

UTC is the so-called "universal coordinated time". UTC was formerly referred to as
"GMT" (Greenwich Mean Time) and is the basis of the international time zone system.
For example, New York, USA is 5 hours behind UTC. So if it is 12 noon in New York,
the UTC time is 5pm.

The MonitorWare line of products often uses UTC. UTC has the fast advantage of
providing one consistent time notation, even if devices are across multiple time zones.
This is extremely valuable if a centrel location is to consolidate events from senders in
multiple time zones.

Using UTC might not be appropriate if a whole system is contained within a single
time zone. As such, most time parameters inside the MonitorWare line of products can
be configured to work with local time instead of UTC.

Click here for More Information about UTC.
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